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OIG Background



Inspector General Act of 1978

“. .. promote economy, efficiency and
effectiveness . . . [and] prevent and detect
fraud and abuse . . .” in Department of

Education programs and operations
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Presenter
Presentation Notes
Our mission is to promote the efficiency, effectiveness, and integrity of the Department's programs and operations by conducting independent and objective audits, investigations, inspections, and other activities.



OFFICE OF THE SECRETARY
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OIG Operational Components

e Audit Services

 Information Technology Audits and Computer
Crime Investigations (ITACCI)

* Investigation Services
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Presenter
Presentation Notes
Our focus at this conference is on what IS and ITACCI (TCD) do and how you can coordinate and collaborate with us to combat fraud. As fiduciaries of precious tax dollars, you are already shining the light on fraudsters by stopping funds from reaching bad actors. We look to you as well to prevent waste, fraud, and abuse.


Audit Services

Types of audits: Adequate internal controls over:
Structure

 Accounting for and expending

- Nationwide o gl
. Series + Capping Aell tra bLIm S-f .
. Individual » Allowability of goods an
_ services?
. Subject

e Participant eligibility?
 Salary expenses?

* Non-Salary expenses?
 Electronic Data and Systems?

- General Oversight
- Data Reliability
- Fiscal Compliance
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Audit Services

Management Certlflcatlons Of Data Re|labl|lty = http://www2.ed.gov/about/offices/list/oig/auditreports/fy2016/a0600001. pdf

CMOS/ChaI’ter SChOOIS = https://www2.ed.gov/about/offices/list/oig/auditreports/fy2016/a02m0012.pdf

. . . Massachusetts https://www?2.ed.gov/about/offices/list/oig/auditreports/fy2016/a09p0001.pdf
S| ng Ie AUd |t ReSO| Uthﬂ — North Carolina https://www?2.ed.gov/about/offices/list/oig/auditreports/fy2016/a09p0005.pdf
Illinois https://www?2.ed.gov/about/offices/list/oig/auditreports/fy2017/a02p0008.pdf

Virginia’s https://www?2.ed.gov/about/offices/list/oig/auditreports/fy2016/a02p0007.pdf

Protecting PIl In State SyStems  oregon's nips/mww2.ed.qovanoutiofiiceslistoig/auditreports/fy2016/a020006.pdf
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http://www2.ed.gov/about/offices/list/oig/auditreports/fy2016/a06o0001.pdf
https://www2.ed.gov/about/offices/list/oig/auditreports/fy2016/a02m0012.pdf
https://www2.ed.gov/about/offices/list/oig/auditreports/fy2016/a09p0001.pdf
https://www2.ed.gov/about/offices/list/oig/auditreports/fy2016/a09p0005.pdf
https://www2.ed.gov/about/offices/list/oig/auditreports/fy2017/a02p0008.pdf
https://www2.ed.gov/about/offices/list/oig/auditreports/fy2016/a02p0007.pdf
https://www2.ed.gov/about/offices/list/oig/auditreports/fy2016/a02p0006.pdf

I TACCI — Technology Crimes Division

« TCD centralizes OIG digital investigations
and our support missions for traditional OIG
Services: ELECTRONIC

= Comprised of three separate units, each with CRIMES TEAM

a distinct mission, that support each other and
other OIG components

DATA ANALYSIS AND
o Staffing: REFERRAL TEAM
= Special Agents
= |T Computer Specialists DIGITAL FORENSIC

= |nvestigative Analysts LABORATORY
= Financial Analysts
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Investigation Services

=8 Office Location

« 80 Special Agents Nationwide

e Conduct administrative, civil,
and criminal investigations
involving ED funding and

nnnnnnnnnnnnn

Northeastern Regioin
Bt employees
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<. |NVESTIGATION SERVICES
=]

10 U 5 OFFICE OF INSPECTOR GENERAL
by & LINITED STATES DEPARTMENT OF EDUCATION
"‘!cu. w‘-‘\




~ Partnership Between
OIG and the Office of Elementary and
Secondary Education (OESE)



OESE and OIG Coordination

OIG assists the Department in promoting the integrity of the Title | programs.

* Reviews and comments on all regulations with suggestions on areas for
Improvement

« Regularly exchanges information with OESE to identify current issues in
compliance and abuse, and coordinates oversight and investigatory activities,

when appropriate

* Issues Management Information Reports to alert the Department about serious
program vulnerabilities, as well as fraud and corruption trends

SES Dear Colleague Letter - http://wwwz2.ed.gov/policy/elsec/quid/stateletters/ses/sesoigltr03102014.pdf
Charter Schools Dear Colleague Letter https://www?2.ed.gov/programs/charter/finalsignedcsp.pdf
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Presenter
Presentation Notes
The following are examples of coordination between OIG and FSA:
Link to OIG’s Distance Education Fraud Ring Investigative Program Advisory Report (IPAR)
http://www2.ed.gov/about/offices/list/oig/invtreports/l42l0001.pdf
Information for Financial Aid Professionals (IFAP)
http://www.ifap.ed.gov/ifap/
 
Dear Colleague Letter GEN-11-17
http://www.ifap.ed.gov/dpcletters/GEN1117.html

Final Management Information Report PIN Security Vulnerabilities 
http://www2.ed.gov/about/offices/list/oig/auditreports/fy2013/x21l0002.pdf


http://www2.ed.gov/policy/elsec/guid/stateletters/ses/sesoigltr03102014.pdf
https://www2.ed.gov/programs/charter/finalsignedcsp.pdf

Conducting Investigations



Sources of Allegations

e OIG Hotline

e OIG Audits

« ED Program Offices

» School Employees and Officials
» Contractors and Sub-contractors
» Grantees and Sub-grantees
 Citizens and Students

Competing Vendors/Schools

Other Federal Agencies

U.S. Attorney’s Offices

Other OIG Investigations

State and Local Law Enforcement Agencies
Federal Bureau of Investigation

Qui Tam Actions
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Presenter
Presentation Notes
OIG also receives allegations from several other sources, including the OIG Hotline, other Department offices and federal agencies, contractors and grantees, U.S. Attorney’s offices, state and local law enforcement agencies, and the FBI.


Subjects of Investigations

e School Officials

e Local School Districts
e |Intermediate Units

* LEA Vendors

* ED Grantees

o State Education Employees
 ED Employees
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Presenter
Presentation Notes
The following two slides show the many types of Title IV fraud schemes that we address. 


Common Schemes

- Using funds for unintended purposes

- Falsifying loan/grant applications

- Creating fictitious records

- Forgery

- Double billing

- Fees for non-existent consulting services

- Issuing checks made payable to friends and
relatives

Purchasing equipment and supplies for
personal reasons

Accepting kickbacks from vendors
Bribery

Falsifying research data

Inflating enrollment or attendance
Extortion
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Presenter
Presentation Notes
OIG also receives allegations from several other sources, including the OIG Hotline, other Department offices and federal agencies, contractors and grantees, U.S. Attorney’s offices, state and local law enforcement agencies, and the FBI.


Fraud Risk Indicators y

* One person in control Altered records

Financial records
not reconciled

* No separation of duties
 Lack of internal controls/ignoring controls

« No prior audits Unauthorized transactions

« High turnover of personnel Related Party transactions

« Unexplained entries in records Repeat audit findings

* Unusually large amounts of payments for
cash

* Inadequate or missing documentation
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Presenter
Presentation Notes
These are the conditions that contribute to fraud.  In many instances, fraud is a crime of opportunity.  The presence of any one of these may not mean there is a problem.  However, if more than two are present…the hair on the back of your neck rises and something doesn’t feel right.  There might be a problem that requires examination.



Gathering Evidence

o Statutory and Regulatory Access to Records
Consensual Search/Access

Search Warrant

Court Order

Subpoenas

 Grand Jury
e Administrative

Interviews
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Presenter
Presentation Notes
The following two slides show the many types of Title IV fraud schemes that we address. 


OIG Statutory and Regulatory Access to Records

» Under the Inspector General Act of 1978, as amended, 5 U.S.C. App., and in Federal regulations at
2 C.F.R. § 200.336(a), OIG can access any records available to the Department of Education to
perform audits, investigations, and inspections of Department programs and operations.

 Disclosure to the OIG is specifically exempt from the requirement to obtain student/parental
written consent under the Family Educational Rights and Privacy Act (FERPA) because the
disclosure is to an authorized representative of the Secretary of Education in connection with the
enforcement of the Federal legal requirements which relate to Federally supported education
programs. 20 U.S.C. §8 1232¢g(b)(1)(C)(i)(I1) and (b)(3); 34 C.F.R. 88 99.31(a)(3)(iii) and 99.35.

» The inclusion of a copy of the OIG’s request letter in a student’s file will constitute compliance
with FERPA’s recordation requirement. 20 U.S.C. § 1232g(b)(4); 34 C.F.R. 8 99.32.

* Records disclosed will be handled in accordance with the requirements in 34 C.F.R. 8§ 99.31(a)(3),
99.33, and 99.35. Records disclosed may be re-disclosed to the Department of Justice and its
authorized representatives to enforce Federal legal requirements related to Federal education
programs. 20 U.S.C. § 1232¢g(b)(1)(C)(ii); 34 C.F.R. 88 99.31(a)(3)(ii), 99.33(b), and 99.35.
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Presenter
Presentation Notes
What this statute means is that schools are legally permitted to provide information to us that we are seeking in conjunction with an investigation or audit.

FERPA regulations can be found at 34 CFR Part 99 		http://www2.ed.gov/policy/gen/guid/fpco/index.html



Potential Remedies

o Administrative
e Civil
e Criminal
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Administrative Actions

« Case against entity (school, vendor, etc.) can result in:

Referral to ED Program Office (OESE, Oll, etc...)
« Audit Resolution by Program Office
 Designation as a high risk grantee by the Department

* Multi-year Compliance Agreement or Memorandum of Understanding between the
Department and entity which requires they enter into corrective action plans to reach full
compliance with all applicable program requirements in order to continue to receive Federal
education funds

Coordination with State Department of Education

Coordination with LEA administration
Example: SES Vendor
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Civil Actions

Civil False Claims Act - 31 U.S.C. § 3729

*Knowingly presents, or causes to be presented, to the United States Government a
false or fraudulent claim for payment or approval (no proof of specific intent to
defraud is required.)

*...0r makes, uses, or causes to be made or used, a false record or statement to get a
false or fraudulent claim paid or to conceal, avoid, or decrease an obligation to the
Government.

*Burden of Proof — “Preponderance of the Evidence” (More likely than not).
*Specific Intent to Defraud the Government not an Element.

eLiable for Civil Penalties of between $5.5K and $11K per count plus 3 times the
amount of actual damages.
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Civil Actions

Civil False Claims Act - 31 U.S.C. § 3729

*Knowingly presents, or causes to be presented,
to the US Government a false or fraudulent
claim for payment or approval

*...0r makes, uses, or causes to be made or
used, a false record or statement to get a false or
fraudulent claim paid or to conceal, avoid, or
decrease an obligation to the Government.

« Burden of Proof — “Preponderance of the
Evidence” (More likely than not).

« Specific Intent to Defraud the Government
not an Element.

e Liable for Civil Penalties of between $5.5K
and $11K per count plus 3 times the amount
of actual damages.
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Presenter
Presentation Notes
OIG also receives allegations from several other sources, including the OIG Hotline, other Department offices and federal agencies, contractors and grantees, U.S. Attorney’s offices, state and local law enforcement agencies, and the FBI.


Criminal Actions

 Burden of Proof — “beyond a « Examples of Charges
reasonable doubt” 18 USC §371 Conspiracy
* Intent to defraud the 18 USC § 1001 False Statements
government is an element. 18 USC § 1341 Mail Fraud
e Penalties 18 USC § 1343 Wire Fraud
* |ncarceration 18 USC § 1344 Bank Fraud
e Court ordered restitution 18 USC § 641 Theft of Government Funds
e Fines 18 USC § 666 Theft Concerning Federal
Programs

@, INVESTIGATION SERVICES
o

U S OFFICE OF INSPECTOR GEMERAL
5 # | LINITED STATES DEPARTMENT OF EBUCATION

i 5,
..........



Presenter
Presentation Notes
OIG also receives allegations from several other sources, including the OIG Hotline, other Department offices and federal agencies, contractors and grantees, U.S. Attorney’s offices, state and local law enforcement agencies, and the FBI.


Examples of Criminal and
Civil Investigations
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Former Director Sentenced for Program Fraud

e From July 2007 through April 2013,

Cecelia Yauger, the former executive
director of Midwestern Intermediate
Unit IV (MIU), used the MIU
American Express card to make
$72,465 in personal expenses.
Yauger did not retain receipts for the
purchases, but each month, she
approved, either verbally or in
writing, the purchases charged to her
card as being business related.

* On November 14, 2014, Yauger was

sentenced in Federal Court in
Pittsburgh, PA to three years
probation (the first sixty days in a
halfway house), 150 hours of
community service, and $7,500 in
restitution.
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Transportation Vendor Sentenced for Mail Fraud

Between 2008 and 2011, Harris
Transportation Corp. (HTC)
defrauded the Halifax Area School
District and Upper Dauphin Area
School District of approximately
$1.4 million. The OIG investigation
determined that HTC, a bus
transportation vendor for the two
districts, and was found to have
routinely submitted false and grossly
Inflated mileage claims to the
districts.

e On March 18, 2015, Harris

Transportation Corp. (HTC) and
Todd Harris were sentenced in U.S.
District Court (Harrisburg, PA) after
pleading guilty to charges of mail
fraud and Harris was sentenced to
24 months in prison and three years
probation. Harris and HTC were
jointly ordered to pay $1,464,613 in
restitution.
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State Official Among 8 Indicted for Fraud

* The investigation revealed that
Arturo Martinez, who oversaw New

e On Tuesday, December 6, 2016, In
the United States District Court In

Mexico’s supplemental educational
services (SES) program, directed a
payment of $30,000 be made to a
sham Texas company, whom
Martinez knew did not provide
services to the state of New Mexico
or its migrant children.

Chicago, lllinois, Martinez was
sentenced to 1 year and 1 day
Imprisonment, restitution of
$30,000, a $100 special assessment,
3 years of supervised release
following imprisonment and 150
hours of community service during
supervised release.

e The sham company then wrote
$8,250 in checks to Martinez’s wife.
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ESSA
Oversight and Monitoring
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Section 9203 - Section 9204 -
Preventing Improper Use JAccountability to Taxpayers Through
of Taxpayer Funds Monitoring and Oversight

Each recipient must post OIG To improve monitoring and oversight and to deter fraud,
Hotline contact information in  § waste, and abuse:

public place
(https://www?2.ed.gov/about/off
ices/list/oig/hotlineposters.html)

1. Each recipient is required to comply with all monitoring
requirements

Require applicants/sub-grantees 2. Monitor properly any sub-grantee under the program(s)

to provide assurances to be
truthful and accurate when
applying or responding to
compliance reviews
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https://www2.ed.gov/about/offices/list/oig/hotlineposters.html
https://www2.ed.gov/about/offices/list/oig/hotlineposters.html

Your Role In Preventing and
Detecting Fraud




Uniform Guidance Reguirements

 Grantees and sub-grantees must “take prompt action when instances of
noncompliance are identified.” 2 C.F.R. § 200.303(d)

* Violations of Federal criminal law involving fraud, bribery, and illegal
gratuities must be disclosed in writing in a “timely manner” to the
Department or the State Education Agency. 2 C.F.R. § 200.113

e Significant developments — “problems, delays, or adverse conditions™
— that will be materially impair the ability to meet the grant objective
must be reported “as soon as [they] become known” to the Department
or the State Education Agency. 2 C.F.R. 8 200.328(d)
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Why Report Fraud to OIG? )

* Meet statutory and regulatory requirements

o Comply with ethical responsibility

» Deter others from committing fraud and abuse
» Avoid being part of a fraud scheme

 Prevent administrative action

 Avoid civil penalties

* Prevent criminal prosecution

18 U.S.C. § 4 (Misprision of a Felony) - Whoever, having knowledge of the actual commission of a felony cognizable by a
court of the United States, conceals and does not as soon as possible make known the same to some judge or other person
in civil or military authority under the United States, shall be fined under this title or imprisoned not more than three years,
or both.
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Presenter
Presentation Notes
Cite 18 USC § 4    MISPRISION OF FELONY when discussing the reasons above.



What You Can Do

Ensure that staff receive necessary training

Review documents thoroughly

Question documents/verify authenticity

Request additional information if you aren’t satisfied

Compare information on different documents

Contact the OIG if you suspect fraud

Cooperate with the OIG in connection with an audit or investigation
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Report Fraud!

Inspector General’s Hotline

You can reach the Hotline on the web at:;

OIlGhotline.ed.gov
For questions, call
1-800-MIS-USED


Presenter
Presentation Notes
You can contact us in various ways, including through the OIG Hotline and our website. 

You can reach our Hotline 24 hours a day on the website.  



Questions?
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