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by

Please complete this Privacy Impact Assessment (PIA) on how personally identifiable information (PII) is
collected, stored, protected, shared, and managed electronically by your system. You may wish to consult with your
ISSO in completing this document. If a question does not apply to your system, please answer with N/A.
All text responses are limited to 1,500 characters. If you require more space, please contact the Privacy
Safeguards Team.
1. Introduction
1.1 Describe the system including the system name, system acronym, and a brief description of the major
functions.
EZ-Audit is a major application (MA) within Federal Student Aid's IT infrastructure. This system provides a
paperless point of receipt for financial statements and compliance audits received from schools that participate in
Title IV funding. User logs into the EZ-Audit System by providing a valid user ID and password via a web
interface. The system stores users' access privileges, which are various combinations of view, read, and write.
Users will use the proper permissions that are allowed to submit the financial statements and compliance audits
over the web. The user's submission is sent to and stored in the EZ-Audit database. Users include Federal Student
Aid Case teams and the individuals designated by Title IV institutions to perform submission of the required
documents.

1.2 Describe the purpose for which the personally identifiable information (PII)1 is collected, used,
maintained or shared.

eZ-Audit collects individual's information from the institution designated to be used as a point of contact for all
the submissions done for that institution. This contact is notified of any issues within the submissions or for any
additional information in order to process the submissions.
Collected Information:
Institution President's name and email, Financial Aid Administrator (FAA) Name and Email, Chief Financial
Officer (CFO) Name and email.
Also, user name and email address is collected from all the eZ-Audit users at the time of user registration. The
registered users are assigned role-based access upon review and approval by the eZ-Audit help-desk. Upon
approval, the user information is used to maintain user access (Password resets etc) and to send any important
system updates via broadcast emails.

1 The term “personally identifiable information” refers to information which can be used to distinguish or trace an individual's identity, such as their name, social security
number, biometric records, etc. alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and
place of birth, mother's maiden name, etc. https://www.whitehouse.gov/sites/default/files/omb/memoranda/fy2007/m07-16.pdf
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1.3 Is this a new system, or one that is currently in operation?
Currently Operating System

1.4 Is this PIA new, or is it updating a previous version? If this is an update, please include the
publication date of the original.

Updated PIA

Original Publication Date: 01/04/2010

1.5 Is the system operated by the agency or by a contractor?

Contractor
2. Legal Authorities and Other Requirements
If you are unsure of your legal authority, please contact your program attorney.
2.1 What specific legal authorities and/or agreements permit and regulate the collection and use of data by
the system?
eZ-Audit was granted legal authority to collect data on March 16, 2003 as documented in the Federal Registrar
volume 68, Number 95 Notices (pages 26586-26587) with the following action: "Notice implementing a new
electronic process (eZ-Audit) for submitting compliance and finanacial statement audits." The summary of this
authority includes the following details: SUMMARY: The Secretary gives notice that on June 16, 2003 the
Department will fully implement the eZ-Audit process under which an institution that participates, or seeks to
participate in theFederal student aid programs submits its compliance and financial statement auidt information
electronically. The Federal student aid programs are authorized under Title IV of the Higher Education Act of
1965, as amended (Title IV, HEA Programs). This notice applies to any compliance or financial statement audits
that an institution is required to submit under 34 CFR 600.20(a) or (b) to begin or continue participating in the
Title IV, HEA Programs, any financial statement audits required for an institution that undergoes a change in
ownership resulting in a change in control as providedunder 34 CFR 600.20(9), any compliance and financial
statement audits that an institution is required to submit annually under 34 CFR 668.23, and any CA and FS
required of an institution that ceases to participate in Title IV, HEA Programs under 34CFR668.26(b).

SORN
2.2 Is the information in this system retrieved by an individual's name or personal identifier such as a
Social Security Number or other identification? Please answer YES or NO.
No
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2.2.1

N/A

If the above answer is YES this system will need to be covered by a Privacy Act
2

System of Records Notice(s) (SORN(s)). Please provide the SORN name and
number, or indicate that a SORN is in progress.

Records Management
If you do not know your records schedule, please consult with your records liaison or send an email to
RMHelp@ed.gov.
2.3 Does a records retention schedule, approved by the National Archives and Records Administration
(NARA), exist for the records contained in this system? If yes, please provide the NARA schedule
number.
ED Schedule Locator No.: 074
Approved Date: 1/5/2011
Title: FSA Guaranty Agency, Financial & Education Institution Eligibility, Compliance, Monitoring and
Oversight Records.
NARA Disposition Authority: N1-441-09-15

2

A System of Records Notice (SORN) is a formal notice to the public that identifies the purpose for which PII is collected, from whom and what type of PII is
https://connected.ed.gov/om/Documents/
collected, how the PII is shared externally (routine uses), and how to access and correct any PII maintained by ED.
SORN-Process.pdf
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2.4 Is the PII contained in this system disposed of appropriately, and in accordance with the timelines in
the records disposition schedule? Please answer YES or NO.
Yes

3. Characterization and Use of Information
Collection
3.1 List the specific personal information data elements (e.g., name, email, address, phone number, date
of birth, Social Security Number, etc.) that the system collects, uses, disseminates, or maintains.
During the user registration process which occurs in paper form and/or through the website, the following eZAudit user information is collected from the school's designated user: first name, last name, office email address,
office phone number and office fax number. This information is not linked with other databases.
During the compliance audit and financial statement submission process on the website, the following submission
contact information is collected from the school's designated user: name, office email and office phone number. A
Federal Student Aid user can update the auditor information through the website with reference to the auditor
information on their letterhead as displayed in the PDF attached to the electronic submission. The auditor
information collected/updated during this process is: name of auditor/auditing firm, the Tax Identification
Number (TIN) of the auditor/auditing firm, office address (street, city, state, province, country, postal code),
office phone number, and office fax number. This information is transferred to the PEPS system.

3.2 Does the system collect only the minimum amount required to achieve the purpose stated in Question
1.2? Please answer YES or NO.
Yes

3.3 What are the sources of information collected (e.g., individual, school, another agency, commercial
sources, etc.)?
The sources for the information collected comes from the schools (institution) and their respective auditors.
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3.4 How is the information collected from stated sources (paper form, web page, database, etc.)?
Web page and PDF uploads.

3.5 How is this information validated or confirmed?3
The information is validated by comparing the information submitted on the web page to the information
submitted on the PDF.

3

Examples include form filling, account verification, etc.
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Use
3.6 Describe how and why the system uses the information to achieve the purpose stated in
Question 1.2 above.
This information enables the Department of Education to effectively administer Title IV constituent eligibility,
certification, and regulatory compliance. A Postsecondary educational institution must be approved by the
Department of Education for Title IV participation. When a school applies for Title IV eligibility, the school must
demonstrate that it is administratively capable and financially responsible. If the school meets the criteria, they
are certified for appropriate Title IV FSA programs - Federal Pell Grant, Federal Perkins Loan, Federal
Supplement Educational Opportunity grants, Federal Work-Study, Federal Family Education Loan (FFEL), and
Federal Direct Loan. At the end of the year, each school must submit it's financial statements and compliance
audits. When a school finishes its participation in Title IV programs, it must submit a close-out audit for the final
period of participation. The information is used to contact institutions, send incomplete, delinquent and reminder
notifications.

3.7 Is the project using information for testing a system or for training/research purposes? Please
answer YES or NO.
No

3.7.1

N/A
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protect the data?
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3.8 Does the system use "live" PII for the development or testing of another system? Please answer YES
or NO.
No

3.8.1

N/A

If the above answer is YES, please explain.

Social Security Numbers
It is the Department's Policy that, in order to collect Social Security Numbers, the System Owner must state
the collection is: 1) authorized by law, 2) necessary for an agency purpose, and 3) there is no reasonable
alternative.
3.9 Does the system collect Social Security Numbers? Please answer YES or NO.

No
3.9.1

N/A
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If the above answer is YES, explain the purpose for its collection, and how the
SSN will be used. *Please note if the system collects SSNs, the PIA will
require a signature by the Assistant Secretary or equivalent.*
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3.10

N/A

Specify any alternatives considered in the collection of SSN and why the alternatives were not
selected.

4. Notice
4.1 How does the system provide individuals notice about the collection of PII prior to the collection of
information (i.e. written Privacy Act notice, link to a privacy policy, etc.)? If notice is not provided,
explain why not.

Notice is posted on the eZ-Audit application webpage explicitly stating what may be done with the information
individuals provide.
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4.2

N/A

Provide the text of the notice, or the link to the webpage where the notice is posted.

The following notice is posted on the eZ-Audit application webpage: www.ezaudit.ed.gov
You may decide to send FSA information, including personally identifying information. The information you
supply - whether through a secure Web form, a standard Web form, or by sending an electronic mail message - is
maintained by FSA for the purpose of processing your request or inquiry. FSA also uses the information you
supply in other ways to further FSA's mission of maintaining stability and public confidence in the nation's
banking system. Various employees of FSA may see the information you submit in the course of their official
duties. The information may also be shared by FSA with third parties to advance the purpose for which you
provide the information, including other federal or state government agencies. For example, if you file a
complaint, it may be sent to a financial institution for action, or information may be supplied to the Department of
Justice in the event it appears that federal criminal statutes have been violated by an entity you are reporting to
FSA. The primary use of personally identifying information will be to enable the government to contact you in
the event we have questions regarding the information you have reported. If you are concerned about how
information about you may have been used in connection with this web site, or you have questions about the
FSA's privacy policy and information practices you should e-mail us at webmaster@fsa.ed.gov. Electronic mail is
not necessarily secure. You are advised to be cautious when sending electronic mail containing sensitive,
confidential information. As an alternative, we advise users to give consideration to using postal mail.

4.3 What opportunities are available for individuals to consent to uses, decline to provide information, or
opt out of the project?
n/a

5. Information Sharing
Internal
5.1 Will information be shared internally with other ED organizations? Please answer YES or NO. If the
answer is NO, please skip to Question 5.4.

Yes
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5.2

N/A

What information will be shared and with whom?

eZ-Audit shares information with PEPS and AARTS systems.
PEPS application has read-only access to a specific list of eZ-Audit tables (Audit_Firm, School_group). The data
from these tables is used in a read-only manner within the PEPS application to display UI and for reporting
(Consolidated and other) Forms for non eZ-Audit users (OGC, OPE, Guaranty Agencies, State Licensors,
Crediting Agencies, and other Dept. Of Ed Uses)
eZ-Audit generates three weekly audit files to AARTS system. These files containing ACD (Audit Clearance
document data) information are transferred to AARTS system through PEPS (via Enterprise Service Bus).

5.3

N/A

What is the purpose for sharing the specified information with the specified internal organizations?
Does this purpose align with the stated purpose in Question 1.2 above?

eZ-Audit shares audit firm and school group data with PEPS system. PEPS was once the sole owner and
distributor of school and submission data. Post implementation, eZ-Audit took ownership of this functionality and
shares information with PEPS in order to have the data available for Non eZ-Audit users who accesses PEPS
system.
eZ-Audit generates weekly Audit files (FSA_AUD, FSA_ACD, and FSA_ACCNT) containing audit clearance
document data for AARTS system. The files are sent to PEPS (via ESB) and then from PEPS to AARTS system.
The data shared with AARTS does not contain any PII.

External
5.4 Will the information contained in the system be shared with external entities (e.g. another agency,
school district, etc.)? Please answer YES or NO. If the answer is NO, please skip to Question 5.8.
No

ED-EMV-003.01 FY 18

Page 10 of 16

5.5

N/A

What information will be shared and with whom? Note: If you are sharing Social Security Numbers,
externally, please specify to whom and for what purpose.

5.6

N/A

What is the purpose for sharing the specified information with the specified external organizations?
Does this purpose align with the stated purpose in Question 1.2 above?
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5.7

5.8

How is the information shared and used by the external entity?

N/A

N/A

Is the sharing pursuant to a Computer Matching Agreement (CMA), Memorandum of
Understanding (MOU) or other type of approved sharing agreement with another agency? Please
answer YES or NO.
No

5.9

N/A

Does the project place limitation on re-disclosure? Please answer YES or NO.

No
6. Redress

4

6.1 What are the procedures that allow individuals to access their own information?
n/a

4

If the system has a System of Records Notice (SORN), please provide a link to the SORN in Question 6.1 and proceed to Section 7 - Safeguards.
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6.2 What procedures are in place to allow the subject individual to correct inaccurate or erroneous
information?
n/a

6.3 How does the project notify individuals about the procedures for correcting their information?
n/a

7. Safeguards
If you are unsure which safeguards will apply, please consult with your ISSO.
7.1 Does the principal office work with their CSO/ISSO to build privacy & security into the system and
build privacy extensions to the extent feasible? Please answer YES or NO.

Yes
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7.2 What procedures or access controls are in place to determine which users may access the information
and how does the project determine who has access?

The information will be secured following the guidance of 0MB Circular A-130,"Management of Federal
Information Resources, "Appendix Ill, "Security of Federal Automated Information Resources," and Public
Law 100-235,"Computer Security Act of 1987." The system security plan details the security requirements and
describes the security controls that are in place to meet those requirements.
eZ-Audit uses role-based access control. Each user of the system is assigned one (in some cases multiple) of the
14 roles: Audit Specialist, Financial Specialist, ED Admin, Screener, Institution Admin, Case Team Admin, Data
Entry, Case Assignment, Case Approval, Pre-Screener, Submitter, ED View, ED Submitter, QC Screener.
Roles are assigned to users based on the least amount of privilege needed for the user to successfully use the
system.

7.3 What administrative, technical, and physical safeguards are in place to protect the information?

The information will be secured following the guidance of 0MB Circular A-130,"Management of Federal
Information Resources, "Appendix Ill, "Security of Federal Automated Information Resources," and Public Law
100-235,"Computer Security Act of 1987." The system security plan details the security requirements and
describes the security controls that are in place to meet those requirements.
Administrative: eZ-Audit has role based user system, passwords are required to be changed every 90 days for all
users. Password security is compliant with FSA password policy.
Technical: eZ-Audit data is encrypted in the database. Servers are protected by firewall.

7.4 Is an Authority to Operate (ATO) required? Please answer YES or NO.
Yes
7.5 Is the system able to provide account of any disclosures made? Please answer YES or NO.
Yes
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7.6 Is the information in the system appropriately secured in accordance with the IT security requirements
and procedures as required by federal law and policy? Please answer YES or NO.
No

7.7 Has a risk assessment been conducted where appropriate security controls to protect against that risk
been identified and implemented? Please answer YES or NO.

Yes
7.8 Please describe any monitoring, testing or evaluation conducted on a regular basis to ensure the
controls continue to work properly at safeguarding the information.

Security scans are performed by the OSA team every quarter.

8. Auditing and Accountability
8.1 How does the system owner ensure that the information is used in accordance with stated practices in
this PIA?
System ISSO reviews 'Business Team all Users Report' on a monthly basis. This report is run from the eZ-Audit
database and contains the activity of all eZ-Audit users. ISSO monitors the report specifically for any inactive
users and provides approval for O&M Team to deactivate them from eZ-Audit system.
Application and Interface availability is monitored by O&M team and reported to FSA on the weekly status
meetings for review. ISSO ensures that the security scans are conducted on a quarterly basis. ISSO works with
the O&M team and partners to resolve any security vulnerabilities once the findings are evaluated.
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8.2 What are the privacy risks associated with this system and how are those risks mitigated?
1. Web application vulnerabilities - security scans are conducted on a quarterly basis and any findings are
analyzed and mitigated through changes.
2. Data Security - eZ-Audit data is encrypted in the database. User activity is monitored through monthly reports.
Associated servers are protected by firewalls, monitored and maintained by NGDC (Next Generation Data
Center)
3. Insecure Data Transfer - The data is transferred to PEPS within the secure NGDC environment via Enterprise
Service bus. PEPS uses Secure File transfer (SFTP) to transmit the files to AARTS system.
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Senior Program Official

Date

Computer Security Officer/Information System Security Officer

Date

FOR SYSTEMS THAT COLLECT, MAINTAIN AND/OR TRANSFER SSNs

Assistant Secretary/Equivalent Designee

Date

Chief Privacy Officer

Date
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