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Privacy Impact Assessment (PIA)
for the

The LINCS Technology Project

© Jan 14,2019

This PIA was originally approved on ’ Dec 7,2016  andreviewed on| Jan 15,2019 by

the system owner certifying the information contained here is current and up to date.

Contact Point

Contact Person/Title: ‘Mary Jo Maralit, COR - OCTAE

Contact Email: ‘maryjo.maralit@ed.gov

System Owner

Name/Title: ’Mary Jo Maralit, COR - OCTAE

Program Office: ‘Ofﬁce of Career, Technical, Adult Education OCTAE)

Please submit completed Privacy Impact Assessments to the Privacy Safeguards Division at
privacysafeguards@ed.gov.




Please complete this Privacy Impact Assessment (PIA) on how personally identifiable information (PII) is
collected, stored, protected, shared, and managed electronically by your system. You may wish to consult with your
ISSO in completing this document. If a question does not apply to your system, please answer with N/A.

All text responses are limited to 1,500 characters. If you require more space, please contact the Privacy
Safeguards Team.
1. Introduction

1.1 Describe the system including the system name, system acronym, and a brief description of the major
functions.

The Literacy Information and Communication System (LINCS) <https://lincs.ed.gov> provides high-quality
evidence-based resources for adult educators at the state and local level to enable them to design and deliver high-
quality learning opportunities for adults so they can successfully transition to and complete college career
pathways leading to 21st Century jobs. The LINCS system consists of a website that houses a Resource
Collection of instructional, informational, and programmatic resources for use by adult education audiences; a
community of practice (online forum), where adult educators can discuss effective instructional practices and
strategies in content based groups; a learning management system with over 20 self-paced online courses that
support professional development; and a learner center that connects adult learners with Federal resources to help
them achieve their goals and continue their studies outside the classroom.

1.2 Describe the purpose for which the personally identifiable information (PII)' is collected, used,
maintained or shared.

For the LINCS Community of Practice and Learning Portal:

Email address - used for identification.
First name, last name - used for addressing a logged in user.

All other information is entered at will to enhance community participation in forums and as part of online
coursework.

1 The term “personally identifiable information” refers to information which can be used to distinguish or trace an individual's identity, such as their name, social security
number, biometric records, etc. alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and
place of birth, mother's maiden name, etc. https://www.whitehouse.gov/sites/default/files/omb/memoranda/fy2007/m07-16.pdf
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1.3 Is this a new system, or one that is currently in operation?

Currently Operating System

1.4 Is this PIA new, or is it updating a previous version? If this is an update, please include the
publication date of the original.

Updated PTA Original Publication Date: [12/07/2016

1.5 Is the system operated by the agency or by a contractor?

Contractor

2. Legal Authorities and Other Requirements
If you are unsure of your legal authority, please contact your program attorney.

2.1 What specific legal authorities and/or agreements permit and regulate the collection and use of data by
the system?

Under Title II of the Workforce Innovation and Opportunity Act WIOA; PL 113-128), Section 242, OCTAE
carries out a program of national leadership activities to enhance the quality and outcomes of adult education and
literacy activities and programs nationwide. OCTAE uses these funds to provide technical assistance and
professional development to programs and contribute to research and evaluations of adult education programs and
activities.

SORN

2.2 Is the information in this system retrieved by an individual's name or personal identifier such as a
Social Security Number or other identification? Please answer YES or NO.

No
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2.2.1 X N/A If the above answer is YES this system will need to be covered by a Privacy Act

System of Records Notice(s) (SORN(s)).2 Please provide the SORN name and
number, or indicate that a SORN is in progress.

Records Management
If you do not know your records schedule, please consult with your records liaison or send an email to

RMHelped.gov.

2.3 Does a records retention schedule, approved by the National Archives and Records Administration
(NARA), exist for the records contained in this system? If yes, please provide the NARA schedule

number.

Records are covered under General Records Schedule 23 item 7 Transitory Records.

Records are destroyed immediately when no longer needed for reference, or according to a predetermined time
period or business rule e.g., implementing the auto-delete feature on electronic mail systems). (N1-GRS-04-5,

item 1).

2
A System of Records Notice (SORN) is a formal notice to the public that identifies the purpose for which PII is collected, from whom and what type of PII is
https://connected.ed.gov/om/Documents/

collected, how the PII is shared externally (routine uses), and how to access and correct any PII maintained by ED.
SORN-Process.pdf
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2.4 Is the PII contained in this system disposed of appropriately, and in accordance with the timelines in
the records disposition schedule? Please answer YES or NO.

Yes

3. Characterization and Use of Information

Collection

3.1 List the specific personal information data elements (e.g., name, email, address, phone number, date
of birth, Social Security Number, etc.) that the system collects, uses, disseminates, or maintains.

Authentication - identification and Single Sign On (SSO) for Community, Learning Portal
- Email (single line text)

- First Name (single line text)

- Last Name (single line text)

Within the Community portal (an online forum) there are free text blocks in which a user may optionally include
additional information about themselves, such as Organizational Affiliation, Interests, About Me, and Social
Media links.

As with all user data, these blocks may be edited/deleted at any time by the authoring user.

User entered information may be shared with others in the community but is not disseminated to other sites nor
used in any other manner.

3.2 Does the system collect only the minimum amount required to achieve the purpose stated in Question
1.27 Please answer YES or NO.

Yes

3.3 What are the sources of information collected (e.g., individual, school, another agency, commercial
sources, etc.)?

The user enters the data in their own profile.
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3.4 How is the information collected from stated sources (paper form, web page, database, etc.)?

The information is collected electronically via the LINCS webpage.

3.5 How is this information validated or conﬁrmed?3

None of the information is checked for accuracy other than the email address via opt-in confirmation email at
registration.

Examples include form filling, account verification, etc.
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Use

3.6 Describe how and why the system uses the information to achieve the purpose stated in
Question 1.2 above.

The information is collected on the LINCS Community is for identification and authentication purposes, allowing
individuals to:

- Identify themselves to the system

- Authenticate with the system to prove that they are the same person when they return

- Enable emailed password reset

- Access control (e.g. updating notification settings, following a moderation of a discussion, etc.)

- Carry out actions that impact that individual e.g. joining a course or signing up for a mailing list subscription)

- Publish information to make it available to others (e.g. forum posting, comment on publications of learning
resources, etc.)

3.7 Is the project using information for testing a system or for training/research purposes? Please
answer YES or NO.

No

3.7.1 X N/A If the above answer is YES, what controls are in place to minimize the risk and
protect the data?

ED-EMV-003.01 FY 18 Page 6 of 16



3.8 Does the system use "live" PII for the development or testing of another system? Please answer YES
or NO.

No

3.8.1 X N/A If the above answer is YES, please explain.

Social Security Numbers

1t is the Department's Policy that, in order to collect Social Security Numbers, the System Owner must state
the collection is: 1) authorized by law, 2) necessary for an agency purpose, and 3) there is no reasonable
alternative.

3.9 Does the system collect Social Security Numbers? Please answer YES or NO.

No

3.9.1 X N/A If the above answer is YES, explain the purpose for its collection, and how the
SSN will be used. *Please note if the system collects SSNs, the PIA will
require a signature by the Assistant Secretary or equivalent.*
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3.10 X N/A Specify any alternatives considered in the collection of SSN and why the alternatives were not
selected.

4. Notice

4.1 How does the system provide individuals notice about the collection of PII prior to the collection of
information (i.e. written Privacy Act notice, link to a privacy policy, etc.)? If notice is not provided,
explain why not.

Privacy Policy in footer of every page
Login banner with Terms and Conditions of Use that must be accepted on each login.
This PTA will be posted on the Department's Notices page for public reference.
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4.2 [ N/A Provide the text of the notice, or the link to the webpage where the notice is posted.

https://lincs.ed.gov/privacy-policy

4.3 What opportunities are available for individuals to consent to uses, decline to provide information, or
opt out of the project?

All material in LINCS is accessible without a login. An account is required to create or respond to posts and to
take online professional development courses. All user information is optional, though name and email are
required to create an account.

Users may close their account and have their information anonymized.

If requested, user information may be completely deleted.

Users may affirmatively request and join (or subscribe) to the LINCS email lists using the subscribe feature of the
service. Users may contact LINCS to opt out (or unsubscribe) from the email list.

5. Information Sharing

Internal

5.1 Will information be shared internally with other ED organizations? Please answer YES or NO. If the
answer is NO, please skip to Question 5.4.

No
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5.2 X N/A  What information will be shared and with whom?

5.3 [Xx N/A What is the purpose for sharing the specified information with the specified internal organizations?
Does this purpose align with the stated purpose in Question 1.2 above?

External

5.4 Will the information contained in the system be shared with external entities (e.g. another agency,
school district, etc.)? Please answer YES or NO. If the answer is NO, please skip to Question 5.8.

No
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5.5 X N/A What information will be shared and with whom? Note: If you are sharing Social Security Numbers,
externally, please specify to whom and for what purpose.

5.6 [X N/A What is the purpose for sharing the specified information with the specified external organizations?
Does this purpose align with the stated purpose in Question 1.2 above?
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5.7 X N/A How is the information shared and used by the external entity?

5.8 [X N/A Is the sharing pursuant to a Computer Matching Agreement (CMA), Memorandum of
Understanding (MOU) or other type of approved sharing agreement with another agency? Please
answer YES or NO.

5.9 [X N/A Does the project place limitation on re-disclosure? Please answer YES or NO.

6. Redress4

6.1 What are the procedures that allow individuals to access their own information?

The user has access to all the information that they have entered after logging in.

4
If the system has a System of Records Notice (SORN), please provide a link to the SORN in Question 6.1 and proceed to Section 7 - Safeguards.
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6.2 What procedures are in place to allow the subject individual to correct inaccurate or erroneous
information?

The user can update/delete the information in their profile after logging in.

6.3 How does the project notify individuals about the procedures for correcting their information?

As the user is the creator of all the information in their profile, and they use the same method to modify the
information they entered, there is no need to provide additional instruction.

7. Safeguards

If you are unsure which safeguards will apply, please consult with your ISSO.

7.1 Does the principal office work with their CSO/ISSO to build privacy & security into the system and
build privacy extensions to the extent feasible? Please answer YES or NO.

‘Yes
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7.2 What procedures or access controls are in place to determine which users may access the information
and how does the project determine who has access?

The system is maintained and operated in accordance with FISMA guidance e.g. NIST SP 800-53, et al), and
Department of Education policy.

As described in the document Logical Access Control Guidance (Version 7.0, 19 Sep 2016) sections:
- AC-2 Account Management

- AC-5 Separation of Duties

- AC-6 Least Privilege

7.3 What administrative, technical, and physical safeguards are in place to protect the information?

LINCS is built using virtual computing "instances" within the Amazon Web Service (AWS) Elastic Compute
Cloud (EC2). The instance data storage volumes make use of the Amazon Elastic Block Store (EBS) that
provides encryption for data at rest. LINCS exists in a virtual private cloud VPC) that provides logical isolation
from the rest of the AWS cloud. Frontline firewall protection to the instances is provided at the VPC network
boundary by a collection of "security groups" in which the protocols, ports, and source IP ranges are defined and
blocked/allowed as needed.

The entire AWS EC2 "availability zone" in which the LINCS instances reside (the "us-east-1 region") has been
certified as FedRAMP compliant. The Federal Risk and Authorization Management Program FedRAMP) is a
U.S. government-wide program that delivers a standard approach to the security assessment, authorization, and
continuous monitoring for cloud products and services. More on FedRAMP at https://www.fedramp.gov/ and
https://aws.amazon.com/compliance/fedramp/

Twice-monthly system and application security updates are applied. Privileged users are limited on an as needed
basis, trained in PII awareness and their access is removed when they no longer need it.

7.4 Is an Authority to Operate (ATO) required? Please answer YES or NO.

‘Yes

7.5 Is the system able to provide account of any disclosures made? Please answer YES or NO.

‘Yes
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7.6 Is the information in the system appropriately secured in accordance with the IT security requirements
and procedures as required by federal law and policy? Please answer YES or NO.

‘Yes

7.7 Has a risk assessment been conducted where appropriate security controls to protect against that risk
been identified and implemented? Please answer YES or NO.

‘Yes

7.8 Please describe any monitoring, testing or evaluation conducted on a regular basis to ensure the
controls continue to work properly at safeguarding the information.

- AIDE and OSSEC HIDS monitors system files and logs for anomalies and known issues.

- System vulnerability scans are performed monthly.

- Logs are collected on a remote host and managed via a Graylog dashboard.

- Baselines (privileged user, OpenSCAP scans, open ports, etc.) are collected and reviewed monthly.

Acronyms:

- AIDE Advanced Intrusion Detection Environment
- OSSEC Open Source SECurity

- HIDS Host-based Intrusion Detection System

- SCAP Security Content Automation Protocol

8. Auditing and Accountability

8.1 How does the system owner ensure that the information is used in accordance with stated practices in
this PIA?

The Drupal platform strongly enforces a set of roles and permissions that ensure that general users do not have
access to the PII of others without their explicit permission. The LINCS management team ensures that the
limited number of privileged users have taken privacy awareness trainings and adhere to the best practices set.
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8.2 What are the privacy risks associated with this system and how are those risks mitigated?

The LINCS system has firewalls and other NIST 800-53v4 Risk Management Framework (RMF) prescribed
safeguards in place, trained privileged users and limited access to production (un-sanitized) data.

The LINCS Community system has limited PII. Of 24K users in Community, less than 10% (about 2K) include
information in the “About me” field, and less than 1% about 200) include links to Facebook, Twitter and/or
LinkedIn.
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