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Privacy Impact Assessment 
 

1. System Information. Describe the system - include system name, system acronym, and a 
description of the system, to include scope, purpose and major functions. Indicate 
whether the system is new or existing, and whether or not the PIA is new or being 
updated from a previous version; specify whether the system is ‘agency’ or ‘contractor. 
 
At a high level, OCTS/ECS as a collective system manages the information and activities 
associated with the resolution of customer issues involving disbursement and servicing of 
federal student loans. OCTS and ECS integrate with external systems to authenticate 
users, pull person attribute information, and relay emails. More information about access 
management and external integrations is provided in the individual security control 
sections of this document. 

2. Legal Authority.  Cite the legal authority to collect and use this data.  What specific 
legal authorities, arrangements, and/or agreements regulate the collection of information?  

The Student Loan Ombudsman is mandated by Congress in the Higher Education Act, as, 
20USC1018.SEC.141(f). The Student Loan Ombudsman provides timely assistance to 
borrowers of loans made, insured, or guaranteed under Title IV. The President’s March 
10, 2015, Student Aid Bill of Rights, specifies the creation of a responsive feedback 
System, Enterprise Complaint System (ECS). ECS will provide students and borrowers a 
simple and straightforward way to file complaints and provide feedback about federal 
student loan lenders, servicers, collections agencies, and institutions of higher 
education.  Students and borrowers will be able to ensure that their complaints will be 
directed to the right party for timely resolution, and the Department of Education will be 
able to more quickly respond to issues and strengthen its efforts to protect the integrity of 
the student financial aid programs. 
 
The Ombudsman Case Tracking System was given authorization to operate by Richard 
Gordon, who was the Federal Student Aid (FSA) Chief Information Officer and the 
Authorizing Official for Security Authorization Certifications on IT Systems in FSA.  
OCTS was last Certified and Accredited on June 18, 2016.  
 

3. Characterization of the Information.  What elements of personally identifiable 
information (PII) are collected and maintained by the system (e.g., name, social security 
number, date of birth, address, phone number)?  What are the sources of information 
(e.g., student, teacher, employee, university)?  How is the information collected (website, 
paper form, on-line form)?  Is the information used to link or cross-reference multiple 
databases? 
 
 The following data is collected and maintained in the OCTS/ECS: 

   
  For Ombudsman Customers: 

o Name (First, Middle, Last) (where none given assigned ‘John Q. Public’) 
o Date of Birth (where none given assigned ‘01/01/1900’) 
o Social Security Number (where none given defaults of ‘999-99-9999’ for research 

cases and “000-00-0000’ for general assistance cases) 
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o Current Address 
o Current Telephone Numbers (e.g. Work, Home, Mobile) 
o Email Address 
o Facsimile Number 
o Written summary of the student aid issue(s)/complaint(s)/compliment(s) that 

brought the customer/ borrower to the Ombudsman Group seeking resolution 
assistance. 

  For Ombudsman/ECS Case Contacts: 
o Name (First, Middle, Last) (where none given assigned ‘John Q. Public’) 
o Date of Birth (where none given assigned ‘01/01/1900’) 
o Social Security Number (where none given defaults of ‘999-99-9999’ for research 

cases and “000-00-0000’ for general assistance cases) 
o Current Address 
o Current Telephone Numbers (e.g. Work, Home, Mobile) 
o Email Address 
o Facsimile Number 

 
 OCTS/ECS receives customer requests for assistance, complaints and compliments via 

the on-line assistance request form, phone, email, postal mail and facsimile.  These 
requests are generally from recipients of Title IV Aid. OCTS/ECS does not generally 
receive request from teachers, employees or universities.  

 
 OCTS/ECS collects the information for request for assistance, complaint and 

compliments via the on-line assistance request form, phone, email, postal mail and 
facsimile.   

  
 OCTS/ECS information is not lined or cross-referenced by multiple databases.  

4. Why is the information collected?  How is this information necessary to the mission of 
the program, or contributes to a necessary agency activity?  Given the amount and any 
type of data collected, discuss the privacy risks (internally and/or externally) identified 
and how they were mitigated. 

Information is used to establish contact with the customer seeking our assistance 
(multiple contact means are desired), as well as to establish contact means to 
individual(s) relevant to finding resolution on a customer/borrower’s student aid issue(s), 
complaint or compliment.  Additionally, the customer’s DOB and SSN are required to 
match to other financial and disbursement databases to establish the financial aid history 
accuracy   and facts associated with the customer’s claims.  Summarized text entries of 
conversation facts detail the contact history, and eventual outcome to the customer/ 
borrower’s student aid issue(s).   

 
The Ombudsman Group OCTS/ECS Support System has been classified as Mission 
Important, Low Risk of inflicting grave harm either upon an individual or the 
Department of Education if internal data should be compromised. The Ombudsman is 
responsible for routine monitoring the operation of the OCTS/ECS, reviewing the 
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operations of her organization to ensure sound practices are being observed by staff to 
protect Privacy Act data and the various forms of access to the OCTS/ECS. 
 

5. Social Security Number (SSN).  If an SSN is collected and used, describe the purpose of 
the collection, the type of use, and any disclosures.  Also specify any alternatives that you 
considered, and why the alternative was not selected.  If system collects SSN, the PIA 
will require a signature by the Assistant Secretary.  If no SSN is collected, no signature is 
required. 

 The customer’s DOB and SSN are required to match to other financial and disbursement 
databases to establish the financial aid history accuracy and facts associated with the 
customer’s claims.   

 No other alternatives are used in place of the SSN, as this information is required to 
research customer requests for assistance, complaints and compliments  

Federal Student Aid Ombudsman posts information on the StudentAid.gov public 
website that explains to customers how we protect their identifying data. 
 
 

6. Uses of the Information.  What is the intended use of the information?   How will the 
information be used?  Describe all internal and/or external uses of the information. What 
types of methods are used to analyze the data?  Explain how the information is used, if 
the system uses commercial information, publicly available information, or information 
from other Federal agency databases. 

 Information is used to establish contact with the customer seeking our assistance 
(multiple contact means are desired), as well as to establish contact means to 
individual(s) relevant to finding resolution on a customer/borrower’s student aid issue(s).  
Additionally, Summarized text entries of conversation facts detail the contact history, and 
eventual outcome to the customer/ borrower’s student aid issue(s), complaints and 
compliments.   

 OCTS/ECS only utilizes commercial information, publicly available information or 
information from other Federal agency databases when necessary to address the 
customer/ borrower’s student aid issue(s), complaints and compliments.   

7. Internal Sharing and Disclosure.  With which internal ED organizations will the 
information be shared?  What information is shared?  For what purpose is the information 
shared? 

Information about customer inquiries is compiled into OCTS/ECS.  The data are 
analyzed, and the findings are included in internal reports for FSA and the industry in 
general, to identify systemic issues affecting Title IV programs.   

8. External Sharing and Disclosure.  With what external entity will the information be 
shared (e.g., another agency for a specified programmatic purpose)?  What information is 
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shared?  For what purpose is the information shared?  How is the information shared 
outside of the Department?  Is the sharing pursuant to a Computer Matching Agreement 
(CMA), Memorandum of Understanding or other type of approved sharing agreement 
with another agency?  

The information will be shared, when appropriate, with other government agencies 
focused on borrower identity verification, income verification, and payment actions. 

To date, borrower/customer identification information has been shared with the Social 
Security Administration, the Internal Revenue Service, the Department of the Treasury, 
and the Consumer Financial Protection Bureau. 

When sharing information with external entities, the Department’s security standards are 
followed relating protection of personally identifiable information.  

9. Notice.  Is notice provided to the individual prior to collection of their information (e.g., 
a posted Privacy Notice)?  What opportunities do individuals have to decline to provide 
information (where providing the information is voluntary) or to consent to particular 
uses of the information (other than required or authorized uses), and how individuals can 
grant consent?   

 Federal Student Aid Ombudsman posts information on the StudentAid.gov public 
website that explains to customers how we protect their identifying data. All information 
provided to a address the customer/ borrower’s student aid issue(s), complaints and 
compliments is provided voluntarily.  At any point, individuals can decline to provide 
information.   

10. Web Addresses.  List the web addresses (known or planned) that have a Privacy 
Notice. 

Federal Student Aid Ombudsman Case Tracking System: 
https://octs.my.salesforce.com  

 
StudentAid.gov : 
https://studentaid.ed.gov/privacy 

 
Coalition of Federal Ombudsman: 
http://federalombuds.ed.gov/ 

11. Security.  What administrative, technical, and physical security safeguards are in place to 
protect the PII?  Examples include:  monitoring, auditing, authentication, firewalls, etc.  
Has a C&A been completed?  Is the system compliant with any federal security 
requirements? 

 Physical and environmental security controls have been implemented to protect the 
Salesforce facility housing system resources, the system resources themselves, and the 
facilities used to support their operation. The data center hosting provider employs and 
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maintains fire detection and suppression systems through the data center. Fire detection 
systems include early smoke detection and smoke detectors.  The fire suppression system 
includes dual-alarmed, dual-interlock, multi-zone and pre-action dry pipe water-based 
fire suppression. Please reference the Salesforce Government Cloud SSP, Control PE-13 
for detailed explanation of the solution.   

Below are the minimum security controls in place for OCTS/ECS:  
 Technical and/or security evaluation complete. 
 Risk assessment to be conducted (2016). 
 Rules of behavior established and signed by users. 
 Contingency plan developed and tested. 
 Security plan developed and tested. 
 A System that meets all applicable federal laws, regulations, policies,   
    guidelines and standards.     
 In-place security safeguards  (monitoring, auditing, authentication and    
    firewalls) and planned security safeguards (PIV-I use for system   
    administrators) appear to be adequate and appropriate for the  system.  
 In-place safeguards are operating as intended.  

12. Privacy Act System of Records.  Is the information within the system retrieved by 
personal identifier?  Is a system of records being created or altered under the Privacy Act, 
5 U.S.C. 552a?   Is this a Department-wide or Federal Government-wide SORN?  If a 
SORN already exists, what is the SORN Number?  

The information within the system is retrieved by personal identifiers, such as name, date 
of birth or social security number.  A system of records is not being altered under the 
Privacy Act, 5 U.S.C. 552a. This is a Department-wide system.  A SORN already exists 
at Federal Register. 
SYSTEM NUMBER: 18–11–11 
SYSTEM NAME: Office of the Student Loan Ombudsman Records 

13. Records Retention and Disposition.  Is there a records retention and disposition 
schedule approved by the National Archives and Records Administration (NARA) for the 
records created by the system development lifecycle AND for the data collected?   If yes 
– provide records schedule number: 

A records retention and disposition schedule approved by the National Archives and 
Records Administration (NARA) for the records created by the system development 
lifecycle AND for the data collected at Schedule Locator No. 052 NARA Disposition 
Authority N1-441-09-21 
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