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Privacy Impact Assessment

System Information. Describe the system - include system name, system acronym,
and a description of the system, to include scope, purpose and major functions.

Federal Student Aid (FSA) Federal Student Aid Information Center (FSAIC) system is a
government call/contact center that performs all customer service functions associated
with receiving and responding to potential and current Free Application for Federal
Student Aid (FAFSA) applicants such as students, parents, as well as counselors, schools,
and other public inquirers (herein collectively referred to as FSAIC customers) with
questions on a wide range of topics throughout the entire financial aid process, including
preparing for college, the types of student aid, aid eligibility, applying for aid, and
managing student loans through the use of various communications media, including
telephones, telecommunication devices for the deaf (TDD/TTY), email, fax, postal mail,
web chat, social media, and other media as appropriate.

Legal Authority. Cite the legal authority to collect and use this data. What specific
legal authorities, arrangements, and/or agreements regulate the collection of
information?

The Higher Education Act of 1965 (Public Law 89-329), as amended, sections 428, 484,
and 485B; 31 United States Code (U.S.C). 7701; and Executive Order 9397 (November
22, 1943), as amended by Executive Order 13478 (November 18, 2008).

Characterization of the Information. What elements of personally identifiable
information (P11) are collected and maintained by the system (e.g., name, social
security number, date of birth, address, phone number)? What are the sources of
information (e.g., student, teacher, employee, university)? How is the information
collected (website, paper form, on-line form)? Is the information used to link or
cross-reference multiple databases?

FSAIC system collects and maintains following elements of personally identifiable
information (P11). The sources of PII are Students (and his/her spouse, if applicable) and
parental information for dependent students as well as counselors, schools, and other
public inquirers. The P11 collected is either through on-line (Customer Relationship
Management (CRM), phone (audio) and video (desktop) recordings, and/or in paper-form
(fax and/or postal mail Control Correspondence)). The FSAIC customer PII collected
could be any of the following elements or a combination thereof :

Social Security number (SSN),
Name (first, last and middle initial),
Date of Birth (DOB),

Street Address,

Telephone number,

Email Address,
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7. Driver license number and state of issuance,
Citizenship status,
Marital status (including month and year of marriage),
10. State of legal residence, date of legal residency, if applicable,
11.  Sex/Gender,
12. Education level.
The FSAIC customers’ PIl is not linked or cross referenced with any databases.

Why is the information collected? How is this information necessary to the
mission of the program, or contributes to a necessary agency activity? Given the
amount and any type of data collected, discuss the privacy risks (internally and/or
externally) identified and how they were mitigated.

FSAIC system collects and maintains PII to:

a. Assist FSAIC Customer Service Representatives (CSRs) in properly
documenting the interaction with FSAIC customers and to provide the
necessary contact information so that CSRs can perform follow up activities
with the customer.

b. Implement CSRs quality monitoring process so that the quality team can
monitor and provide feedback and training to the CSRs on their interactions
with FSAIC customers.

c. Verify the identity of the customer as well as to access the FSAIC customers’
information in other FSA applications such as Person Authentication Service
(PAS), Central Processing System (CPS), and National Student Loan
Database System (NSLDS)

Privacy risks are mitigated by encrypting and/or masking the customers’ Pl and/or by
controlling access to the customer information on a need to know basis as well as by
requiring two-factor authentication. Additionally, devices on which the customers Pl are
stored are maintained in secured server rooms with limited physical access to authorized
personnel only. Intrusion Prevention Systems (IPS) and Firewall devices are also in
place to protect access to this information. All FSAIC personnel are also required to
obtain a public trust security clearance, sign the FSAIC Rules of Behavior document, and
to complete security awareness training on an annual basis.

Social Security Number (SSN). If an SSN is collected and used, describe the
purpose of the collection, the type of use, and any disclosures. Also specify any
alternatives that you considered, and why the alternative was not selected. If system
collects SSN, the PIA will require a signature by the Assistant Secretary or designee.
If no SSN is collected, no signature is required.



Privacy Impact Assessment

FSAIC has considered alternatives to the collection of Social Security Number (SSN).
However, SSN being a unique identifier for Title IV programs, its collection and use is
required to verify the identity of the FSAIC customer as well as to access the FSAIC
customers’ information in other FSA applications such as PAS, CPS, and NSLDS and
assist FSAIC customers with their questions on a wide range of topics throughout the
entire financial aid process.

Uses of the Information. What is the intended use of the information? How will
the information be used? Describe all internal and/or external uses of the
information. What types of methods are used to analyze the data? Explain how the
information is used, if the system uses commercial information, publicly available
information, or information from other Federal agency databases.

FSAIC system collects, maintains, and uses FSAIC Customers’ PlI to;

a. Assist FSAIC Customer Service Representatives (CSRs) in properly documenting
the interaction with FSAIC customers and to provide the necessary contact
information so that CSRs can perform follow up activities with the customer.

b. Implement CSRs quality monitoring process so that the quality team can monitor
and provide feedback and training to the CSRs on their interactions with FSAIC
customers.

c. Verify the identity of the FSAIC customer as well as to access FSAIC customers’
information (including the loan information as per the Higher Education Act of
1965 (Public Law 89-329), as amended) in other FSA applications such as PAS,
CPS, and NSLDS.

Internal Sharing and Disclosure. With which internal ED organizations will the
information be shared? What information is shared? For what purpose is the
information shared?

Control correspondence information captured via the CRM application is only accessible
by authorized FSA and contractor personnel to respond to control correspondence
inquiries from FSAIC customers. The information captured during the desktop and audio
recording process is shared with FSA personnel who assist in the monitoring and training
of FSAIC CSRs.

External Sharing and Disclosure. With what external entity will the information be
shared (e.g., another agency for a specified programmatic purpose)? What
information is shared? For what purpose is the information shared? How is the
information shared outside of the Department? Is the sharing pursuant to a
Computer Matching Agreement (CMA), Memorandum of Understanding or other
type of approved sharing agreement with another agency?
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The information captured and maintained by FSAIC system is not shared with any
external entities outside of FSA.

Notice. Is notice provided to the individual prior to collection of their information
(e.g., a posted Privacy Notice)? What opportunities do individuals have to decline to
provide information (where providing the information is voluntary) or to consent to
particular uses of the information (other than required or authorized uses), and how
individuals can grant consent?

The CRM on-line application contains a detailed Privacy Act notice. The customer data
referred to during FSAIC customer service calls originates from the Free Application for
Federal Student Aid (FAFSA); the FAFSA website (www.studentaid.ed.gov) contains a
detailed Privacy Act notice. Additionally, the prompt within the FSAIC
telephony/Integrated VVoice Response (IVR) system discloses to the customers that their
calls may be recorded for quality purposes.

10. Web Addresses. List the web addresses (known or planned) that have a Privacy

11.

Notice.

The following sub-bullets (a and b) are the two FSAIC web addresses and the privacy
notices for those web addresses is located at https://studentaid.ed.gov/sa/privacy.

a. https://studentaidhelp.ed.gov

b. https://studentaidhelp-es.ed.gov/app/home

Security. What administrative, technical, and physical security safeguards are in
place to protect the PI1? Examples include: monitoring, auditing, authentication,
firewalls, etc. Has a C&A been completed? Is the system compliant with any federal
security requirements?

In accordance with the Federal Information Security Management Act of 2002 (FISMA)
and the Federal Information Security Modernization Act of 2014, every FSA system must
receive a signed Authority to Operate (ATO) from a designated FSA official. The ATO
process includes a rigorous assessment of security controls, a plan of actions and
milestones to remediate any identified deficiencies, and a continuous monitoring
program. FSAIC received its ATO on 09/18/2015.

FISMA controls implemented comprise a combination of management, operational, and
technical controls, and include the following control families: access control, awareness
and training, audit and accountability, security assessment and authorization,
configuration management, contingency planning, identification and authentication,
incident response, maintenance, media protection, physical and environmental protection,
planning, personnel security, privacy, risk assessment, system and services acquisition,
system and communications protection, system and information integrity, and program
management.


http://www.studentaid.ed.gov/
https://studentaid.ed.gov/sa/privacy
https://studentaidhelp.ed.gov/
https://studentaidhelp-es.ed.gov/app/home

12.

13.
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Privacy Act System of Records. Is a system of records being created or altered
under the Privacy Act, 5 U.S.C. 552a? Is this a Department-wide or Federal
Government-wide SORN? If a SORN already exists, what is the SORN Number?

The FSAIC will be included in Federal Student Aid Application File System of Records
Notice, (SORN) # 18-11-01 (76 FR 149 46774-81).

Records Retention and Disposition. Is there a records retention and disposition
schedule approved by the National Archives and Records Administration (NARA) for
the records created by the system development lifecycle AND for the data collected?
If yes — provide records schedule number:

The records disposition schedule is ED 072: FSA Application, Origination, and
Disbursement

Files Disposition: Temporary. Destroy/Delete 15 years after final repayment or audit of
student financial obligation, or after student record information is transferred to alternate
recordkeeping system (i.e., loan servicing system), whichever is sooner.

The National Archives and Records Administration (NARA) Disposition Authority is
N1-441-09-23.

FSAIC has a procedure in place for the storage and retention of documents received via
postal mail/correspondence. This procedure states that the agent attaches a PDF of the
postal correspondence to the incident record within the CRM application. Data,
including incident tickets and uploaded PDFs of documents received via postal
correspondence, are maintained in the CRM application for the life of the contract.


http://www.gpo.gov/fdsys/pkg/FR-2011-08-03/pdf/2011-19607.pdf
http://www.gpo.gov/fdsys/pkg/FR-2011-08-03/pdf/2011-19607.pdf
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