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Pl ease reference anendnment nunber 0002 of solicitation ED-00-R-0061. The purpose
of this anendnment is to provide answers to questions nunbered 233 - 238.

Question No. 233: Section L.4 311-17, page 66. This section requires a detailed plan for
nmeeting the requirenents in the clause entitled "Information Technol ogy System Security
Requi rements", Section H. 2 307-13. The IT System Security Requirenments section requires the
contractor to conply with ED s Information Security - Manual, Handbook Number 6. This
handbook states in Part 1, V. Applicability, A; that these policies are mandatory on
contractors having access to and/or using the infornmation technol ogy resources of

the Departnent of Education. Does this nean that the required security plan

needs to address how the contractor will conmply with the handbook requirenments and protect
both ED I T resources being accessed by the contractor at ED and how t he contractor

will conmply and protect ED informati on and data on the contractor's I T resources?

Response: Yes, the contractor mnmust outline how they will inplement the Departnment's IT
security policy to protect ED data.

Question 234: Wuld ED provide an exanple of an information technology installation
and automated i nformati on system |Infornmation Technol ogy Security Plan as required
in Part 2, Il, D. Planning, 1 of the security handbook?

Response: |If the contractor is being tasked with devel opnment or maintaining a
system or application for ED, a security plan would be needed. N ST has a security
pl an guide (NI ST Special Pub 800-18) posted on their web site

http://csrc. nist.gov/publications/welcone.htm. Follow ng the guide and taking

t he approach or addressing each area as a question, you sinply answer in

pl ai n | anguage how each security controls area is addressed (or not).

Question 235: In Part 2, Il, E. Training Awareness, 1. of the security handbook it
requires contractor staff to receive Conputer Security Awareness Training. Does

it also require the contractor staff receive the Conmputer Security Training? 1s this
training provided by the Departnent or does the contractor provide the training using ED s
I T Security Training Program

Response: Yes, the contractor staff will be required to obtain conputer security awareness
briefings, and training as appropriate. This can be done via ED s intranet if possible.

Question 236: Part 3, Ill, Personnel Security, A., of the handbook, "All positions that

i nvol ve data processing activities of any kind nmay be considered sensitive to sone degree."

What percentage of hte contractor's positions are anticipated to be National Security Positions:
Special, Critical, Noncritical, and NonSensitive? What percentage of the contractor's
positions are anticipated to be Public Trust positions: Hi gh, Mderate and Low R sk?

Response: Any potential contractor nmust be nmade aware that depending on the sensitivity of
the task and position duties, their staff may be subject to a background investigation. Each
contractor position nust be evaluated froma risk perspective. The level of risk should be
conmensurate with how sensitive the contractor's duties AND system access/duties are. The
nore powerful the users access, the nore damage can be done. The risk |level goes up as well.
It is the internal system security controls that will determine if you need to raise or |ower
that risk level determ nation

Question 237: Part 3, Il1l, Personnel Security, B.1. of the security handbook requires "the
screening of all individuals before they are allowed to participate in the design
operation, maintenance or use of sensitive automated information systens: or are granted
access to sensitive data". Are waivers granted to contractors for the National Security

positions: Special, Noncritical, and NonSensitive? Are waivers granted to contractors
prevented from accessing the Department's |IT resources until the clearance are obtained?

Response: There are no National Security Postitions at ED for contractors. Those contractors

ED- 00- R-0061 AMD NO. 0003
Page - 3



whose position risk level determination is at high risk (6) cannot work in their ful
capacity until the screening process is conplete. It is highly recoomended that in these
cases the contractor make sure any high risk positions be staffed with enpl oyees who

al ready have background investigations on file that are of the proper type comensurate
with what ED requires (a full 5 year Bl or better for high risk positions.)

Question 238: Should the contractor's security plan follow the handbook fornmat prescribed in
Appendi x B, Information Technol ogy Security Plan Format in the security handbook?

Response: NI ST 800-18 shoul d be used.
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