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2 INTRODUCTION 

2.1 Purpose 

The Department is concerned about risks associated with information and communications 
technology (ICT) that may contain vulnerabilities or malicious functionality that impact the 
integrity, security, resilience, and quality of products and services.  Advanced cyber threats 
have increasingly focused on the exploitation of ICT supply chain weaknesses and have 
incorporated tactics such as the use of counterfeits, tampering, theft, foreign influence, and 
the insertion of malicious software and hardware that are difficult to detect and mitigate.  

To address the evolving ICT supply chain risk concern, Section 2.8 of the National Institute 
of Standards and Technology (NIST) Special Publication (SP) 800-37, Revision 2 
recommends the development of a Supply Chain Risk Management (SCRM) policy to 
direct SCRM activities, align these activities to established regulatory guidance (e.g., laws, 
executive orders, directives, policies, and regulations), define roles and responsibilities, and 
establish risk management processes.   

To enhance the Department’s risk management capabilities, ED has established an ICT 
SCRM program dedicated toward the prevention, detection, and mitigation of ICT supply 
chain risks.  This document establishes Department policy and standards for ICT SCRM 
activities.  In doing so, it supersedes any prior documentation establishing such standards. 

2.2 Scope 

This standard applies to all Department Federal Information Security Modernization Act 
(FISMA) technology-based information systems and services.  Information systems and 
services are discrete sets of information resources organized for the collection, processing, 
maintenance, use, sharing, dissemination, or disposition of information, whether such 
information is in digital or non-digital form.  Information resources include information 
and related resources, such as personnel, equipment, funds, and information technology.  
Therefore, information systems or services may or may not include hardware, software, and 
firmware. 

3 ROLES AND RESPONSIBILITIES 
The following roles and responsibilities are required for the successful implementation and 
operations of the ICT SCRM Program.  The ICT SCRM Program roles and responsibilities 
identified in this section align with those defined in NIST SP 800-161 and OCIO 3-112.  It 
is not required that each role be filled by a separate individual, rather multiple roles may be 
filled by one person, conversely in some cases responsibility may be shared by more than 
one person. 
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Table 1 provides a graphical representation for how each role acts as a stakeholder in 
typical ICT SCRM process activities. 

 

Table 1 – Implementing ICT SCRM Roles and Responsibilities 

3.1 Chief Information Officer (CIO) 

The Chief Information Officer (CIO) has overall responsibility for ICT SCRM Program, 
serving as both program sponsor and champion within ED at the Assistant Secretary level.  
The CIO ensures that an effective ICT SCRM Program is established and implemented at 
ED by establishing expectations and requirements for the ICT SCRM Program; working 
closely with authorizing officials to provide funding, personnel, and other resources to 
support ICT SCRM; and maintaining high-level communications and working group 
relationships. 

The CIO responsibilities include the following: 

• Identify ED and CIO-Level reporting requirements to be fulfilled by the ICT SCRM 
Program. 

• Ensure usage of ICT SCRM data in information technology (IT) investment 
decision making to address persistent issues. 

• Ensure integration of ICT SCRM practices into ED’s broader IT governance 
structures and policies and assure ED’s compliance with ICT SCRM federal 
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mandates. (e.g., NIST SP 800-161, FAR updates based on John McCain NDAA 
Section 889, etc.). 

• Ensure applicable ED staff have the training and resources needed to perform ICT 
SCRM related duties. 

• Provide adequate funding, resources, and oversight to facilitate the appropriate 
expansion and maturation of the ICT SCRM program across the Department. 

• Ensures the Deputy CIO, ED CISO, and other designees are empowered to take any 
action, in the absence of the actual CIO, by proxy, to ensure full compliance for 
ICT SCRM with Federal Regulations. 

• Ensures personnel are held accountable for complying with ICT SCRM. 

3.2 Chief Information Security Officer (CISO) 

The Chief Information Security Officer (CISO) is responsible for the development, 
implementation, effectiveness, operation, and oversight of ED’s ICT SCRM Program.  This 
includes the integration of ICT SCRM into ED’s broader Information Security Program 
(ISP) structures and policies in accordance with FISMA 2014. 

The CISO is responsible for the development of Tier 1 program guidance (i.e. 
policies/standards) for implementing ICT SCRM compliance across all ED information 
systems to include; acquires or develops and maintains automated tools to support ICT 
SCRM for all three tiers of ICT SCRM (Organizational, Mission/Business Processes, and 
Information Systems); provide guidance and critical information on ICT SCRM Program 
and processes; and provide support to information owners/information systems owners on 
how to implement ICT SCRM practices for their information systems. 

Additional CISO responsibilities include the following: 

• Designate a qualified person to be the responsible ICT SCRM Program Manager. 
• Aid the Program Manager in identifying ICT SCRM Program stakeholders and 

ensure a process is established in the Program to keep them informed about the 
program. 

• Assure ICT SCRM policies and procedures are developed and followed and are 
integrated into the overall ED Risk Management Framework (RMF) processes 
already in place. 

• Reviews any requested waivers and deviations from ICT SCRM policies and 
provides recommendations to the AO/CIO for risk acceptance. 

• Identify FISMA and CISO-level reporting requirements that are fulfilled by the ICT 
SCRM program. 

• Determine level of supply chain security necessary to protect the ED’s information 
in accordance with FISMA and for compliance to other national requirements and 
mandates.  
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• Establish triggers (i.e., indications or prompts that cause ED to respond in a 
predefined manner) for unacceptable risk conditions. 

• Leads and coordinates the investigation and resolution of supply chain security 
incidents and breaches across ED. 

• Ensure the ICT SCRM Program staff has the training and resources needed to 
maintain the ICT SCRM program in full compliance with federal mandates. 

3.3 Senior Agency Official for SCRM 

ED has designated Phillip Juengst as the Senior Agency Official (SAO) for SCRM who is 
responsible for ensuring ED effectively carries out SCRM functions and responsibilities 
described in federal laws, regulations, and policies.  The SAO for SCRM will be 
responsible for engaging with the Federal Acquisition Security Council (FASC) and the 
Office of the Director of National Intelligence (ODNI) as the point of contact (POC) bridge 
for ED’s CIO and CISO for all SCRM activities to include NDAA Section 889 compliance 
and waiver processes. 

The SAO for SCRM will also be responsible for: 

• Establishing participation in an information-sharing environment when and as 
required by the FASC to facilitate interagency sharing of relevant acquisition 
supply chain risk information. 

• Ensuring ED’s compliance with NDAA Section 889 in accordance with all federal 
laws and regulations. 

• Coordinating waiver and acquisition approval/authorization with the CIO and CISO 
as applicable for SCRM. 

• Overseeing the NDAA Section 889 waiver process: 
o Notifying and consulting with ODNI on waiver requests using ODNI 

guidance, briefings, best practices, or direct inquiry, as appropriate. 
o Emergency procurements outlined in FAR 4.2104(a)(3). 

3.4 ICT SCRM Program Manager 

The ICT SCRM Program Manager provides management and oversight of ED’s ICT 
SCRM Program.  The ICT SCRM Program Manager is responsible for overarching 
planning, design, implementation, operations, and ongoing maintenance of the ICT SCRM 
Program.  Responsibilities also include management of projects that implement ICT SCRM 
capabilities. 

Additional ICT SCRM Program Manager responsibilities include the following: 

• Identify policies, processes, procedures, and training requirements. 

• Develop ICT SCRM Processes. 
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• Coordinate reporting requirements across various users. 

• Establish a process to provide technical help to stakeholders responsible for 
mitigating ICT SCRM weaknesses. 

• Establish responsibilities for supporting implementation of each capability (when 
appropriate) and ensuring staff receive training. 

• Establish ICT SCRM working group consisting of representatives from the CIO’s 
office, Security, Acquisitions, Legal, and other stakeholders as identified to conduct 
technical exchange meetings to provide high-level training and awareness, discuss 
impact of program implementation, discuss changing federal mandates, and to get 
consensus on program direction and methodologies. The ICT SCRM Program 
Manager, or designated representative, will chair these meetings. 

• Ensure that ICT SCRM Program staff have the training and resources (e.g., staff 
and budget) needed to perform assigned duties. 

• In coordination with Contracts, Acquisition Management and Strategic Acquisition 
Management Initiatives (SAMI), continue to address ICT SCRM processes past 
initial capabilities roll-out. 

3.5 Contracting Officer (CO) 

The Contracting Officer (CO) is responsible for working with the ICT SCRM Program in 
assuring acquisitions include applicable ICT SCRM requirements in procurements and to 
advise on steps required to retroactively apply requirements to existing procurements in a 
timely, cost controlled manner.  This activity will be supported by the Program and where 
necessary ED’s CISO to assure the applicable federal and ED policies, procedures, and 
laws are referenced and enforceable.  The CO, working with the Program and CISO when 
necessary, will determine the process of bringing existing acquisitions up to compliance 
and determine if temporary waivers are needed due to prohibitive costs or adverse impact 
on mission requirements.  

3.6 Office of General Council (OGC) 

The Office of General Council (OGC) will verify procurement statements relating to ICT 
SCRM requirements are in line with applicable contracting regulations and advise of 
enforceability of requirements, to include retroactive application of requirements on 
existing procurements. 

3.7 Information Systems Owners (ISO) 

The Information System Owner (ISO) has ultimate responsibility for their information 
system(s); consequentially, they are responsible for closing prioritized gaps between actual 
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and desired states.  The ISO must approve remediation and mitigation strategies in 
consultation with the Business Owner as appropriate.  The ISO also establishes processes 
and procedures to achieve the system related outcomes of the ICT SCRM Program. 

Additional responsibilities include the following: 

• Participation in ED’s configuration management processes. 
• Following ICT SCRM processes when acquiring new hardware, software, or IT 

services. 
• Correcting existing contracts, systems, and services in need of ICT SCRM 

improvements. 
• Develop quality control processes to validate vendor compliance with ICT SCRM 

processes. (e.g., inspection of incoming hardware to note tampering or other 
anomalies, following software vendor processes to validate authenticity of received 
software). 

3.8 Other Roles 

As the program is built out, other roles and responsibilities will be identified and 
documented in policies, standards, and other program guidance.   

These roles may include: 

• Training – Developing and implementing an ED training program and policies to 
ensure awareness and acceptance of the ICT SCRM program. 

• Shipping and receiving – Inspection of incoming packages to note potential signs of 
tampering (partially opened/resealed boxes, etc.) and any indications that package 
routing may have been through unauthorized waypoints. (e.g., Customs paperwork 
markings from China or North Korea). 

• Information Systems installers – Inspection of received items to note any 
anomalies. (e.g., Non-standard packaging, missing screws, additional components 
added, loose wires, etc.). 

• Risk Management Framework Team – Add compliance to ICT SCRM procedures 
to Authorization and Assessment processes/validation where appropriate. (Note: ED 
currently uses NIST SP 800-53 Rev. 4 for control assessments.  NIST SP 800-53 
Rev. 5 was released Sept 2020 and includes more rigorous controls for SCRM). 

• Contractor acquisition officers – If ICT equipment is being procured through a 
contract, the contractor acquisition team will need to be aware of and comply with 
ICT SCRM Program guidance. 

4 STANDARDS 
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ICT is an integral part of ED’s daily operations and business functions.  However, the 
supply chain for acquiring and maintaining ICT is becoming increasingly complex.  The 
ED ICT SCRM Program Roadmap/Plan1 details some of the risks associated with ensuring 
a trusted and secure ICT supply chain.  The ED ICT SCRM Program Roadmap/Plan also 
introduces the pressing need to assess and address the risks within the supply chain, details 
ICT SCRM roles and responsibilities, and defines the risk management process and 
methodology ED has adopted.  The standards defined within this document complement 
the Roadmap to provide the Department with a multi-tiered approach toward managing 
ICT supply chain risks.   

The methodology and processes that support ICT SCRM require ongoing cooperation 
among stakeholders across the ED enterprise.  This collective effort will facilitate 
information sharing and the examination of ICT supply chain risks for all ICT components 
currently deployed or planned for support of ED systems.  This information is critical for 
identifying and assessing risk throughout the life cycle of the components to avoid and 
mitigate risks in the ICT supply chain that could adversely impact ED’s mission.   

Within this document, NIST SP-800-53, Revision 5: Supply Chain Risk Management 
Family (SR) controls are noted in brackets behind paragraph headers (e.g., [SR-5]) to trace 
Department standards to NIST SR risk controls.  

In compliance with NIST SP 800-27, Revision 2, “Risk Management Framework for 
Information Systems and Organizations” and NIST SP 800-53B, “Control Baselines for 
Information Systems and Organizations”, ED implements a tailored approach toward 
meeting NIST SR risk controls by assigning organization-defined values as part of the risk 
control enhancement.  Organizational defined risk controls are not limited to the prescribed 
NIST guidance and can be tailored to the organization’s needs and risk tolerance level.  As 
mission risk tolerance levels are adjusted, ED may require additional controls and decide to 
add to the SR Security Control Baseline using ED defined controls.  Table 2 below 
summarizes the NIST SR risk control baseline and ED defined controls; see APPENDIX 
D2 for a detailed description of these ED defined controls.  SR control baselines will 

 

 

1 OCIO ICT SCRM Roadmap/Plan Retrieved from: 
https://connected.ed.gov/cybersecurity/Documents/ED%20ICT%20SCRM%20Program%20Roadmap_v1.2_
Signed.pdf 

2 Appendix D includes organizationally defined controls were developed as part of an ongoing NIST 
compliance working group with GSA and HHS. 

https://connected.ed.gov/cybersecurity/Documents/ED%20ICT%20SCRM%20Program%20Roadmap_v1.2_Signed.pdf
https://connected.ed.gov/cybersecurity/Documents/ED%20ICT%20SCRM%20Program%20Roadmap_v1.2_Signed.pdf
https://connected.ed.gov/cybersecurity/Documents/ED%20ICT%20SCRM%20Program%20Roadmap_v1.2_Signed.pdf
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receive periodic updates based upon changes to ED’s risk tolerance and the effectiveness of 
controls implemented.  

CONTROL 
NUMBER 

CONTROL NAME 
CONTROL ENHANCEMENT NAME 

ED
 D

EF
IN

ED
 

C
O

N
TR

O
L 

SU
M

M
ER

IZ
ED

  

SECURITY CONTROL 
BASELINES 

LOW MOD HIGH 

SR-1 Policy and Procedures 

1. ED ICT SCRM Program 
Roadmap/Plan 

2. ICT SCRM Standard 
3. ICT SCRM Strategy X X X 

SR-2 Supply Chain Risk Management Plan 

1. ED ICT SCRM Program 
Roadmap/Plan 

2. ICT SCRM Strategy 
3. ICT Risk Communications 

Action Plan  
4. ICT Rapid Risk 

Assessments  X X X 

  SR-2(1) ESTABLISH SCRM TEAM 1. OCIO ICT SCRM Team X X X 

SR-3 Supply Chain Controls and Processes 

1. ICT Rapid Risk 
Assessments 

2. ICT Deep Dive Risk 
Assessments 

3. ED Hardware Asset 
Management/ Software 
Asset Management. X X X 

  SR-3(1) DIVERSE SUPPLY BASE 

1. Require Software Bill of 
Materials (see EO 14028) 
and Hardware Bill of 
Materials (HBOM) during 
solicitations. 

2. Analyze multi-tiered 
supplier support 
dependencies based upon 
SBOM and HBOM. 

3. Diversify supply base 
(mission and risk tolerance 
dependent) to reduce the 
likelihood of impact to 
common threats.  X X 

  SR-3(2) LIMITATION OF HARM 

1. Require the development, 
maintenance, and testing 
of an ICT Supplier 
Contingency Plan X X X 

  SR-3(3) SUB-TIER FLOWDOWN 

1. Conduct a deep dive risk 
assessment to identify sub-
tier risks. 

2. Require all prime and sub-
contractors to develop an 
ICT Supplier Contingency 
Plan. X X X 

SR-4 Provenance 

1. Require SBOM, HBOM, 
and provenance tracking 
for ICT acquisitions. X X X 

  SR-4(1) IDENTITY 

1. Require SBOM and 
HBOM for ICT 
acquisitions.  X X  X  

https://connected.ed.gov/cybersecurity/Documents/ED%20ICT%20SCRM%20Program%20Roadmap_v1.2_Signed.pdf
https://connected.ed.gov/cybersecurity/Documents/ED%20ICT%20SCRM%20Program%20Roadmap_v1.2_Signed.pdf
https://connected.ed.gov/cybersecurity/Documents/ED%20ICT%20SCRM%20Program%20Roadmap_v1.2_Signed.pdf
https://connected.ed.gov/cybersecurity/Documents/ED%20ICT%20SCRM%20Program%20Roadmap_v1.2_Signed.pdf
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CONTROL 
NUMBER 

CONTROL NAME 
CONTROL ENHANCEMENT NAME 

ED
 D

EF
IN

ED
 

C
O

N
TR

O
L 

SU
M

M
ER

IZ
ED

  

SECURITY CONTROL 
BASELINES 

LOW MOD HIGH 
2. Require ICT prime 

supplier transparency and 
support in identifying and 
managing supply chain 
lifecycle risks. 

  SR-4(2) TRACK AND TRACE 

1. In addition to tracking 
numbers (e.g., FEDEX), 
require track and trace 
sensors (pallet level) for 
all Hardware deliveries to 
geo-locate re-directed or 
frustrated inventory. 

2. Use labels and tags to 
provide visibility into the 
provenance of system 
components.  X X  X  

  SR-4(3) 
VALIDATE AS GENUINE 
AND NOT ALTERED 

1. ICT Fraud and Counterfeit 
Detection Standard 

2. ICT Fraud and Counterfeit 
Detection Strategy 

3. ICT Fraud and Counterfeit 
Detection Roadmap 

4. Compare hash values from 
the SBOM prior to 
software acceptance and 
use. 

5. Report hash variance to 
EDSOC and the ICT 
supplier for resolution. 

6. Use tamper resistant 
packaging and anti-tamper 
labels; inspect all hardware 
delivered prior to use. X  X  X  

  SR-4(4) 
SUPPLY CHAIN 
INTEGRITY - PEDIGREE 

1. Require prime ICT 
suppliers assert the quality 
and pedigree of ICT 
products. 

2. Require SBOM and 
HBOM for ICT 
acquisitions. 

3. Perform periodic deep dive 
risk assessments on the 
ICT supply chain to 
continuously monitor for 
risk exposure.   X X  

SR-5 
Acquisition Strategies, Tools, and 
Methods 

1. ED ICT SCRM Program 
Roadmap/Plan 

2. ICT SCRM Strategy 
3. Perform ICT SCRM 
Requirements Review 
Require SBOM, HBOM, and 
provenance tracking for ICT 
acquisitions. X X X 

https://connected.ed.gov/cybersecurity/Documents/ED%20ICT%20SCRM%20Program%20Roadmap_v1.2_Signed.pdf
https://connected.ed.gov/cybersecurity/Documents/ED%20ICT%20SCRM%20Program%20Roadmap_v1.2_Signed.pdf
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CONTROL 
NUMBER 

CONTROL NAME 
CONTROL ENHANCEMENT NAME 

ED
 D

EF
IN

ED
 

C
O

N
TR

O
L 

SU
M

M
ER

IZ
ED

  

SECURITY CONTROL 
BASELINES 

LOW MOD HIGH 

  SR-5(1) ADEQUATE SUPPLY 

1. Maintain Hardware and 
Software Inventories 

2. Measure and track mean 
time to failure and 
stockpile spare 
components for critical 
systems. 

3. Continuously monitor ED 
impacts to supplier 
capacity risks during ICT 
supply chain disruptions. 

4. Incorporate SR3(1) 
controls.  X X 

  SR-5(2) ASSESMENTS PRIOR TO 
SELECTION, 
ACCEPTANCE, 
 MODIFICATION, OR 
UPDATE 

1. Perform rapid ICT risk 
assessments. 

2. Perform deep dive ICT 
risk assessments. 

3. ICT SCRM Fraud and 
Counterfeit Detection 
Roadmap 

4. ICT SCRM Fraud and 
Counterfeit Detection 
Strategy X X X 

SR-6 Supplier Assessments and Reviews 

1. Perform ICT SCRM 
Requirements Reviews 

2. Provide rapid ICT risk 
assessments. 

3. Require SBOM, HBOM, 
and provenance tracking 
for ICT acquisitions.  X X 

  SR-6(1) TESTING AND ANALYSIS 

1.  Provide deep dive ICT 
risk assessments 

2. Joint training and exercises 
between ED stakeholders 
and the ICT supplier X X X 

SR-7 Supply Chain Operations Security 1. Develop an OPSEC Plan   X 

SR-8 Notifications Agreements 

1.  Maintain Hardware and 
Software Inventories 

2. Require SBOM, HBOM, 
and provenance tracking 
for ICT acquisitions.  X X X 

SR-9 Tamper Resistance and Detection 

1. Employ anti-tamper tools 
and techniques. 

2. Apply SR-10 controls   X 

  SR-9(1) 

MULTIPLE STAGES OF 
SYSTEM DEVELOPMENT 
LIFE CYCLE 

1. Employ anti-tamper tools 
and techniques. 

2. Apply SR-10 controls   X 

SR-10 Inspection of Systems or Components 

1. Maintain Hardware and 
Software Inventories 

2. Require visual inspection 
prior to CO/COR 
confirmation of 
deliverables. X X X 
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CONTROL 
NUMBER 

CONTROL NAME 
CONTROL ENHANCEMENT NAME 

ED
 D

EF
IN

ED
 

C
O

N
TR

O
L 

SU
M

M
ER

IZ
ED

  

SECURITY CONTROL 
BASELINES 

LOW MOD HIGH 
3. Use SR-9 controls and 

report indications of 
tampering.  

SR-11 Component Authority 

1. Maintain Hardware and 
Software Inventories (e.g., 
CSAM) 
2. Require SBOM, HBOM, 
and provenance tracking for 
ICT acquisitions.  X X X 

  SR-11(1) 
ANTI-COUNTERFEIT 
TRAINING 

1. Annual ICT SCRM 
Fraud and Counterfeit 
Awareness Training X X X 

  SR-11(2) CONFIGURATION 
CONTROL FOR 
COMPONENT SERVICE 
AND REPAIR 

1. Maintain Hardware and 
Software Inventories 
(e.g., CSAM) 

2. Maintain positive 
physical control of 
Hardware while awaiting 
repair. X X X 

  SR-11(3) 
ANTI-COUNTERFEIT 
SCANNING 

1. ICT Fraud and 
Counterfeit Detection 
Strategy 

2. ICT Fraud and 
Counterfeit Detection 
CONOPS X X X 

SR-12 Component Disposal 

1. Maintain Hardware and 
Software Inventories 
2. Follow Disposal 
processes and manage  
CSAM updates: 
https://connected.ed.gov/pm
/_layouts/15/WopiFrame.as
px?sourcedoc=/pm/Docume
nts/EPMR_Procedure_Chec
klist.docx&action=default&
DefaultItemOpen=1  X X X 

            
Table 2 – NIST and ED Defined SR Controls 

4.1 New Acquisitions – ICT SCRM review requirement [SR-5, and SR-6] 

Acquisitions concerning ICT equipment and services undergo a thorough review prior to 
solicitation and award to ensure compliance with ICT SCRM requirements.  This process 
involves the review of ICT procurement documentation as well as the vetting of ICT 
vendors.  Figure 1 illustrates the review process, which includes the following steps: 

• Initial Review Steps: The initial review steps include an evaluation of requirements 
to determine if the acquisition involves ICT services or equipment.  Acquisitions 

https://connected.ed.gov/pm/_layouts/15/WopiFrame.aspx?sourcedoc=/pm/Documents/EPMR_Procedure_Checklist.docx&action=default&DefaultItemOpen=1
https://connected.ed.gov/pm/_layouts/15/WopiFrame.aspx?sourcedoc=/pm/Documents/EPMR_Procedure_Checklist.docx&action=default&DefaultItemOpen=1
https://connected.ed.gov/pm/_layouts/15/WopiFrame.aspx?sourcedoc=/pm/Documents/EPMR_Procedure_Checklist.docx&action=default&DefaultItemOpen=1
https://connected.ed.gov/pm/_layouts/15/WopiFrame.aspx?sourcedoc=/pm/Documents/EPMR_Procedure_Checklist.docx&action=default&DefaultItemOpen=1
https://connected.ed.gov/pm/_layouts/15/WopiFrame.aspx?sourcedoc=/pm/Documents/EPMR_Procedure_Checklist.docx&action=default&DefaultItemOpen=1
https://connected.ed.gov/pm/_layouts/15/WopiFrame.aspx?sourcedoc=/pm/Documents/EPMR_Procedure_Checklist.docx&action=default&DefaultItemOpen=1
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that are not associated with the procurement of ICT services or equipment are 
handled through the normal acquisitions process. 

• If the acquisition includes ICT services or equipment, the PWS/SOO/SOW/IAA 
will undergo a technical review by the ICT SCRM Team to ensure contract clauses 
include strong language to ensure compliance with Federal Acquisition Regulation 
(FAR) subpart 4.21, “Prohibition on Contracting for Certain Telecommunications 
and Video Surveillance Services or Equipment”, and Code of Federal Regulations 
(CFR), Section 15, Part 7. 

• Information Assurance (IA) requirements are also evaluated within the 
PWS/SOO/SOW to ensure compliance with National Institute of Standards and 
Technology (NIST) Special Publication (SP) 800-53, Revision 5. 

• The next step of the process includes a review of ICT SCRM Team 
recommendations and updating PWS/SOO/SOW contract language as required.  

• After ICT SCRM Team recommendations are incorporated within the 
PWS/SOO/SOW, the solicitation is released to industry for response. 

• Prior to contract award the Contracting Officer (CO) must ensure appropriate 
compliance with Section 889, Parts A and B of the National Defense Authorization 
Act (NDAA), and 15 CFR Part 7.  Below are the sub-steps required for CO 
validation as outlined from Acquisition Alert 2020-05 and the Responsibility 
Matrix: 

o Review FAR 52.204-25 – Prohibition on Contracting for Certain 
Telecommunications and Video Surveillance Services or Equipment 

o Complete the representation at FAR 52.204-24(d)(2), after conducting a 
reasonable inquiry, and submit the representation to the CO. 

o The CO verifies that the signed and submitted form is directly attributed to 
the Offeror (e.g., digital signature). 

o The CO verifies that the Offeror's Officer is qualified to represent the 
company on Contract matters. 

o If offeror represents “does” in response to the representation at FAR 52.204-
24(d)(2), complete the disclosure at FAR 52.204(e)(2) and submit it to the 
CO. 

o The CO reviews the form for completeness; if this attestation or 
representation is not a part of this submission, then the award must go to the 
vendor that adheres to the requirements.   

o Review the offeror representation for FAR 52.204-24(d)(2) and if offeror 
represents “does”, forward required disclosures identified at FAR 
52.20(e)(2) to EDSection889Review@ed.gov for ED OCIO assessment. 

• As illustrated in Figure 1, contractors not already vetted through the ICT SCRM 
process should be vetted prior to award.  This is to reduce risks to ED systems by 

https://connected.ed.gov/ofo/cam/Documents/AA%202020-05.pdf
https://connected.ed.gov/ofo/cam/Documents/Responsibility%20Matrix-Attachment-1.pdf
https://connected.ed.gov/ofo/cam/Documents/Responsibility%20Matrix-Attachment-1.pdf
https://connected.ed.gov/ofo/cam/Documents/Attachment_3_52.204-25%20advance%20copy.docx
https://connected.ed.gov/ofo/cam/Documents/Attachment_2_52.204-24%20advance%20copy.docx
mailto:EDSection889Review@ed.gov
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vendors whose activities, ownership and/or financial stability could adversely 
impact reliability of supply chain.  APPENDIX D provides a sample score card 
used to vet vendors.  The scorecard is provided by the ICT SCRM Team to support 
the overall acquisition evaluation.  

• The contract is then awarded as the final step of the Figure 1 ICT SCRM Review 
process. 

 
Figure 1 – ICT SCRM Reviews 

4.2 Maintain Hardware and Software Inventories [SR-5, SR-8, SR-10, SR-11 
and SR-12] 
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Accurate ICT hardware and software inventories are required as part of the Assessment and 
Authorization (A&A) process in order to obtain system Authority to Operate (ATO).  The 
ongoing management of such inventories is also required for compliance with Information 
Systems Continuous Monitoring (ISCM) risk controls.   

System owners are required to maintain accurate hardware and software inventories for any 
system that connects to ED networks and/or processes ED data.  Such inventories are used 
by the ICT SCRM team to assess the risk profile of vendors and specific ICT components.  
Accurate inventories also facilitate the rapid identification and remediation of risk in the 
event a critical vulnerability or compromised system is identified.  The ICT SCRM team 
periodically reviews these inventories, not less than quarterly, or as soon as verification of 
inventory updates have been received, to perform the following risk management activities:    

• Verification that the component has been approved through the Enterprise 
Architecture Technology Insertion EA(TI) process. 

• Verification that the component is not from a vendor who is a risk to ED (e.g., 
Sold/merged with untrusted company, violates current procurement restriction such 
as Section 889, or has been deemed a supply risk).  

• Identification of hardware or software that is unauthorized or unsupported (e.g., 
inventory that has reached End of Life or End of Support).   

Hardware and software inventories should be uploaded/updated in the ED Cyber Security 
Assessment Management (CSAM) tool.  CSAM has a template that provides information 
needed for A&A activities.  The ICT SCRM team uses select data from these inventories to 
conduct risk assessments.  The following guidance should be followed when updating 
hardware and software inventories: 

• Hardware inventories should list all hardware assets both physical and virtual.  The 
record should clearly identify inventory by hardware type, make and model of 
hardware component, and the current operating system.   

• Any third-party add-ons (e.g., video cards, network interface cards, and hard drives) 
incorporated within the hardware asset should also be noted, either in the 
description or as a separate line item, as well as the make and model number.  

• Software inventories should list all software items.  Each record should clearly 
identify the software/database vendor, name, and version.  The software inventory 
should include all Commercial Off-the-Shelf (COTS), Government Off-the-Shelf 
(GOTS), and Free and Open-Source Software (FOSS) including third party add-ons 
and should be as accurate as possible regarding version/patch/build version.  Risk 
exposure can vary significantly for the same software with different version/patch 
levels. 
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• The Information System Owner (ISO), Department of Education Security 
Operations Center (EDSOC), FSASOC, CSOC play an integral role during 
inventory management by detecting and removing any unauthorized or unsupported 
components. 

• New components not currently approved through OCIO Enterprise Architecture 
Technology Insertion EA(TI) process must be submitted for approval prior to 
acquisition.  Exceptions will be handled by the EA(TI) team.  This process assures 
that the item not only complies with ICT SCRM, but also other required security 
and system checks (e.g., Does software version or hardware device have known 
critical vulnerabilities or restrictions). 

4.3 Supply Vendor and Sub-vendor Tracking, Identification and Provenance 
[SR-4, SR-5, SR-6, SR-8 and SR-11] 

For effective ICT SCRM, risk controls associate with ICT provenance are required to 
ensure the records describing the possession of, and changes to, components, component 
processes, and changes to baselines are properly tracked and maintained.  This includes 
documenting and reviewing how the product was procured from the vendor and the supply 
chain involved with fulfilling end user ICT requirements.  Examining the details of the ICT 
supply chain helps ED identify potential risks and take steps to mitigate threats.  The 
following guidance should be followed when applying provenance risk controls:  

• The ISO and Contracting Officer (CO) should maintain records to identify how the 
primary vendor’s product was procured (Tier 1 Supplier).  If components are 
procured and managed via an ICT contractor, then the prime contractor is 
responsible for maintaining these records and providing such information to the 
Department at the time of product delivery.  Consultation with the ICT SCRM 
Team should be made for any concerns identified.  This includes records associated 
with any third-party suppliers. 

• The ICT contractor should use track and trace technologies and processes to ensure 
transparency of ICT products delivered to the Department.  For example, NIST SP 
800-161 recommends the use of labeling (e.g., serial numbers) and tagging (e.g., 
using radio-frequency identification [RFID] tags) individual supply chain elements 
including software packages, modules, and hardware devices.  Records associated 
with tracking systems and system components should be provided to the 
Department at the time of product delivery and shared with the ICT SCRM Team. 

• The ICT SCRM assessment team will use available ICT provenance information to 
support the detailed analysis of potential supply chain risks for all ICT 
subcomponents.  The ongoing cooperation and support of the primary 
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vendors/suppliers will be needed to support this analysis, including information and 
transparency of all third-party suppliers used to meet ED ICT needs. 

• Each vendor within the supply chain will be evaluated and scored based upon the 
ICT risk exposure the vendor adds to ED missions.  As vendors go through the ICT 
SCRM assessment and vetting process, the ICT SCRM team will maintain a 
database of these evaluations as applicable against all ED systems under review.  
Vendor and Supplier assessments will be updated on a periodic basis. 

• Vendors and Suppliers must certify that their ICT supply chain, including 
subcontractors and third-party ICT component sources, comply with all current 
laws and regulations as far as sources of ICT to include subcomponents.  
Attestation should include acknowledgment that products obtained from 
multinational companies, with diverse facilities, are sourced only from facilities that 
are compliant.   

• Systems designated as Cloud Service Providers (CSP) will not undergo the same 
evaluation process since the system is subject to the ICT SCRM requirements of the 
owning agency.  However, the ICT SCRM team will conduct assessments on CSP 
providers annually to capture risk score on prime contractor.  The resultant score 
card will be submitted to allow ED to make risk-based decisions on 
starting/continuing subscribing to the provider. 

4.4 Hardware Inspections [SR-6, SR-8, SR-9, SR-10 and SR-11] 

Adversaries can attempt to impede ED operations by disrupting hardware components or 
influencing supplier operations.  All Acquisition of ICT, whether through ED purchase 
Order or via Contract, should include the applicable clauses to require the vendor to 
comply with sourcing restrictions so that ED only uses trusted supply chains. ED must 
validate vendor compliance by inspecting hardware orders received via the inspection of all 
hardware upon receipt.  Inspections are a first line of defense against possible tampering, 
modification, or the introduction of counterfeit devices.  The following procedures should 
be followed during the inspection of hardware: 

• Under the direction of the Information Systems Security Officer (ISSO), hardware 
packaging will be inspected to determine the following: 

o Inspect the shipping invoice and package for any indication that equipment 
was manufactured and/or shipped via prohibited countries.  Customs 
stickers on packages, point of origin indicators on invoices, broken seals of 
the original manufacturers tape, and damages to original packaging should 
be carefully evaluated.  If concerns are identified, notify the ISSO and ISO 
and secure the equipment until notified of disposition (e.g., return to 
vendor). Do not connect these devices to any ED system.  
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 Note: As of March 22, 2021, 15 CFR Part 7 identifies the following 
as prohibited countries (adversaries) - The Peoples Republic of China 
including the Hong Kong Special Region (China); Republic of Cuba 
(Cuba); Islamic Republic of Iran (Iran); Democratic People’s Republic of 
Korea (North Korea); Russian Federation (Russia); and Venezuelan 
politician Nicolas Maduro (Maduro Regime).  This list will be revised by 
Secretary of Commerce as determined to be necessary. Any signs of 
tampering (package seals missing or resealed, damage to packaging, 
missing screws, tamper seals broken, etc.)  If any sign of tampering 
is noted inform the ISSO who will determine the correct course of 
action based on findings. 

o Inspect the package labeling and markings for any indication of a prohibited 
country of origin.  Every article of foreign origin entering the Unites States 
must be legibly marked with the English name of the country of origin.  If a 
prohibited country is indicated, notify the ISSO and ISO and secure 
equipment until notified of disposition instructions (e.g., return to vendor). 
Do not connect these devices to any ED system. 

o Physically inspect the device before installation to identify the presence of 
add on components that appear to be unusual or non-conforming to contract 
hardware specifications (e.g., an unspecified hardware dongle could be a 
keystroke logger).  Notify the ISSO if any unusual or non-conforming 
evidence is identified.  If the ISSO suspects a risk concern, the ISSO will 
notify ED security personnel to determine the correct course of action (e.g., 
remove add-on and return to inventory, hold for forensics analysis, or 
conduct further investigations on the source and origin). 

• The ISSO is responsible for coordinating hardware inspection activities.  All 
anomalies should be reported to the ISO, CO and System Project Manager (if 
procured via a contract vehicle).  Additionally, the ICT SCRM team should be 
notified of the event for resolution consultation.  All anomalies will be tracked by 
the ICT SCRM team and the supplier risk profile will be updated as required.  If 
hardware tampering, compromise, or counterfeit activity is suspected, then the 
ISSO should inform the ISO and contact EDSOC/FSASOC/CSOC to assist with 
incident verification, response, and escalation. 

4.5 Software Validation and Use of Trusted Repositories [SR-6, SR-8, SR-9, 
SR-10 and SR-11] 

Software is typically delivered electronically via downloads from software repositories.  
Such repositories are either direct from the software provider, through third party sites, or 
through an internal software source.  While this delivery method adds convenience, 
repositories need to be cross-referenced and validated to limit the risk of software supply 
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chain exploits.  The following procedures should be followed when validating the 
trustworthiness of software repositories: 

• ED’s preferred source of all software is via the Portfolio of Integrated Value 
Oriented Technologies (PIVOT) contracts portfolio.  PIVOT provides a traceable, 
validated software supply chain and maximizes ED’s IT investments. 

• Any software that is not listed within the CSAM tool, the Department’s system of 
record for managing information systems, is not authorized for use.  Contact the 
System ISO if PIVOT do not offer the required software solution or if approved 
software inventories within CSAM need to be updated. 

• Current patch levels are required for all approved software to reduce ED risk 
exposure.  Additionally, approved software should be scanned for malware prior to 
use.  If malware is detected, immediately report the finding to the 
EDSOC/FSASOC/CSOC and then the ISSO to assist with incident verification, 
response, and escalation.   

• After scanning for malware, validate the downloaded hash value against the vendor 
supplied hash value prior to installation.  If utilizing ETS, this validation has 
already been achieved.  If hash values do not match, immediately report the finding 
to the EDSOC/FSASOC/CSOC and then the ISSO to assist with incident 
verification, response, and escalation.   

• In the event Free and Open-Source Software (FOSS) is required, submit a request 
through ServiceNow at https://ed.servicenowservices.com/doed_sp and select the 
“Request Something” option for assistance.   

• Only software from a trusted repository (e.g., ETS vehicle) should be downloaded 
since trusted repositories scan for malware and validate hash codes.  Keep records 
of which repository is used; in the event a repository is compromised, this 
information will improve incident response times and assist the Department with 
the implementation of other risk controls.  The following guidance is provided to 
verify the level of trust for FOSS.   

o ED managed internal software repository. 
o U.S. Government Agency managed repository (e.g., GSA, DISA, NSA). 
o FOSS developer/Sponsor repository (e.g., Apache Software Foundation for 

Tomcat). 
o Industry recognized repository (e.g., GitHub). 
o Systems contractor internal corporate managed repository. 
o Others (not recommended). 

4.6 Enforcement 

Personnel who are responsible for managing system security (e.g., ISSOs, ISOs, etc.) are 
also accountable for the implementation of system level safeguards and activities.  The 

https://ed.servicenowservices.com/doed_sp
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following guidance is provided to assist with the enforcement of the standards within this 
document: 

• ED's tolerance for ICT supply chain risk is Low, requiring due diligence to address 
risk exposures prior to the occurrence of business impacts.  However, deliberation 
is required during the implementation of system level safeguards and activities to 
prevent any unintended impediments to business.   

• The early identification of ICT risk is critical for successful supply chain risk 
management.  The ICT SCRM team will consult with EDSOC/FSASOC/CSOC, 
review system inventories for supply chain risk, and notify the ISO, ISSO, and IT 
POC of recommendations to remove risky ICT from ED system(s) in a timely 
manner. 

• Approval of all hardware (including major subcomponents) and Software (to 
include plug-ins/add-ons) will be managed by the EA(TI) team. The ICT SCRM 
team will provide consultation to the EA(TI) team regarding any evolving supply 
chain risks to support risk-based decision-making.  

4.7 Existing systems predating this standard 
ISOs and ISSOs who manage ICT that has been deployed prior to the promulgation of this 
standard have one year to align to ICT SCRM security requirements.  Failure to align to 
ICT SCRM security requirements within one year may result in the removal of ICT from 
ED’s environment due to unacceptable risk exposures.  ISOs and ISSOs will consult with 
the ICT SCRM team as needed for alignment guidance.  During this transition period, the 
acquisition team may also need to review and modify existing contracts to ensure 
compliance with the ICT SCRM regulations defined within the ED ICT SCRM Program 
Roadmap/Plan. 

5 EXCEPTIONS  

5.1 Cloud Service Providers (CSP) 
CSPs at ED are maintained and authorized under the FedRAMP program.  ICT SCRM 
activities for these systems are provided and controlled by owning entity.  As such, systems 
identified as CSPs in CSAM are exempt from this standard.  CSPs are however required to 
respond in a timely fashion to requests to confirm appropriate corrective actions have been 
taken in response to widespread breach notifications. 

5.2 Unapproved Hardware/Software 
New purchases must have interim approval from EA(TI) prior to connection to an active 
system.  Exceptions must be approved using ED Risk Acceptance Form (RAF) with 

https://connected.ed.gov/cybersecurity/Documents/ED%20ICT%20SCRM%20Program%20Roadmap_v1.2_Signed.pdf
https://connected.ed.gov/cybersecurity/Documents/ED%20ICT%20SCRM%20Program%20Roadmap_v1.2_Signed.pdf
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justification as to why the unapproved component is critical to ED mission success.  ED 
CISO approval, with input from EA(TI) team, is required per policy.  

5.3 Unsupported Hardware/Software 
Hardware and software that is no longer supported by the vendor (e.g., End of Life or End 
of Service) should be removed from systems as soon as possible.  Any exceptions would 
need to be made using the Risk Acceptance/Policy Exceptions process outlined in Section 
5.  The justification should include an overriding need for the technology, a risk mitigation 
plan, and a proposed plan to phase out unsupported components. 

5.4 Prohibited Sources/Technologies 

Contracts providing ICT products and services prohibited by FAR or other federal 
mandates (e.g., Section 889, 15 CFR Part 7, disbarred vendors) must follow exception 
procedures dictated by mandate.  Any exception for the use of hardware/software that is 
prohibited should go through ED’s Senior Agency Official for a SCRM waiver and involve 
FASC and the responsible lead agency (e.g., Section 889 - the Office of Director of 
National Intelligence (ODNI), 15 CFR Part 7 – Department of Commerce (DOC)).  ED 
must comply with the timelines dictated in these mandates and remove these prohibited 
items and services from ED systems.  The CO, working with the Program and CISO when 
necessary, will determine the process of bringing existing acquisitions up to compliance 
and determine if temporary waivers are needed due to prohibitive costs or adverse impact 
on mission requirements. 

6 RISK ACCEPTANCE/POLICY EXCEPTIONS 
ED's tolerance for ICT supply chain risk is Low, requiring due diligence to address risk 
exposures prior to the occurrence of business impacts.  Deviations from the Department 
policies, Instructions, Standards, Procedures or Memos must be approved and documented 
through the Department’s Risk Acceptance process.  Deviations that introduce additional 
risks to the enterprise must be submitted through the Department Risk Acceptance Form 
(RAF) and must be approved by the ED CISO (as delegated).  Requests must justify the 
reason for the deviation(s)/exception(s) as well as the compensating security controls 
implemented to secure the device or information, if applicable.  Careful risk acceptance 
consideration will be made to prevent any unintended impediments to business associated 
with the implementation of system level safeguards and activities.  Policy deviations that 
do not introduce additional risks do not need to be submitted through the Department RAF 
process, but will need to be approved by the Department CISO (as delegated). 
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 ACRONYMS 

CAM Contract & Acquisition Management  

CIO Chief Information Officer 

CISO Chief Information Security Officer 

CO Contracting Officer 

COR Contracting Officer’s Representative 

COTS Commercial Off-the-Shelf 

CSAM Cyber Security Assessment Management  

CSOC Commercial Security Operations Center 

CSP Cloud Service Provider 

DOC Department of Commerce 

EA(TI) Enterprise Architecture Technology Insertion 

EDSOC Department of Education Security Operations Center 

FOSS Free and Open-Source Software 

FSASOC Federal Student Aid Security Operations Center 

IAA Inter-Agency Agreement 

ICT Information Communications Technology 

ISO Information System Owner 

ISSO Information Systems Security Officer 

NIST National Institute of Standards and Technology 

ODNI Office of Director of National Intelligence 

PWS Performance Work Statement 

RMF Risk Management Framework 

SaaS Software as a Service 
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SAMI Strategic Acquisition Management Initiative  

SCRM Supply Chain Risk Management 

SOO Statement of Objectives 

SOW Statement of Work   
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 Authorizing References 
• Federal Acquisition Regulation (FAR) 52.204-24– “Representation Regarding 

Certain Telecommunications and Video Surveillance Services or Equipment” (John 
S. McCain National Defense Authorization Act H.R. 5515 – Fiscal Year 2019, 
Section 889 guidelines – Both Part A and Part B) 

• FAR 52.204-25– “Prohibition on Contracting with Entities Using Certain 
Telecommunications and Video Surveillance Services or Equipment” (John S. 
McCain National Defense Authorization Act H.R. 5515 – Fiscal Year 2019, Section 
889 guidelines – Both Part A and Part B) 

• 15 CFR Part 7, January 19, 2021, “Securing the Information and Communications 
Technology and Services Supply Chain” 

• OCIO 3-110 – Software Asset Management and Acquisition Policy (Apr 2019)  
• ED ICT SCRM Program Roadmap/Plan 
• NIST SP 800-37 Rev. 2 – Risk Management Framework for Information Systems 

and Organizations: A System Life Cycle Approach for Security and Privacy 
• NIST SP 800-53 Rev. 5 - Security and Privacy Controls for Federal Information 

Systems and Organizations 
• NIST SP 800-161 – Supply Chain Risk Management Practices for Federal 

Information Systems and Organizations 
• Executive Order 14028 of May 12, 2021 – Improving the Nation’s Cybersecurity 

  

https://connected.ed.gov/cybersecurity/Documents/ED%20ICT%20SCRM%20Program%20Roadmap_v1.2_Signed.pdf
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 ICT SCRM Reviews 

Risk Assessment     
Date: 

XX/XX/XXXX  
        

 
Supplier 
Name:   

Overall Rating:                            
2.60  

 
 

 
Category / 
Product:    

 Org Owner:    
 CSAM POC:              

 

Area Scorecard Criteria 

Supply Risk 
Rating Scale           
1 = Low, 3 = 

Average 5 = High 

Comments Area 
Weight 

Area 
Rating 

Wtd. 
Rating 

 
Industry 
Factors 

Industry product shortages 
are wide-spread due to 
capacity limitations 

1 Add comment 

20%      
1.00  

     
0.20     Foreign owned entity 1 Add comment 

 
Barriers to entry for new 
suppliers is very high 1 Add comment 

 
Supplier 
Assessment 

History of supply 
disruptions impacting 
service level and costs 

2 Add comment 

30%      
2.00  

     
0.60   

  Compliance with NIST SP 
800-161 2 Add comment 

 

Financial viability of 
supplier is at risk of 
causing supply disruption 

2 Add comment 

 
Product 
Factors 

Obsolescence to limited 
manufacturers 

3 Add comment 

30%      
3.00  

     
0.90   

  Product is only made in 
one/high risk 
manufacturing location 

3 Add comment 

 

High technology & quality 
hurdles to qualify alternate 
suppliers 

3 Add comment 

 
Supply Chain 

Length of supply chain 
impacts delivery and 
service 

4 Add comment 

10%      
4.00  

     
0.40  

 

  Substantial lead-time due to 
supply chain complexity or 
lack of transparency 

4 Add comment 

 
Provides visibility to the 
fifth tier 4 Add comment 

 
Internal 
Factors 

Level of employee training 
and awareness 

5 Add comment 

10%      
5.00  

     
0.50   

  Controlled access to 
department systems 5 Add comment 

 
Incidence response and 
containment planning 

5 Add comment 

     
100%        

2.60  
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 ICT SCRM Organizationally Defined Controls 
 

ID Title ED Defined Control – Detailed Description 
SR-1 Supply Chain 

Risk Management 
Policy and 
Procedures 

a. Develop, document, and disseminate to [all ED employees, 
contractors, and users authorized to access to ED information 
systems, or systems operated or maintained on behalf of ED, or ED 
information as defined in OCIO 3-112]: 
1. [Organization-level] supply chain risk management policy that: 
(a) Addresses purpose, scope, roles, responsibilities, management 
commitment, coordination among organizational entities, and 
compliance; and 
(b) Is consistent with applicable laws, executive orders, directives, 
regulations, policies, standards, and guidelines; and 
2. Procedures to facilitate the implementation of the supply chain risk 
management policy and the associated supply chain risk management 
controls; 
b. Designate a [CISO] to manage the development, documentation, 
and dissemination of the supply chain risk management policy and 
procedures; and 
c. Review and update the current supply chain risk management: 
1. Policy [annually] and following [the identification of evolving 
threats, issuance of new or significantly changed existing Federal 
laws, executive orders, directives, regulations, and ED policies, 
identification of emerging technology and information technology 
service delivery models and determination that adjustments are 
deemed necessary to improve its effectiveness based upon feedback 
from Principal Office personnel]; and 
2. Procedures [annually] and following [the identification of evolving 
threats, issuance of new or significantly changed existing Federal 
laws, executive orders, directives, regulations, and ED policies, 
identification of emerging technology and information technology 
service delivery models and determination that adjustments are 
deemed necessary to improve its effectiveness based upon feedback 
from Principal Office personnel]. 

SR-2 Supply Chain 
Risk Management 
Plan 

a. Develop a plan for managing supply chain risks associated with the 
research and development, design, manufacturing, acquisition, 
delivery, integration, operations and maintenance, and disposal of the 
following systems, system components or system services: [all 
information and communications technology (ICT) categories as 
defined by NIST Glossary]; 
b. Review and update the supply chain risk management plan 
[annually] or as required, to address threat, organizational or 
environmental changes; and  [Note: As required during the 
identification of evolving threats, issuance of new or significantly 
changed existing Federal laws, executive orders, directives, 
regulations, and ED policies, identification of emerging technology 
and information technology service delivery models and 
determination that adjustments are deemed necessary to improve its 
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effectiveness based upon feedback from Principal Office personnel.] 
c. Protect the supply chain risk management plan from unauthorized 
disclosure and modification.   

SR-
2(1) 

Supply Chain 
Risk Management 
Plan | Establish 
SCRM Team 

Establish a supply chain risk management team consisting of [SCRM 
Senior Agency Official, ICT SCRM Program Manager, ICT SCRM 
Team, CISO, CIO, ISSO, ISO, CO and COR] to lead and support the 
following SCRM activities: [as described in the ICT SCRM 
Roadmap/Plan]. 

SR-3 Supply Chain 
Controls and 
Processes 

a. Establish a process or processes to identify and address weaknesses 
or deficiencies in the supply chain elements and processes of [ED 
systems and their components] in coordination with ICT SCRM Team, 
ISO/ISSOs, and vendors/suppliers in compliance with Executive 
Order 14028, Improving the Nation's Cybersecurity]; 
b. Employ the following controls to protect against supply chain risks 
to the system, system component, or system service and to limit the 
harm or consequences from supply chain-related events: [SCRM 
controls (based on FIPS 199 Baseline), NIST SP 800-53B]; and 
c. Document the selected and implemented supply chain processes 
and controls in [supply chain risk management plan; ICT SCRM 
Roadmap/Plan.  Note: Consult the ICT SCRM Team.]  

SR-
3(1) 

Supply Chain 
Controls and 
Processes | 
Diverse Supply 
Base 

Employ a diverse set of sources for the following system components 
and services: [all systems and services.  Note: Controls may include 
avoiding the purchase of custom or non-standardized configurations, 
employing approved vendor lists with standing reputations in 
industry, following pre-agreed maintenance schedules and update and 
patch delivery mechanisms, maintaining a contingency plan in case of 
a supply chain event, using procurement carve-outs that provide 
exclusions to commitments or obligations, using diverse delivery 
routes, and minimizing the time between purchase decisions and 
delivery.  Consult the ICT SCRM Team.] 

SR-
3(2) 

Supply Chain 
Controls and 
Processes | 
Limitation of 
Harm 

Employ the following controls to limit harm from potential 
adversaries identifying and targeting the organizational supply chain: 
[ICT SCRM Standard that addresses organizationally defined 
controls]. 

SR-
3(3) 

Supply Chain 
Controls and 
Processes | Sub-
tier Flow Down 

Ensure that the controls included in the contracts of prime contractors 
are also included in the contracts of subcontractors. [Follow Policy for 
Information Technology Procurements - Security And Privacy 
Language.] 

SR-4 Provenance Document, monitor, and maintain valid provenance of the following 
systems, system components, and associated data: [All FISMA 
reportable systems, system components, and associated data.]  
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SR-
4(1) 

Provenance | 
Identity 

Establish and maintain unique identification of the following supply 
chain elements, processes, and personnel associated with the 
identified system and critical system components: [supply chain 
elements, processes, and personnel associated with all FISMA 
reportable systems and critical system components  Note: Supply 
chain elements include organizations, entities, or tools used for the 
research and development, design, manufacturing, acquisition, 
delivery, integration, operations, maintenance, and disposal of 
systems and system components. Supply chain processes include 
development processes for hardware, software, and firmware; 
shipping and handling procedures; configuration management tools, 
techniques, and measures to maintain provenance; personnel and 
physical security programs; or other programs, processes, or 
procedures associated with the production and distribution of supply 
chain elements. Supply chain personnel are individuals with specific 
roles and responsibilities related to the secure the research and 
development, design, manufacturing, acquisition, delivery, 
integration, operations and maintenance, and disposal of a system or 
system component.]. 

SR-
4(2) 

Provenance | 
Track and Trace 

Establish and maintain unique identification of the following systems 
and critical system components for tracking through the supply chain: 
[All FISMA reportable systems and critical system components]. 

SR-
4(3) 

Provenance | 
Validate As 
Genuine and Not 
Altered 

Employ the following controls to validate that the system or system 
component received is genuine and has not been altered: [Verification 
of distributed binaries through hash checking, evaluation of software 
and hardware bill of materials, testing of software prior to production 
to identify anomalies, use of track and trace sensors to detect 
anomalies during delivery, physical inspection of hardware to look for 
potential tampering, use of trusted platform module technology and a 
trusted boot process, identification of BIOS or EFI vulnerabilities to 
modification, and other risk controls identified within an ICT SCRM 
Standard that addresses organizationally defined controls]. 
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SR-
4(4) 

Provenance | 
Supply Chain 
Integrity — 
Pedigree 

Employ [ICT SCRM Standard that addresses organizationally defined 
controls] and conduct [Hardware and software inspections, vendor 
tracking, inventory inspections. Verification of distributed binaries 
through hash checking, evaluation of software and hardware bill of 
materials, testing of software prior to production can be used to 
identify anomalies. Hardware should be inspected against OEM 
specifications for sizing discrepancies (note: larger or smaller 
components may be an indicator of a counterfeit); marking 
authenticity should be evaluated to identify false markings or re-prints 
(note: counterfeiters often apply a thin layer of black topping material 
to cover original part numbers and details.  If a concern exists, a 
common test using an acetone wash can be applied to the service of a 
component marking to help remove false printing; X-ray inspections 
can be used to examine the inner workings of a component and can 
help identify counterfeiting by highlighting the die, wire bonds, and 
any signs of delamination.  A known/good component should be X-
rayed to provide a baseline for comparison; Electrical testing can be 
used to compare tolerance results against known tolerances described 
by the manufacturer.  Any variance in electrical testing results should 
be a cause for concern; Internal inspection processes can also be 
used to visually inspect for irregular changes to manufacturer 
markings, detects to die, misspellings and incorrect typography, or 
incorrect part numbers.  A sufficient sample size of inspectable items 
should be considered (e.g., 1% of the hardware delivery) based upon 
the risk tolerance of the organization.  Note: special training and 
equipment may be required to perform inspections to validate the 
integrity of internal components.  Note: May also consider controls 
such as: 
 - Technical means including optical and nanotechnology tagging, 
physically unclonable functions, side-channel analysis, cryptographic 
hash verifications or digital signatures, and visible anti-tamper labels 
or stickers.  
 - Monitoring for out of specification performance, which can be an 
indicator of tampering or counterfeits. 
 - Leveraging supplier and contractor processes for validating that a 
system or component is genuine and has not been altered and for 
replacing a suspect system or component. 
 - Looking for inconsistent packaging, broken seals, and incorrect 
labels.] to ensure the integrity of the system and system components 
by validating the internal composition and provenance of critical or 
mission-essential technologies, products, and services. 
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SR-5 Acquisition 

Strategies, Tools, 
and Methods 

Employ the following acquisition strategies, contract tools, and 
procurement methods to protect against, identify, and mitigate supply 
chain risks: [supplier and vendor attestation of conformance to NIST 
standards, enterprise risk control board, software asset management, 
hardware asset management, and a centralize vendor database may 
be used.  Acquisition approaches that include quality conformance 
measures can be helpful in enforcing supplier quality control and risk 
mitigation during product design.  Testing a sufficient sample size of 
products should be expected, and the provision of testing results can 
assist with the procurement decision making during technical 
evaluations.  Risk tolerance levels should be applied when dealing 
with independent distributors or Tier 3 suppliers since they are not 
directly controlled or under contract with the OEM.  Since inefficient 
chain of accountability, testing, and inventory management contribute 
to increased supply chain risk, SBOM and HBOM artifacts should be 
requested (Note: this will be required under EO 14028) to provide 
better transparency of the product.   FAR clauses that address 
nonconforming products should be enforced, including FAR 9.1, FAR 
42.11, FAR 46.202-4, FAR 46.311(a)/44.303(k), and of course Section 
889 of the NDAA, Part B.  Vendor/supplier joint training can be used 
to improve information sharing for risk identification and mitigation 
activities.]  

SR-
5(1) 

Acquisition 
Strategies, Tools, 
and Methods | 
Adequate Supply 

Employ the following controls to ensure an adequate supply of 
[critical system elements.  The ICT SCRM Standard addresses 
organizationally defined controls.  Note: Controls include the use of 
multiple suppliers throughout the supply chain for the identified 
critical components, stockpiling spare components to ensure 
operation during mission-critical times, and the identification of 
functionally identical or similar components that may be used, if 
necessary.]. 

SR-
5(2) 

Acquisition 
Strategies, Tools, 
and Methods | 
Assessments Prior 
to Selection, 
Acceptance, 
Modification, or 
Update 

Assess the system, system component, or system service prior to 
selection, acceptance, modification, or update. [Perform EIMB 
acquisition reviews to ensure contracting language requires ongoing 
compliance with NIST supply chain risk management controls and 
Federal regulations.  Perform technical evaluations of proposed 
hardware and software solutions to ensure secure supply chain 
requirements are met.  Perform monthly rapid risk assessments to 
identify system and ICT service provider risk exposure.  Perform deep 
dive risk assessments to predict and mitigate sub-tier ICT supplier 
risk throughout the supply chain lifecycle.  Finally, review bill of 
materials prior to receipt of contract deliverables.] 
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SR-6 Supplier 

Assessments and 
Reviews 

Assess and review the supply chain-related risks associated with 
suppliers or contractors and the system, system component, or system 
service they provide [annually or upon the identification of evolving 
threats, issuance of new or significantly changed existing Federal 
laws, executive orders, directives, regulations, and ED policies, 
identification of emerging technology and information technology 
service delivery models and determination that adjustments are 
deemed necessary to improve its effectiveness based upon feedback 
from Principal Office personnel]. 

SR-
6(1) 

Supplier 
Assessments and 
Reviews | Testing 
and Analysis 

Employ [organizational analysis; organizational testing] of the 
following supply chain elements, processes, and actors associated 
with the system, system component, or system service: [as described 
in ICT SCRM Roadmap/Plan]. 

SR-7 Supply Chain 
Operations 
Security 

Employ the following Operations Security (OPSEC) controls to 
protect supply chain-related information for the system, system 
component, or system service: [ICT SCRM Standard that addresses 
organizationally defined OPSEC controls, Cybersecurity Awareness 
& Training]. 

SR-8 Notification 
Agreements 

Establish agreements and procedures with entities involved in the 
supply chain for the system, system component, or system service for 
the [notification of supply chain compromises; results of assessments 
or audits; ICT SCRM Assessment results]. 

SR-9 Tamper 
Resistance and 
Detection 

Implement a tamper protection program for the system, system 
component, or system services. [Employ anti-tamper tools and 
perform an inspection of systems and/or components upon receipt.  
ICT OEMs and vendors maintain positive control of ICT inventory 
and have quality control processes in place to inspect for tampering 
prior to hardware or software order fulfillment.  During hardware 
shipment, track and trace sensors are used to geolocate hardware 
orders and estimated delivery timeframes.  Hardware deliveries are 
scheduled based upon the availability of ED to receive them.  
Hardware deliveries are inspected by ED prior to receipt for any 
evidence of package modification, broken seals, or mishandling.  
Verification of distributed binaries through hash checking and the 
evaluation of software and hardware bill of materials prior to product 
acceptance.]  

SR-
9(1) 

Tamper 
Resistance and 
Detection | 
Multiple Stages of 
System 
Development Life 
Cycle 

Employ anti-tamper technologies, tools, and techniques throughout 
the system development life cycle.  NIST SP 800-137 IS Continuous 
Monitoring Controls and NIST SP 800-64, Revision 2 security 
controls are used throughout SDLC (Initiation, 
Development/Acquisition, Implementation, Operations and 
Maintenance, and Disposal).  Vendor/supplier conformance to NIST 
SP 800-161 (as amended) and ED ICT SCRM Program requirements 
are validated prior to contract award and throughout the contract 
duration via rapid and deep dive risk assessments.  Verification of 
distributed binaries through hash checking, evaluation of software 
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and hardware bill of materials, testing of software prior to production 
to identify anomalies, use of track and trace sensors to detect 
anomalies during delivery, physical inspection of hardware to look for 
potential tampering, use of trusted platform module technology and a 
trusted boot process, identification of BIOS or EFI vulnerabilities to 
modification, and other risk controls identified within an ICT SCRM 
Standard that addresses organizationally defined controls]. 

SR-
10 

Inspection of 
Systems or 
Components 

Inspect the following systems or system components [all systems, 
annually, or upon indications of need for inspection by the ICT SCRM 
Team] to detect tampering: [all systems]. 

SR-
11 

Component 
Authenticity 

a. Develop and implement anti-counterfeit policy and procedures that 
include the means to detect and prevent counterfeit components from 
entering the system; and 
b. Report counterfeit system components to [source of counterfeit 
component, the Senior Agency Official for SCRM, the CIO, CISO, 
Contracting Officer, the ICT SCRM Team, the ISO/ISSO, and CISA]. 

SR-
11(1) 

Component 
Authenticity | 
Anti-Counterfeit 
Training 

Train [ICT SCRM Team, ISO/ISSOs, all System Engineers, and other 
System POCs based upon defined roles] to detect counterfeit system 
components (including hardware, software, and firmware). 

SR-
11(2) 

Component 
Authenticity | 
Configuration 
Control for 
Component 
Service and 
Repair 

Maintain configuration control over the following system components 
awaiting service or repair and serviced or repaired components 
awaiting return to service: [all components]. 

SR-
11(3) 

Component 
Authenticity | 
Anti-Counterfeit 
Scanning 

Scan for counterfeit system components [annually]. 

SR-
12 

Component 
Disposal 

Dispose of [FISMA reportable system data, Controlled Unclassified 
Information, NARA Records, regulations, documentation, tools, or 
system components] using the following techniques and methods: 
[Enterprise Review Board Checklist, System Retirement Plan, and 
media sanitization guidance recommended in NIST SP 800-88]. 
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