FRAUD REDUCTION EFFORTS

The Department actively participated with OMB and
other agencies to develop the implementation plan for
the Fraud Reduction and Data Analytics Act (FRDAA)
0f 2016. On May 12, 2017, OMB sent a FRDAA
implementation plan to Congress. Since then, OMB has
been working with federal agencies to issue additional
guidelines and to share best practices. The Department
will continue to work with OMB to implement the
FRDAA. Although controls related to the prevention
and detection of improper payments are often the same
for fraud detection, reporting on fraud presents unique
challenges for agencies, including:

m Establishing a common definition for fraud that is
relevant to the speciﬁc agency programs and activities;

® Developing a fraud taxonomy to accurately address
areas of fraud risk; and

®  Accurately estimating and reporting the rate of fraud,
considering that due-process, intent, and legal factors
are involved with fraud, which are not present in
improper payments.

Despite these challenges, the Department will continue
to refine its business processes to be in a better position
to define, deter, detect, and take action on fraud. In
July 2015, GAO published its Fraud Risk Management
Framework and Selected Leading Practices and the
Department has implemented a number of leading
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practices consistent with that framework. For example,
FSA continues to make expanded use of data analytics
to identify anomalies, trends, and patterns in application
and disbursement data to help identify potential fraud.
FSA also continues to collaborate with OIG to receive
and analyze fraud referrals to help identify potential
fraud indicators for suspicious student activity. FSA
established a fraud unit and recently appointed a

Senior Advisor on Fraud to support OIG fraud referral
analysis and disposition. FSA will use their analysis and
the work of the fraud unit to strengthen its internal
controls. FSA also conducts internal training on fraud
prevention and detection as well as listening sessions
with the school community on fraud trends and good
practices in prevention and detection. Additionally, the
Department has catalogued internal controls related to
fraud prevention and detection, to include 52 detective
and 109 preventive controls related to its grant programs
and administrative payments.

To combat improper use of federal funding under the
Every Student Succeeds Act, the Department requires that
each recipient and sub-recipient publically display the
contact information of the Department’s OIG hotline

to facilitate the reporting of suspected improper use of
ESSA funding and that each recipient and sub-recipient
provides assurance of truthfulness and accuracy of the
information they provide in applications and in response
to monitoring and compliance reviews.



	U.S. Department of EducationFY 2017 Agency Financial Report
	ABOUT THIS REPORT
	HOW THIS REPORT IS ORGANIZED
	MANAGEMENT’S DISCUSSION AND ANALYSIS
	FINANCIAL SECTION
	OTHER INFORMATION
	APPENDICES

	MESSAGE FROM THE SECRETARY
	CONTENTS
	MANAGEMENT’S DISCUSSION AND ANALYSIS
	ABOUT THE MANAGEMENT’S DISCUSSION AND ANALYSIS
	MISSION AND ORGANIZATIONAL STRUCTURE
	DISCUSSION OF PERFORMANCE
	FORWARD-LOOKING INFORMATION
	FINANCIAL HIGHLIGHTS
	ANALYSIS OF SYSTEMS, CONTROLS, AND LEGAL COMPLIANCE

	ABOUT THE DEPARTMENT
	OUR MISSION
	OUR ORGANIZATION IN FISCAL YEAR 2017
	FY 2016 ACTUAL FORMULA GRANT DISTRIBUTION BY REGION AND STATE

	THE DEPARTMENT’S APPROACH TO PERFORMANCE MANAGEMENT
	PERFORMANCE MANAGEMENT FRAMEWORK
	INFORMATION IN THE AGENCY FINANCIAL REPORT
	AGENCY ACHIEVEMENTS AND LOOKING AHEAD
	SUPPORTING STATE AND LOCAL EFFORTS TO IMPROVE LEARNING OUTCOMES FOR P–12 STUDENTS
	EXPANDING POSTSECONDARY EDUCATION OPTIONS AND IMPROVING OUTCOMES
	STRENGTHENING THE QUALITY, ACCESSIBILITY, AND USE OF EDUCATION DATA
	REFORMING THE EFFECTIVENESS, EFFICIENCY, AND ACCOUNTABILITY OF THE DEPARTMENT

	FORWARD-LOOKING INFORMATION
	DIRECT LOAN PROGRAM
	CONTINUOUS IMPROVEMENT

	FINANCIAL HIGHLIGHTS
	INTRODUCTION
	BALANCE SHEET
	STATEMENT OF NET COST
	STATEMENT OF CHANGES IN NET POSITION
	STATEMENT OF BUDGETARY RESOURCES
	LIMITATIONS OF THE FINANCIAL STATEMENTS

	ANALYSIS OF SYSTEMS, CONTROLS, AND LEGAL COMPLIANCE
	MANAGEMENT ASSURANCES
	INTRODUCTION
	INTERNAL CONTROL EXCEPTIONS
	IMPROPER PAYMENTS INFORMATION ACT OF 2002
	DEBT COLLECTION IMPROVEMENT ACT OF 1996


	FINANCIAL SECTION
	MESSAGE FROM THE CHIEF FINANCIAL OFFICER
	ABOUT THE FINANCIAL SECTION
	NOTES TO THE FINANCIAL STATEMENTS
	REQUIRED SUPPLEMENTARY INFORMATION
	REQUIRED SUPPLEMENTARY STEWARDSHIP INFORMATION
	REPORT OF THE INDEPENDENT AUDITORS

	NOTES TO THE FINANCIAL STATEMENTS FOR THE YEARS ENDED SEPTEMBER 30, 2017 AND 2016
	NOTE 1. Summary of Significant Accounting Policies
	NOTE 2. Non-Entity Assets
	NOTE 4. Other Assets
	NOTE 5. Credit Programs for Higher Education: Credit Program Receivables, Net and Liabilities for Loan Guarantees
	NOTE 6. Liabilities Not Covered by Budgetary Resources
	NOTE 7. Debt
	NOTE 8. Subsidy Due to Treasury General Fund
	NOTE 9. Other Liabilities
	NOTE 10. Gross Cost and Exchange Revenue by Program
	NOTE 11: Credit Program Interest Expense and Revenues
	NOTE 12. Statement of Budgetary Resources
	NOTE 13. Reconciliation of Net Cost of Operations to Budget
	NOTE 14. Commitments and Contingencies

	REQUIRED SUPPLEMENTARY STEWARDSHIP INFORMATION
	STEWARDSHIP EXPENSES
	INVESTMENT IN HUMAN CAPITAL
	PROGRAM OUTCOMES

	REPORT OF THE INDEPENDENT AUDITORS
	UNITED STATES DEPARTMENT OF EDUCATIONOFFICE OF INSPECTOR GENERAL
	INDEPENDENT AUDITORS’REPORT
	INDEPENDENT AUDITORS’ REPORT (Continued) EXHIBIT A Significant Deficiencies
	Independent Auditors' Report (Continued) Exhibit C Management's Response.
	EXHIBIT DStatus of Prior Year Recommendations


	OTHER INFORMATION
	ABOUT THE OTHER INFORMATION SECTION
	OFFICE OF INSPECTOR GENERAL’S MANAGEMENT AND PERFORMANCE CHALLENGES
	SUMMARY OF FINANCIAL STATEMENT AUDIT AND MANAGEMENT ASSURANCES
	PAYMENT INTEGRITY
	REDUCE THE FOOTPRINT
	GONE ACT OF 2016

	OFFICE OF INSPECTOR GENERAL’S (OIG) MANAGEMENT AND PERFORMANCE CHALLENGES FOR FISCAL YEAR 2018 EXECUTIVE SUMMARY
	MANAGEMENT CHALLENGE 1— IMPROPER PAYMENTS
	MANAGEMENT CHALLENGE 2—INFORMATION TECHNOLOGY SECURITY
	MANAGEMENT CHALLENGE 3—OVERSIGHT AND MONITORING
	MANAGEMENT CHALLENGE 4—DATA QUALITY AND REPORTING

	SUMMARY OF FINANCIAL STATEMENT AUDIT AND MANAGEMENT ASSURANCES
	SUMMARY OF FINANCIAL STATEMENT AUDIT
	SUMMARY OF MANAGEMENT ASSURANCES

	PAYMENT INTEGRITY
	I. PAYMENT REPORTING
	RISK ASSESSMENTS
	DESCRIPTION OF RISK-SUSCEPTIBLE AND HIGH-PRIORITY PROGRAMS
	PELL GRANT
	DIRECT LOAN
	IMPROPER PAYMENT ESTIMATES
	PAYMENT REPORTING ROOT CAUSE CATEGORIES
	IMPROPER PAYMENT CORRECTIVE ACTIONS
	II. RECAPTURE OF IMPROPER PAYMENTS REPORTING
	III. AGENCY IMPROVEMENT OF PAYMENT ACCURACY WITH THE DO NOT PAY (DNP) INITIATIVE
	IV. BARRIERS
	V. ACCOUNTABILITY
	VI. AGENCY INFORMATION SYSTEMS AND OTHER INFRASTRUCTURE
	VII. SAMPLING AND ESTIMATION METHODOLOGY
	ADDITIONAL COMMENTS

	FRAUD REDUCTION EFFORTS
	REDUCE THE FOOTPRINT
	THE DEPARTMENT CHALLENGES ARE:
	THE DEPARTMENT STRATEGY IS TO:

	CIVIL MONETARY PENALTY ADJUSTMENT FOR INFLATION
	THE GRANTS OVERSIGHT AND NEW EFFICIENCY (GONE) ACT OF 2016

	APPENDICES
	APPENDIX A: SELECTED DEPARTMENT WEB LINKS AND EDUCATION RESOURCES
	COLLEGE COMPLETION TOOLKIT
	COLLEGE COST LISTS
	COLLEGE NAVIGATOR
	COLLEGE PREPARATION CHECKLIST
	COLLEGE SCORECARDS
	CONDITION OF EDUCATION AND DIGEST OF EDUCATION STATISTICS
	FINANCIAL AID SHOPPING SHEET
	GOVERNMENT ACCOUNTABILITY OFFICE
	GRANTS INFORMATION AND RESOURCES
	NATIONAL ASSESSMENT OF EDUCATIONAL PROGRESS
	OFFICE OF INSPECTOR GENERAL
	ONE-STOP SHOPPING FOR STUDENT LOANS
	PERFORMANCE DATA
	PRACTICE GUIDES FOR EDUCATORS
	PROGRAM INVENTORY
	RESOURCES FOR ADULT AND CAREER AND TECHNICAL EDUCATION

	APPENDIX B: GLOSSARY OF ACRONYMS AND ABBREVIATIONS
	ACKNOWLEDGMENTS
	OTHER CONTRIBUTORS
	PARTNERS
	FOR GENERAL LAYOUT AND WEB DESIGN
	FOR ACCOUNTING SERVICES






