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Federal Student Aid

 

(in thousands)

 

(in thousands)

 

Gross Risk Assessment 

 

(Funding 

 

Amounts from FY

 

04 U.S. Budget)

 

 FY 02 

 

Disbursement 

 

Amounts 

 

Number of 

 

Aw

ards

 

Audit 

 

Requirement 

 

(Yes/No)

1

 

Audit 

 

Reliability

2

 

Reliability of 

 

Other 

 

Monitoring 

3

 

Reliability of 

 

Internal 

 

Controls 

4

 

Estimated 

 

Overawards

 

Estimated 

 

Underawards

 

% of 

 

Program 

5

 

Risk of 

 

Erroneous 

 

Payments

 

Group I.  P

ayments to Students/Borrowers

 

  Pell Grants

 

11,619,188

 

        

 

 

 

4639

 

Yes

 

328,400

 

$     

 

 

 

49,100

 

$        

 

 

 

3.25

 

  Campus

-

Based Programs

6

 

     Work

-

Study

 

1,212,993

 

          

 

 

 

1073

 

Yes

 

     SEOG

 

917,722

 

             

 

 

 

11

89

 

Yes

 

     Perkins Loans

 

1,264,889

 

         

 

 

 

707

 

Yes

 

  LEAP

 

171,000

 

            

 

 

 

171

 

Yes

 

  Guaranteed Student Loans

 

     Stafford Loans

 

13,441,179

 

        

 

 

 

3084

 

Yes

 

     Unsubsidized Stafford Loans

 

11,975,791

 

        

 

 

 

2199

 

Yes

 

     PLUS

 

3,188,637

 

         

 

 

 

334

 

Yes

 

  Direct Loans

 

     Stafford Loans

 

5,764,737

 

          

 

 

 

1324

 

Yes

 

     Unsubsidized Stafford Loans

 

4,480,553

 

          

 

 

 

878

 

Yes

 

     PLUS

 

1,443,527

 

         

 

 

 

153

 

Yes

 

 

 Consolidation

7

 

     FFEL

 

22,693,425

 

        

 

 

 

308

 

No

 

     Direct Loans

 

8,844,598

 

          

 

 

 

357

 

No

 

Non

-

Program Specific Liabilities/Errors

 

92,000

 

$       

 

 

 

Sub

t

otal

 

87,018,239

 

        

 

 

 

16,416

 

         

 

 

 

420,400

 

$   

  

 

 

 

49,100

 

$        

 

 

 

0.54

 

Group II.  Payments to Partners

 

Administrative Payments to Schools

 

  Pell Grants

 

23,195

 

               

 

 

 

  Work

-

Study

 

75,815

 

              

 

 

 

  SEOG

 

36,709

 

               

 

 

 

  Perkins Loans

 

50,596

 

 

              

 

 

 

Payments to Guarantors and Lenders

 

  FFEL Interest Benefits

 

2,170,852

 

          

 

 

 

Yes

 

  FFEL Special Allowance

 

220,827

 

             

 

 

 

Yes

 

  FFEL Default Claims

 

2,873,571

 

        

 

 

 

Yes

 

  FFEL Death, Disability, Ban

kruptcy

 

446,323

 

            

 

 

 

Yes

 

Non

-

Program Specific Liabilities/Errors

 

13,000

 

$       

 

 

 

Sub

t

otal

 

5,897,888

 

         

 

 

 

13,000

 

$       

 

 

 

-

 

$              

 

 

 

TOTAL

 

92,916,127

 

       

 

 

 

433,400

 

$     

 

 

 

49,100

 

$       

 

 

 

 

0.52

 

1

—

Funds are disbursed to students/borrowers via schools (exception: consolidated loans & foreign school student loans), which are required to submit annual compliance audits.

 

2

—

Low, Medium, High.  Low 

=

 program office has lit

tle confidence significant problems are detected; Medium 

=

 some confidence but deficiencies that must be addressed exist; 

 

High 

= 

office believes audits provide reasonable assurance that significant problems are detected.

 

3

—

Low, Me

dium, High.  Includes oversight activities such as program reviews.  

Low

 

=

 

insufficient number or no targeting

;

 Medium

 

=

 

moderate effectiveness

; 

High

 

=

 

sufficient number and effective 

 

targeted selection

.  Medium may indicate things such as targeted 

selection but insufficient numbers or staff lack training or other deficiency.

 

4

—

Low, Medium, High.  Refers to applicant or payment systems controls.  

Low

 

=

 

inadequate edits, data matches or ceilings, Medium=significant controls but problems exist, H

igh

 

=

 

strong data 

 

edits, data matches and data review

.

 

5

—

The percentage reported by Program Analysis Division may differ as a different total Pell disbursement amount may be used.  No sampling done in other programs but identified liabilities liste

d 

 

as Non

-

Program Specific.

 

6

—

Programs directly administered by schools and institutional matching funds required.  Federal capital contributions are only a percentage of available funds.

 

7

—

The volume of consolidated loans has decreased sharply 

since FY

 

02, with FY

 

04 total consolidated loan estimates at about 61% of FY

 

02 levels (57% for FFEL, 69% for DL). 
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UNITED STATES DEPARTMENT OF EDUCATION
WASHINGTON, D.C. 20202-____

NOV 12 2003

MEMORANDUM

TO: Thomas A. Carter
Deputy Inspector General

FROM: Jack Martin ”’g %Mj:

Chief Finanglal Officer

William Leidinger
Assistant Secretary for Management and Chief Information Officer

SUBJECT: DRAFT AUDIT REPORTS
Fiscal Years 2003 and 2002 Financial Statement Audit
U.S. Department of Education
ED-OIG/A17D0007

The Department has reviewed the draft Fiscal Years 2003 and 2002 Financial Statement
Audit. We concur and agree with these reports.

We will share the final audit results with responsible senior officials, other interested
program managers, and staff. At that time we will also request that they prepare
corrective action plans to be used in the resolution process.

Please convey my appreciation to everyone on your staff who worked diligently on our

financial statement audit. Please contact Mark Carney at 401-3892 with questions or
comments.

Our mission is to ensure equal access to education and to promote educational excellence throughout the Nation.
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1225 Connecticut Avenue, NW. www.cy.com
Washington, DC. 20036

Report of Independent Auditors

To the Inspector General
U.S. Department of Education

We have audited the accompanying consolidated balance sheets of the U.S. Department
of Education (the Department) as of September 30, 2003 and 2002, and the related
consolidated statements of net cost, changes in net position, and financing and the
combined statement of budgetary resources for the fiscal years then cnded. These
financial statements are the responsibility of the Department’s management. Our
responsibility is to express an opinion on these financial statements based on our audits.

We conducted our audits in accordance with auditing standards generally accepted in the
United States; the standards applicable to financial audits contained in Government
Auditing Standards, issued by the Comptrotler General of the United States; and Office
of Management and Budget Bulletin No. 01-02, Audit Requirements for Federal
Financial Statements. These standards require that we plan and perform the audit to
obtain reasonable assurance about whether the financial statements are free of material
misstatement. An audit includes examining, on a test basis, evidence supporting the
amounts and disclosures in the financial statements. An audit also includes assessing the
accounting principles used and significant estimates made by management, as well as
evaluating the overall financial statement presentation. We believe that our audits
provide a reasonable basis for our opinion.

In our opinion, the financial statements referrcd to above present fairly, in all material
respects, the financial position of the Department as of September 30, 2003 and 2002,
and its net cost, changes in net position, budgetary resources, and reconciliation of net
costs to budgetary obligations for the years then ended, in conformity with accounting
principles generally accepted in the United States.

Our audits were conducted for the purpose of forming an opinion on the basic financial
statements taken as a whole. The information presented in the Management Discussion
and A nalysis o f the D epartment, required s upplementary s tewardship information, and
required supplementary information is not a required part of the basic financial
statements but is supplementary information required by Office of Management and
Budget Bulletin No. 01-09, Form and Content of Agency Financial Statements. We have
applied certain limited procedures, which consisted principally of inquiries of
management regarding the methods of measurement and presentation of the
supplementary information. However, we did not audit the information and express no
opinion on it.

In accordance with Government Auditing Standards, we have also issued our reports
dated November 12, 2003, on our consideration of the Department’s internal control over

A Member Practice of Emst & Young Global
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OFFICE OF INSPECTOR GENERAL

NOV 74 2003
Honorable Roderick Paige
Secretary of Education
Washington, D.C. 20202

Dear Mr. Secretary:

The enclosed reports present the results of the annual audits of the U.S. Department of
Education’s financial statements for fiscal years 2003 and 2002, to comply with the Government
Management Reform Act of 1994 (GMRA). The reports should be read in conjunction with the
Department’s financial statements and notes to fully understand the context of the information
contained therein.

We contracted with the independent certified public accounting firm of Emst & Young LLP to
audit the financial statements of the Department as of September 30, 2003 and 2002, and for the
years then ended. The contract required that the audit be performed in accordance with U.S.
generally accepted government auditing standards; OMB's bulletin, Audit Requirements for
Federal Financial Statements; and the GAO/PCIE Financial Audit Manual.

In connection with the contract, we monitored the performance of the audits, reviewed Emst &
Young's reports and related documentation, and inquired of its representatives. Our review was
not intended to enable us to express, and we do not express, an opinion on the Department's
financial statements, or conclusions about the effectiveness of intermal control, whether the
Department’s financial management systems substantially complied with FEMIA, or on
compliance with laws and regulations.

Ermst & Young is responsible for the attached auditor's report dated November 12, 2003, and the
conclusions expressed in the related reports on internal control and compliance with laws and
regulations. Our review disclosed no instances where Emst & Young did not comply, in all
material respects, with U.S. generally accepted government auditing standards.

Sincerely,

A2

Thomas A. Carter
Deputy Inspector General

Enclosures

400 MARYLAND AVE., S.W. WASHINGTON, D.C. 202021510

Our mission is to ensure equal access to education and to promote educational excellence throughout the Nation.
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financial reporting and on our tests of its compliance with certain provisions of laws and
regulations. Those reports are an integral part of an audit performed in accordance with
Government A uditing S tandards and should be read in conjunction with this report in

considering the results of our audits.
édmif L 4 MLLP

November 12, 2003
Washington, D.C.
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Report on Internal Control

To the Inspector General
U.S. Department of Education

We have audited the consolidated balance sheets of the U.S. Department of Education
(the Department) as of September 30, 2003 and 2002, and the related consolidated
statements of net cost, changes in net position, and financing and the combined statement
of budgetary resources for the fiscal years then ended, and have issued our report thereon
dated November 12, 2003.

We conducted our audits in accordance with auditing standards generally accepted in the
United States; the standards applicable to financial audits contained in Government
Auditing Standards, issued by the Comptroller General of the United States; and Office of
Management and Budget (OMB) Bulletin No. 01-02, Audit Requirements for Federal
Financial Statements.

In planning and performing our audits, we considered the Department’s internal control
over financial reporting by obtaining an understanding of the Department’s internal
control, determined whether this internal control had been placed in operation, assessed
control risk, and performed tests of controls in order to determine our auditing procedures
for the purpose of expressing our opinion on the financial statements. We limited our
internal control testing to those controls necessary to achieve the objectives described in
OMB Bulletin No. 01-02. We did not test all internal control relevant to operating
objectives as broadly defined by the Federal Managers’ Financial Integrity Act of 1982
(FMFIA), such as those controls relevant to ensuring efficient operations. The objective
of our audit was not to provide assurance on internal control. Consequently, we do not
provide an opinion on internal control.

In addition, with respect to internal control related to performance measures reported in
the Management Discussion and Analysis of the Department’s consolidated and
combined financial statements, we obtained an understanding of the design of significant
internal control relating to the existence and completeness assertions, as required by
OMB Bulletin No. 01-02. OQur procedures were not designed to provide assurance on
internal control over reported performance measures, and, accordingly, we do not provide
an opinion on such controls.

Our consideration of the internal control over financial reporting would not necessarily
disclose all matters in the intemmal control over financial reporting that might be
reportable conditions. Under standards issued by the American Institute of Certified
Public Accountants and OMB Bulletin No. 01-02, reportable conditions involve matters
coming to our attention relating to significant deficiencies in the design or operation of
internal control that, in our judgment, could adversely affect the Department’s ability to

A Member Practice of Ernst & Young Global
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record, process, summarize, and report financial d ata c onsistent w ith the assertions by
management in the financial statements. Material weaknesses are reportable conditions
in which the design or operation of one or more of the specific intemal control
components does not reduce to a relatively low level the risk that errors or fraud in
amounts that would be material in relation to the financial statements being audited may
occur and not be detected within a timely period by employees in the normal course of
performing their assigned functions. Because of inherent limitations in internal control,
misstatements, losses, or noncompliance may nevertheless occur and not be detected. We
noted certain matters discussed in the following paragraphs involving the internal control
and its operation that we consider to be reportable conditions. However, none of the
reportable conditions is believed to be a material weakness. The remainder of this report
details the reportable conditions.

REPORTABLE CONDITIONS

1. Improvements of Credit Reform Estimation and Financial Reporting Processes
are Needed (Modified Repeat Condition)

The Federal Credit Reform Act of 1990, as amended, was enacted to require agencies to
more accurately measure and budget for the cost of federal loan programs. In
implementing the requirements of the Credit Reform Act, and in complying with Federal
accounting standards, agencies are required to estimate the net cost of extending credit
over the life of a direct loan or guaranteed loan based on the present value of estimated
net cash flows, excluding certain administrative costs. Such costs are also re-estimated
on a periodic basis. While improvements were made over the last several years, we noted
that the management controls surrounding the calculation and reporting of the loan
liability activity and subsidy estimates should be further refined and implemented earlier
in the process to ensure that appropriate estimates are prepared. OMB Circular A-123
defines management controls as “the organization, policies, and procedures used to
reasonably ensure that (i} programs achieve their intended results; (ii) resources are used
consistent with agency mission; (iii) programs and resources are protected from waste,
fraud, and mismanagement; (iv) laws and regulations are followed; and (v) reliable and
timely information is obtained, maintained, reported and used for decision making.”

We noted that the Department made some progress on this reportable condition during
FY 2003, including improving the process used to develop required financial statement
disclosures, continuing a process to study and adjust key assumptions in the subsidy
models, and ultimately involving a broader array of Department managers in critiquing
the process and results. A key focus for FY 2004 and beyond is to further refine and
document these processes and ensure that such input and critique occurs throughout the
year. A well-defined process includes appropriate and robust checks and edits, as well as
documentation of key decisions and rationales. Such a process is buttressed by input and
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substantive involvement by Federal Student Aid (FSA) financial, program and as
appropriate trading partner management responsible for the programs and data inputs, as
well as the Office of the Chief Financial Officer (OCFO) and Budget Service. Process
review controls should be in place and performed before adjustments are recorded or
made available for use in making program management decisions. Many of the elements
of this process were implemented late in the year, and provide a framework for further
improvement throughout FY 2004.

During our testing of loan guarantees, allowance for subsidy, and subsidy costs estimates,
we noted the following items that indicate management controls and analysis should be
strengthened:

o The long-term cost for the FFEL loan program is reflected in the financial statements
through periodic charges for subsidy and recognition of liabilities for loan guarantees.
The Department uses a computer-based cash flow projection model and OMB
calculator to calculate subsidy estimates related to the program that are then recorded
in the Hability account. The model uses multiple sources of loan data and hundreds of
assumptions. In 2003, the Department performed a review of key assumptions used
in the model in such areas as interest benefits, collections, defaults, consolidations,
etc. These reviews were in part performed based on certain tools developed by the
Department to help validate the output of the credit reform model. For example, the
Department uses a standard actuarial technique of “back casting” the subsidy
cstimates against actual results to research the relationships in the data. In the prior
year, this analysis indicated that actual results were varying from the credit reform
model output in such areas as interest benefits and collections. In other instances
additional assumptions were developed based on improved data gathering
capabilities. Based on this review, changes to the assumptions were developed to
calculate the subsidy re-estimates which had a related financial statement impact. We
noted that there was initially insufficient documentation explaining the basis for
developing and selecting the revised assumptions and validating the reasonableness of
the resultant output. Some of this documentation was subsequently developed in
connection with the audit process. This lack of documentation complicated the
review process performed by OCFO, FSA and Budget Service.

o The high volume of activity, multiple sources of data, and sensitivity of assumptions
used to record subsidy cost subject the liability and other credit reform related
accounts to a significant level of inherent risk o f misstatement. W e noted s everal
issues that the Department must continue to take into consideration regarding the
accuracy of the assumptions and data used in the model. We noted that initial outputs
of the model indicated unusual results from those that occurred in the prior year. Asa
result of subsequent reviews undertaken by the Department, it was determined that, in
certain instances, incorrect data was queried to develop assumptions, Standard
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operational review and signoff of credit reform work products would help alleviate
these conditions. The current analytical tools and account analysis procedures used
by the Department (like the “back casting” technique described above) are not
sufficiently developed to help highlight and explain unusual variations based on the
model output. This is particularly the case with the direct loan program for which
sufficient historical data has not yet been accumulated.

e The model, as currently specified, is based on muitiple inputs and assumptions.
While the nuances of the loan programs and presumed interrelationships with
economic and other factors lead to much of the complexity, a more simplified
approach might well provide estimates in a reasonable range, recognize the
imperfections in the data and reduce the possibility of computational errors. Given
the numerous model inputs, interpreting its output leads to protracted analysis to
explain the resulting output. In addition, the complexity of the model greatly
increases the likelihood for computational errors that on balance may not be
meaningful to the final estimate. While the approach we suggest might not in the
short-term substitute for the existing model, in the interim it might provide a useful
analytic tool to challenge at least the directional results o f the existing model, and
provide support that the computations are appropriate within an order of magnitude.

* The mechanics of credit reform accounting process are such that the new “cost” of a
consolidated loan is budgeted in the year the consolidation occurs, but the effccts in
terms of assumed repayment for the existing loans are recorded currently based on
when the projected consolidation will occur.  With the significant increase in
consolidations in the last four years, the Department must closely monitor and
critically assess unusual patterns or changes from anticipated results that are
attributable to the impact of loan consolidation assumptions. In FY 2003, the
Department completed an analysis of consolidation activity. In the analysis, the
Department was able to link cash flows from new consolidated loans to the paid-off
underlying loans. As a result of this analysis, the Department was able to refinc
assumptions for the pattern and timing of consolidation into new FFEL loans and
Direct loans. The Department should continue to monitor the actual resuits against
estimates for the ¢ onsolidation loan p repayment a ssumption to determine if further
refinements  are necessary. While this study enhanced the Department’s
understanding of consolidation activity, and was used as a model input in FY 2003,
additional data should still be obtaincd and evaluated for consolidation activity.
Currently, the Department’s estimates for collections and disbursements combine
cash transactions and consolidations. To properly assess the impact of consolidations
on the subsidy costs of the loan programs, scparate estimates and comparison to
actual results should be made for consolidation and cash activity. Since the credit
reform budgetary and accounting treatment as described above can be viewed as not
closely tracking the cconomic substance of the loan programs, particularly in the case
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Recommendations:

We recommend that the Department of Education perform the following:

1.

Preparation of accurate and timely direct loan and loan guarantee subsidy estimates
must be a joint effort between Budget Service, OCFO and FSA. The three
organizations should collectively develop a business process that assigns both primary
and secondary responsibility for developing subsidy estimates and assumptions, and
the timely review of the output of the credit reform estimation model. It is important
that this process and the results of each review be documented.

An important component of the credit reform estimation process is the development
of key assumptions used in the model. A formal process should be used to document
the development and approval of each key assumption used, as well as the need for
the development of new assumptions. This should be an ongoing annual process with
key constituents, such as FSA, Budget Service, OCFO, and others as appropriate,
involved early each fiscal year so that agreement can be reached on areas for which
additional study is required. An important part of this process is to expose such
assumptions lo critical assessment by Department management and other interested
parties in a transparent manner, and develop decision rules regarding when such
assumptions are 1o be changed based on actual results, program revisions, behavioral
changes, or the availability of additional data. For key assumptions, transmittal of the
credit reform estimates should be accompanied by an analysis of alternative scenarios
and assumptions.

The Department should continue to identify and gather data to better monitor and
report on consolidations, and accelerate studies to validate the basis of assumptions
used to determine the effect of loan consolidations, income contingent loan repayment
terms, and fixed rate consolidation offers to ensure that subsidy models are updated
timely for the best available information.

The Department should improve the analytic tools used to monitor direct loans and
FFEL, including refining the direct loan backcast and forecast comparison to actual
results process, developing analytic tools to validate the appropriateness of the
subsidy allowance for direct loans, and improving the analytic tools used to monitor
FFEL activity to increase their sensitivity in identifying unusual relationships.

The credit reform process should be documented to show the flow of information
used, procedures used to develop assumptions and review and approval processes.
Further, this documentation should include the automated calculation models, edit
processes and quality control measures used in the process. In addition, business
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rules should be developed and documented to show the types and frequency of
adjustments rccorded to the liability for loan guarantees and allowance for subsidy
accounts.

6. The use of somewhat simplified credit reform models should be explored. Such
models might at a minimum be useful tools to verify the directional and order of
magnitude appropriateness of outputs from the existing model, and at the margin
might well produce estimates which are sufficiently precise to meet the requirements
for credit reform reporting for financial and budgetary purposes, augmented if
necessary by special studics.

2. Controls Surrounding Information Systems Need Enhancement (Modified
Repeat Condition)

In connection with the annual audit of the Department’s fiscal year 2003 financial
statements, we conducted a controls review of the information technology (IT) processes
related to the significant accounting and financial reporting systems. OMB Circular A-
130, Management of Federal Information Resources, requires: (1) standard
documentation and procedures for certification and accreditation of systems; (2) records
management programs that provide adequate and proper documentation of agency
activities; (3) agencies to develop intemal information policies and procedures and
oversee, cvaluate, and otherwise periodically review agency information resource
management activities; and (4) agency plans to assure that there is an ability to recover
and provide service sufficient to meet the minimal needs of users of the system.

The Office of Inspector Gencral reported in the September 2003 audit report, Department
of Education’s Implementation of FISMA (control number ED-OIG/A11-D0003), that the
Department has made significant progress in addressing contro] weaknesses identified in
prior audits. OIG has reported that the Department has made progress in several areas,
including:  finalizing certain documents that support the agency-wide Information
Security Program and Certification and Accreditation program; beginning sccurity testing
and evaluation of certain systems; beginning the implementation of the computer security
incident responsc program; implementing procedures to periodically test information
security controls for certain of the Department’s systems, and beginning the instailation
of intrusion detection systems,

Although significant progress has been made with respect to information technology
controls, our work and the OIG findings reinforce that continuous cffort is needed to
further address control weaknesses related to information technology and systems. In
particular, the following suggestions for improvements were noted for technical security
controls at the Department:

o The Department’s mission critical servers need to be consistently updated with the
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latest application version updates, virus/data intcgrity protection packages, and
security patches.

e Certain mission critical systems need to be tested for platform and database level
common security vulnerabilities and exposures.

o The use of complex passwords should be enforced on all systems across the
enterprise.

s Network and host based intrusion detection systems should be deployed to
provide meaningful alerts of potential network intrusions and malicious internal
network activity.

e Firewall rules should be implemented to logically segregate database servers
containing sensitive data from web servers within the web-hosting environment.

e Access controls should be implemented to protect certain mission critical systems
from the contractor’s untrusted internal networks.

e Security weaknesses identified in prior OIG security reviews should be fully
corrected at contractor facilities.

Recommendation:

The D epartment ¢ oncurs with the findings issued by the Office of Inspector General’s
September 2003 audit report, Department of Education’s Implementation of FISMA
(audit control number ED-OIG/A11-D0003) and has corrected some of the weaknesses
cited in the report. We recommend that the Department continue cfforts to address the
security weakness identified by the OIG’s FISMA rcport.  Specifically, the Department
should implement actions to address the issucs outlined above.

OTHER MATTERS:

Additional Improvement N eeded in F inancial Reporting P rocesses to Meet Continuing
Accelerated Deadlines

We noted significant improvements in thc Department’s financial reporting and account
analysis processes compared to prior years. However, the ongoing acccleration of
information due to OMB will requirc additional improvements. Beginning with the
sccond quarter of FY 2004, the Department will be required to submit quarterly interim
financial statements within 21 days after the end of the quarter as part of the requirements
of OMB Bulletin No. 01-09, Form and Content of Agency Financial Statements. In
addition, year-end audited financial statements will be due November 15 beginning in FY
2004.
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While the Department has made improvements and was able to accelerate its FY 2003
year-end financial statement preparation process significantly from prior years, we noted
several areas where improvements can still be made. These areas include assessing the
time frames used for completion of monthly reconciliations as well as the close out of the
general ledger and financial statement preparation process. For FY 2003, the
Department’s internal guidelines indicated that reconciliations prepared within 45 days of
month-end were considered timely. Given the ongoing acceleration in the time frame for
submission of interim and year-end financial information to OMB and others, the current
guidelines do not appear to be sufficient to effectively meet FY 2004 submission
requirements. In addition, the Department should examine processes and time frames for
closing out the general ledger and preparing financial statements. We noted that the
Department shortened the time frames for providing financial statements from
approximately 45 days for June financial statements to 17 days for September draft
financial statements. Given the increasingly limited time to provide financial statements
to OMB on a quarterly basis, implementing additional procedures to sustain the time
frames used at the end of FY 2003 appears warranted. In addition, the Department should
update and document the procedures developed for the FY 2003 accelerated year-end
financial statement preparation process, and assess areas for further improvement. One
key estimate, the mid session review Credit Reform estimate, results in significant entries
to the financial records, and as discussed earlier, a robust process to develop and review
this estimate before it is recorded will significantly enhance the ability of the Department
1o meet the accelerated deadlines on an ongoing basis.

Recommendation:

1. Review, update, and document the approach to financial reporting used for the FY
2003 year-end financial statements so that this approach will enable the Department
to meet the accelerated duc dates for interim and year-end financial reports required
by OMB. Such an approach may include assessing the need to accelerate procedures
for the monthly general ledger close, financial statement preparation, reconciliations,
account analysis and other significant financial management activities. The
timeliness of receipt of critical information from guaranty agencies, lenders, grantees
and other program participants should also be addressed.

STATUS OF PRIOR YEAR FINDINGS
In the reports on the results of the fiscal year 2002 audit of the Department of Education’s

financial statements, a number of issucs were raised relating to internal control. The chart
below summarizes the current status of the prior year items:
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Figure 1. Summary of FY 2002 Material Weaknesses and Reportable Conditions

Issue Area Summary Control Issues FY 2003 Status
Financial Management, | Significant financial management issues | Not Considered a
Reconciliations and continue to impair the Department’s Matcrial Weakness
Account Analysis Need | ability to accumulate, analyze, and — Issues Reported
to Be Strengthened present reliable financial information. in the Reportable
(Material Weakness) These weaknesses are primarily due to Condition on

deficiencies in certain of the Credit Reform,
Department’s financial management Other Matters or in
practices, including inadequate the Management

reconciliations and account analysis early | Letter
in FY 2002. Issues associated with the
transition to a new financial management
system in FY 2002 also contribuled to
difficulties in these areas.

Improvement of Management controls and analysis nced | Improvements
Financial Reporting to be strengthened over financial Noted - Modified
Related to Credit reporting related to credit reform. Repeat Condition
Reform is Needed Reportable
(Reportable Condition) Condition
Controls Surrounding Improvements are needed in overall Improvements
Information Systems information technology security Noted — Modified
Need Enhancement management. Repeat Condition
(Reportable Condition) Reportable
Condition

We have reviewed our findings and recommendations with Department management.
Management generally concurs with our findings and recommendations and will provide
a corrective action plan to the OIG in accordance with applicable Department directives.

In addition to the reportablc conditions described above, we noted certain other matters
involving internal control and its operations that were reported to management in a
separate letter dated November 12, 2003,
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This report is intended solely for the information and use of the management of the
Department, OMB, Congress and the Department’s OIG, and is not intended to be and
should not be used by anyone other than these specified parties.

St + MLLP

November 12, 2003
Washington, D.C.
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Report on Compliance with Laws and Regulations

To the Inspector General
U.S. Department of Education

We have audited the consolidated balance sheets of the U.S. Department of Education (the
Department) as of September 30, 2003 and 2002, and the related consolidated statements of
net cost, changes in net position, and financing and the combined statement of budgetary
resources for the fiscal years then ended, and have issued our report thereon dated November
12, 2003.

We conducted our audits i n accordance with auditing standards generally accepted in the
United States; the standards applicable to financial audits contained in Government Auditing
Standards, issued by the Comptroller General of the United States; and Office of
Management and Budget (OMB) Bulletin No. 01-02, Audit Requirements for Federal
Financial Statements.

The management of the Department is responsible for complying with laws and regulations
applicable to the Department. As part of obtaining reasonable assurance about whether the
Department’s financial statcments are free of material misstatement, we performed tests of
its compliance with certain provisions of laws and regulations, noncompliance with which
could have a direct and material effect on the determination of financial statement amounts
and certain other laws and regulations specified in OMB Bulletin No. 01-02, including the
requirements referred to in the Federal Financial Management Improvement Act of 1996
(FFMIA). We limited our tests of compliance to these provisions, and we did not test
compliance with all laws and regulations applicable to the Department.

The results of our tests of compliance with the laws and regulations described in the
preceding paragraph exclusive of FFMIA disclosed no instances of noncompliance that are
required to be reported under Government Auditing Standards or OMB Bulletin No. 01-02.

Under FFMIA, we are required to report whether the Department’s financial management
systems substantially comply with the Federal financial management systems requirements,
applicable Federal accounting standards, and the U.S. Standard General Ledger at the
transaction level. To meet this reporting requirement, we performed tests o f c ompliance
with FFMIA section 803(a) requirements.

The results of our tests disclosed instances in which the Department’s financial management

systems did not substantially comply with certain requirements discussed in the preceding
paragraph. We have identified the following instance of noncompliance:

A Member Practice of Emst & Young Global





Other Statutorily Required Reports

Report to Congress on Audit Follow-up

The Inspector General Act, as amended, requires that the Secretary report to Congress on the final action taken for the Inspector General audits.  With this Performance and Accountability Report, the Department of Education is reporting on audit follow-up activities for the period October 1, 2002, through September 30, 2003.  

The Audit Accountability and Resolution Tracking System (AARTS) is the Department’s single database system used for tracking, monitoring, and reporting on the audit follow-up status of the General Accounting Office (GAO) audits; the Office of the Inspector General (OIG) issued internal audits, external audits, and alternative products; and Single Audits.  AARTS has replaced the two former Department tracking systems—the Internal Audit Electronic Corrective Action Plan System and the Common Audit Resolution System.  AARTS functionalities allow the following: 

· Tracking of internal, external, GAO, sensitive, and alternative product types from inception to final disposition.

· Evaluation and escalation points for audit reports and recommendations at appropriate levels in the user hierarchy.

· Notifying users of audit decisions and approaching/expired events and transactions.

· Downloading report and query results into electronic file formats.

· Attaching files to the audit record. 

· Providing a personal portal (Digital Dashboard) for user-assigned transactions.

· Providing a search function to query application (Audit Report) data.

· Providing for both a defined and an ad hoc report generation environment.

Number of Audit Reports and Dollar Value of Disallowed Cost.  At the start of this reporting period, the balance for audit reports with disallowed costs totaled 123, representing $98.4 million.  (Disallowed costs are costs that management has sustained or agreed should not be charged to the government).  By the end of the reporting period, the balance had decreased to 80 audits, representing $71.5 million.  The information in the table below represents audit reports for which receivables were established.

Final Actions on Audits with Disallowed Costs for Fiscal Year Ending September 30, 2003

	Number of Reports
	Disallowed

Costs

	Beginning Balance as of 10/1/2002

+ Management Decision
	123


167


	 $98,402,652

 18,786,357

	Pending Final Action    

- Final Action
	
290


210 
	$117,189,009

  45,678,465                 

	Ending Balance as of 9/30/2003
	
80


	$71,510,544


Number of Audit Reports and Dollar Value of Recommendations That Funds Be Put to Better Use.  The Department does not have any activity to report in this category during this fiscal year.

Reports Pending Final Action One Year or More After Issuance of a Management Decision.  As of September 30, 2003, the Department has a total of nine OIG internal and nationwide audit reports on which final action was not taken within a year after the issuance of a management decision; 12½ percent were over two years old.  Many corrective actions are dependent upon major system changes that are currently being implemented.  For detailed information on these audits, refer to the Department’s Semiannual Report to Congress on Audit Follow-up Number 29.

Credit Management and Debt Collection Improvement Act 

The Department of Education has designed and implemented a comprehensive credit management and debt collection program that enables us to effectively administer our multibillion-dollar student loan and other programs.  The credit management and debt collection program covers each phase of the credit cycle—including prescreening of loan applicants, account servicing, collection, and close-out—and it conforms to the governmentwide policies in the Federal Claims Collection Standards, the Office of Management and Budget (OMB) Circular A–129, and the Debt Collection Improvement Act (DCIA). The Department has made significant strides in student loan default management and prevention.  

The Department has been working diligently with schools and the lending community to reduce the cohort default rate.  The FY 2001 cohort default rate dropped to an all-time low of 5.4 percent, well below our target rate of 8.0 percent.  The low default rate is a function of the Department’s improved borrower counseling and the steps we have taken in gatekeeping to remove schools with high rates from participating in the federal student loan programs.  

Borrowers who default on student loans face serious repercussions, such as the withholding of federal income tax refunds and other federal payments, wage garnishment, adverse credit bureau reports, denial of further student aid, and prosecution.  To avoid these sanctions, defaulters now have the option to consolidate their loans and establish an income-based repayment plan that more realistically matches their ability to pay.  

The Department also continues to conduct computer matches with other federal agencies as part of our effort to strengthen the management and oversight of student financial assistance programs.  The computer matches are designed to ensure that students meet various eligibility criteria and to increase the collections from students who have defaulted on their loans.  

The Department of Education categorizes our debt into two basic categories: student loan debt, which accounts for approximately 99 percent of all of the Department’s outstanding debts, and institutional and other administrative debt.  The Department of Treasury granted the Department a permanent exemption from the cross-servicing requirements of the DCIA for defaulted student loans and approval to continue to service our own internal student loan debts because of our successful track record.  However, we have been referring eligible student loan debts—those we previously tried to collect using all other available tools—to the Department of Treasury for tax refund offset since 1986.  
The Department handles our institutional and administrative debts outside of the systems established for student loans.  The Department was one of the first to participate in the Treasury Cross Servicing Program and has been referring delinquent debts since October 1996.  As of September 30, 2003, we have forwarded approximately 93 percent of all institutional and administrative debts eligible for cross servicing to Treasury. 

Improper Payments Reporting

For the past several years, Federal Student Aid  (FSA) has performed risk analyses to determine its estimate of improper payments and to demonstrate that its program funds were materially spent in accordance with laws and regulations. 

The Department has completed the following required steps:

· Identified those programs and activities that are susceptible to significant erroneous payments.

· Implemented a plan to reduce improper payments.

· Reported estimates of the annual amount of improper payments in programs and activities and showed continued progress in eliminating them.

FSA’s improper payments rate is estimated to be less than 1.2 percent.  (See detailed chart on page 189.)  The majority of this amount is comprised of estimates of over- and underpayments, based on the possible under- and overreporting of applicant income.  To address this issue, the Department, OMB, and the Treasury Department developed and submitted to Congress proposed legislation to authorize the matching of Title IV Student Financial Assistance applicant data to tax return data.  Passage of this legislation will further reduce the minimal rate of improper payments in these programs.
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The Department has made progress in strengthening controls over information technology
processes during FY 2003. However, our work and audit reports prepared by the Office of
Inspector General (OIG) identify certain control weaknesses over information technology
security and systems that need to be addressed. With respect to technical security controls
and security management, the Department needs to test certain mission critical systems for
platform and database level common security vulnerabilities and exposures, implement
access controls 1o protect certain mission critical systems. consistently update mission
critical servers with the latest application version updates, virus/data integrity protection
packages, and security patches, deploy certain detection systems to provide meaningful alerts
of network intrusions, implement firewall rules to segregate database servers containing
sensitive data from web servers, and fully correct security weaknesses at contractor facilities
identified in prior OIG security reviews. The Department believes that they have made
sufficient progress in resolving previously identified IT security weaknesses in order to
remove the 1T Security Program as a material weakness in its FY 2003 Federal Managers’
Financial Integrity Act report; however, they acknowledge that IT security material
weaknesses remain under the Federal Information Security Management Act and related 1T
security laws and regulations.

The Report on Internal Control includes additional information related to the financial
management systems that were found not to comply with the requircments of FFMIA
relating to information technology security and controls. It also provides information on the
responsible parties, relevant facts pertaining to the noncompliance with FFMIA, and our
recommendations related to the specific issues. We have reviewed our findings and
recommendations with management of the Department. Management concurs with our
recommendations and to the extent findings and recommendations were noted in prior years
has provided a proposed action plan to the Office of Inspector General in accordance with
applicable Department directives. .

Providing an opinion on compliance with certain provisions of laws and regulations was not
an objective of our audit and, accordingly, we do not express such an opinion.

This report is intended solely for the information and use of the management of the

Department, OMB, Congress and the Department's OIG, and is not intended to be and
should not be used by anyone other than these specified parties.

Bamnet + MLLP

November 12, 2003
Washington, D.C.
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of consolidations of defaulted loans which may have a high expected “re-default
rate, we encourage the Department to consider developing and communicating credit
reform estimates with alternative scenarios and assumptions.

s Refreshing the model for changes in program participant behavior is a continuing
challenge, as is surfacing related issues for potential, legislative, regulatory or policy
actions. The Department should formalize processes to identify changes in usage by
schools, lenders, servicers, guaranty agencies and borrowers which have the ultimate
impact of extending the period of interest subsidy, delaying or transferring default
costs between the programs and activities which encourage students to avail
themselves of benefits inherent in the design of the programs, or otherwise impact the
absolute and relative costs of the loan programs. Modeling the result of such
behavioral changes timely will allow the Department to more accurately estimate
subsidy costs. For example, during 2003 the Department changed its assumptions for
deferments afler several years of indicated patterns of higher usage of such loan
features.

e We noted that during FY 2003 adjustments were recorded to the liability for loan
guarantees and allowance for subsidy accounts that are not required based on how the
ending balances in these accounts are determined. These adjustments add to the
complexity in the monitoring of balances in these accounts. These adjustments would
indicate that additional business rules should be developed and documented for the
types of adjustments and frequency of adjustments that should be recorded to these
accounts.

o Formalized written procedures are needed to improve communication between
OCFO, FSA and Budget Service in monitoring loan estimation accounts, performing
routine quality assurance and validation checks of account activity, preparing
supporting documents for adjustments, or providing explanation for changes from one
year to next in the loan liability and allowance for subsidy estimates. During FY 2003,
we noted some improvement in the sharing of loan estimation information among the
three organizations. For example, the three organizations worked together in
reviewing the data produced by the credit reform model and the resulting financial
statement adjustments and disclosures. We noted that this process was informal and
not well developed to accomplish the important task of fully reviewing the o utput
generated from the credit reform estimation process. Further, this process was not
always performed in a timely manner that is critical in the preparation of the financial
statements to meet future reporting deadlines. We did note that this review did
identify scveral instances where data was either incorrectly used in the credit reform
model or where assumptions could be improved. Without formal written policies and
procedures, the Department increases its risk that financial reporting and loan model
estimates are not properly executed to achieve management and program objectives.
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[1 - —Funds are disbursed to students/borrowers via schools (exception: consolidated loans & foreign school student loans), which are required to submit annual compliance audits.







[2 - —Low, Medium, High.  Low indicates= program office has little confidence significant problems are detected; Medium indicates= some confidence but deficiencies that must be addressed exist; 







High indicates = office believes audits provide reasonable assurance that significant problems are detected.







[3 - —Low, Medium, High.  Includes oversight activities such as program reviews.  (Low = insufficient number or no targeting;, Medium = moderate effectiveness, ; High = sufficient number and effective 







targeted selection).  Medium may indicate things such as targeted selection but insufficient numbers or staff lack training or other deficiency.







[4 - —Low, Medium, High.  Refers to applicant or payment systems controls.  (Low = inadequate edits, data matches or ceilings, Medium=significant controls but problems exist, High = strong data 







edits, data matches and data review).







[5 - —The percentage reported by Program Analysis Division may differ as a different total Pell disbursement amount may be used.  No sampling done in other programs but identified liabilities listed 







as Non-Program Specific.







[6 - —Programs directly administered by schools and institutional matching funds required.  Federal capital contributions are only a percentage of available funds.







[7 - —The volume of consolidated loans has decreased sharply since FY 02, with FY 04 total consolidated loan estimates at about 61% of FY 02 levels (57% for FFEL, 69% for DL). 












