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CHALLENGE 1:
  FINANCIAL MANAGEMENT

Sound financial management is essential to the Department’s ability to provide accurate financial information, to manage for results, and to ensure operational integrity.  The Department’s stewardship of billions of federal education dollars depends on a reliable, consistent financial management system to deliver services and benefits to recipients.  Improving financial performance is also an item on the President’s Management Agenda (PMA).  Two significant financial management challenges face the Department:  accelerated reporting and re-implementing its financial management system.


Accelerated reporting

The production of interim and final financial statements for the Office of Management and Budget (OMB) on an accelerated schedule is a prominent challenge for the Department.  The Department’s Office of the Chief Financial Officer (OCFO) produces the Department-wide financial statements and separate statements for Federal Student Aid (FSA).  OMB guidance shortens the time to prepare and audit these year-end financial statements from 120 days for fiscal year (FY) 2003, to 45 days for FY 2004 and beyond.  The guidance also shortens the time to prepare unaudited interim statements from 45 days to 21 days.  The Department’s ability to meet these accelerated time frames will depend on having effective and timely interim and year-end procedures to accumulate and record financial transactions, close the books, and prepare the financial statements.


Implementation of Oracle 11i
OCFO and FSA recently completed separate implementations of Oracle Federal Financials.  The Department plans to re-implement the Oracle system as version 11i to take advantage of enhancements and to stay current with Oracle-supported products.  An implementation of this magnitude is a significant and complex undertaking that must be carefully planned and diligently executed.  Many decisions are yet to be made that will significantly affect financial reporting capabilities within the Department.  In addition, an implementation of this magnitude will eventually draw upon the current resources of OCFO and FSA staff focused on financial management and reporting responsibilities.

Department’s Progress

The Department has made improvements in financial management.  The Department’s and FSA’s FY 2002 financial statements received an unqualified audit opinion, a major milestone in the Department’s progress toward strengthening its financial management.  The Department also successfully met OMB’s accelerated due date for its FY 2002 Performance and Accountability Report.  The Department has issued the FY 2003 quarterly financial statements required by OMB.  In addition, the Department has set a goal of issuing its and FSA’s audited FY 2003 financial statements by November 15, 2003.  Issuing statements in November implements the FY 2004 reporting requirement one year ahead of schedule.  

The Department’s target date to go live with the Oracle 11i system is October 2006.  The Department has developed a four-tier approach for implementation:  conduct impact assessments, develop an upgrade strategy and approach, develop a detailed implementation plan, and implement version 11i.  

CHALLENGE 2:
FEDERAL STUDENT AID PROGRAMS

The Department’s student financial assistance programs are large and complex, affecting more than 37 million parents and students, and involving about 6,000 schools, more than 4,000 lenders, three dozen guaranty agencies, and many third-party servicers and contractors.  Last year the Department disbursed and guaranteed approximately $65 billion and managed a $267 billion loan portfolio.  Funding for these programs has doubled in the last ten years alone.  These programs are inherently risky due to their complex design, reliance on numerous entities, and the nature of the borrower population.  They have been on the General Accounting Office’s (GAO) high risk list since 1990, and the PMA includes elimination of fraud and error in student aid programs and deficiencies in the Department’s financial management as a program initiative.  Reducing this risk while maintaining access to these programs is a dominant challenge for the Department. 

· Income data match with Internal Revenue Service

Matching income information that applicants provide with information maintained by the Internal Revenue Service (IRS) is the single most effective way to address falsification on applications for student financial assistance.  The Higher Education Act requires applicants for aid to provide certain information that will enable the Department to determine their eligibility.  Some applicants give false information about their income or dependency status to receive aid they are not eligible to receive.  The Department estimated that $336 million in Pell grants was improperly disbursed in FY 2001 because applicants understated their income.  Obtaining amendments to the Internal Revenue Code, in a manner that can provide an effective match with the IRS on income information, is critical to addressing this problem.

· Oversight and program review

FSA is responsible for oversight of schools, guaranty agencies, lenders, and third-party servicers retained by these entities.  Adequate oversight and program review are key components to reducing abuse in student financial assistance programs.  We have found a number of deficiencies that could have been prevented by more stringent oversight and review.  For example, during FY 2002 we performed audits at nine guaranty agencies and recommended recovery of approximately $164 million in federal funds.  The number of on-site program reviews at schools has dropped, and the average program review liability has also declined sharply.  Fewer and limited-scope on-site reviews increase the potential for abuse and mismanagement.

· Contract monitoring

FSA must improve its contractor oversight to ensure that contract terms and conditions are met and that it receives the high-quality goods and services required.  We have performed a number of audits and found weaknesses in FSA’s contracting processes.  Although FSA was provided certain procurement flexibilities under the Performance Based Organization provisions of the Higher Education Act, it still must adhere to the Federal Acquisition Regulation.

Department’s Progress

The Department has made a strong commitment to addressing factors that resulted in the student financial assistance programs’ placement on GAO’s high risk list, and has made progress in reducing risk in these programs.  The Department has committed to brief GAO periodically on its progress.  The Department also worked with OMB and the Treasury Department to draft proposed amendments to the Internal Revenue Code necessary to implement the IRS match, and continues to work with OMB to support the proposed legislative change.

FSA also has taken steps to improve its program oversight and contract monitoring.  It is developing an improved electronic management system to provide case teams electronic access to all information on a school.  Implementation of this system would streamline and improve the process for reviews of statutorily required audits and recertifications of schools.  At FSA’s request, we have performed audits of several of FSA’s major contracts, and preaward reviews of proposals submitted for a new loan servicing system contract.

CHALLENGE 3:
Information technology 

The Department’s more than 70 systems must be capable of ensuring the availability, confidentiality, and integrity of the data they contain.  Critical operations, assets, and sensitive information must be safeguarded from unauthorized access, disruption, and loss.  It is essential for the Department to continue its efforts to address information technology (IT) security weaknesses to protect the systems used to administer billions of education dollars under its stewardship.

· IT investment management

The Department needs both an enterprise architecture and an investment management capability to use its systems in a cost-effective and efficient way.  The development of a formal process for ensuring that investment decisions are consistent with the enterprise architecture is also necessary for IT systems to function well across the Department.

· IT security

We have determined that the Department has not fully implemented an agency-wide information security program in accordance with the Federal Information Security Management Act.  We have also identified significant security weaknesses on the servers and databases that support the Department’s mission-critical systems.  Although the Department has made significant improvements within the agency-wide information security program, the majority of its general support systems (GSS) and major applications (MA) have not been formally certified to process data in accordance with OMB guidance.  We continue to find repeated management, operational, and technical control weaknesses in systems operated at Departmental contractor facilities.   

· Critical infrastructure protection program

While participating in a government-wide audit coordinated through the President’s Council on Integrity and Efficiency, we found that the Department needs to improve its critical infrastructure protection (CIP) program to secure the infrastructure necessary to provide services for its core missions.  As stated in our March 2003 audit report, we found that while the Department has made significant progress since our 2000 review of the program, it still needs to take major steps before mission-essential cyber assets and related infrastructures are fully identified and adequately protected.  The Department’s cyber assets and related infrastructures are still at risk.    

· IT contingency planning

IT resources are vital to an organization’s success, and it is critical that the services provided by the Department’s systems operate effectively in the event of a disaster or disruption to normal system services.  The Department needs viable IT contingency plans to support this requirement.  In our assessment of FSA’s IT contingency planning, we concluded that FSA needs to improve IT contingency planning, testing, and coordination.

Department’s Progress

The Department has made significant progress since our 2002 report on the Government Information Security Reform Act.  For example, it has implemented a plan to prioritize security weaknesses on all its systems, and is currently addressing the identified security vulnerabilities.  It has also embarked upon a formal certification and accreditation process (C&A) for all GSS and MA, and it plans to complete C&A for its most critical systems by December 2003 and for all other systems by December 2004.  The Department recently announced that it has certified and accredited 10 systems, including two of its mission-critical systems, although we have not had an opportunity to verify that assertion.  The Department also indicated that it has funded a Project Matrix interdependency study for all mission essential assets.  It is also working toward completion of an enterprise-wide architecture and development of mature investment management processes.  In addition, the Department is devoting considerable resources to establish and test contingency provisions for its systems.

CHALLENGE 4:
Program performance and accountability
Performance and results are increasingly linked to financial reporting and to budget and funding decisions, and budget and performance integration is an item on the PMA.  OMB assessed the performance of more than 200 federal programs in formulating the President’s FY 2004 budget.  Eighteen education programs were included in that assessment, including Safe and Drug Free Schools State Grants, Even Start, and Pell Grants.  We reviewed these assessments and reported our results to OMB.  Since program performance and results now may have financial consequences, there is a greater risk of fraudulent reporting of performance information.

· Data reliability

The No Child Left Behind Act mandated major changes in federal education policy and placed additional requirements on states to gather and report data.  Successful implementation of the Act’s provisions pertaining to teacher quality, student achievement, and other areas depends on reliable data.  Many states lack procedures and controls necessary to report reliable data, including school improvement data.  

This year, at the request of the Office of Vocational and Adult Education, we audited the accuracy, completeness, and reliability of vocational education and performance data in three states and a sample of sub-recipients in each of those states.  We found that one state did not report vocational education and performance data for 64 percent of its community colleges.  Another state did not report performance data for 15 percent of its sub-recipients and used a previous year’s data to estimate academic attainment reported for secondary schools.  For one local agency, 49 percent (852 of 1,743) of students’ records were reported more than once in some performance indicators.  Accurate data is critical as it could affect how much funding states receive.  The vocational education and performance data is used to identify states that are eligible for incentive grant awards under the Workforce Investment Act.

· Monitoring

Monitoring is an essential component for improving accountability of federal education expenditures.  Vigorous program and contract monitoring helps ensure that federal education dollars are administered and used in the most effective and efficient manner, and is critical to program success.  We have identified areas that can be improved in the Department’s monitoring of its programs and contracts.  For example, we found that the Office of Elementary and Secondary Education (OESE) needed to implement a systematic process to identify and monitor high-risk grantees.  We also recently issued a management information report suggesting that the Department revise its contract monitoring directive to include a definition of a high-risk contract and specific guidelines for identifying and monitoring high-risk contracts.  The Department agreed with our suggestion.

· Program accountability and compliance

Our work disclosed special accountability and compliance issues for federal education programs in the Virgin Islands, Puerto Rico, and the Pacific Outlying Areas.  There are serious instances of misuse of education funds by grantees that might have been detected and prevented through consistent oversight, such as on-site monitoring and the timely submission and effective resolution of Single Audits and performance reports.  Our investigations and audits found internal control weaknesses in Puerto Rico.  An investigation between 1995 and 2000 of the former Puerto Rico Secretary and Associate Secretary of Education disclosed a conspiracy to fraudulently obtain approximately $4.3 million for education contracts valued at approximately $138 million. 

Department’s Progress
The Department has focused attention on the need to improve data quality and reliability.  It has addressed this issue in its strategic plan, and the Secretary has made accountability a key priority.  The Assistant Secretary for OESE convened a working group that developed and issued improved strategies and procedures for identifying high-risk grantees, and outlined the steps program officers should take when dealing with a grantee that is at risk of becoming, or currently is, a high-risk grantee.  The Department also established an Insular Affairs Committee comprised of senior program office representatives to address accountability and compliance issues in the Virgin Islands, Puerto Rico, and the Pacific Outlying Areas.  This committee is focusing on resolving findings in the Single Audits submitted by these areas.  In addition, the Department has imposed special conditions on grants to some of these entities.

CHALLENGE 5:
HUMAN CAPITAL

GAO placed strategic management of human capital on its high risk list in 2001.  The fundamental human capital problem GAO identified is the long-standing lack of a consistent strategic approach to managing and maintaining the workforce necessary for a more effective and efficient government.  On the PMA, the need for the strategic management of human capital is the first item listed.  The PMA, referencing the GAO report, cites the need for workforce restructuring "to reduce the distance between citizens and decision-makers;" implementation of knowledge management systems to generate, capture, and disseminate knowledge and information; human resources planning to address upcoming retirements; and greater attention to recruiting and retaining a highly qualified workforce.  In addition, GAO noted that continuing the implementation of strategic human capital measures, including succession planning and staff development, were important to reducing the high risk designation of the SFA programs.  The Department needs to address the challenges identified by GAO and the PMA, including planning for the impact of changes in existing personnel; about 34 percent of its career staff were eligible to retire in 2001.

Department’s Progress
The Department included a specific human capital objective in its strategic plan, and in 2002 developed its One-ED Report, which it calls its human capital plan.  This report discusses the PMA’s call for strategic management of human capital.  Human capital action steps also were included in the Department’s Blueprint for Management Excellence.  Specific functions in five offices in the Department have completed initial work under One-ED.  One-ED includes a discussion of competitive sourcing, a five-tier performance appraisal system, and learning tracks.  It does not, however, offer a Department-wide or Department-specific approach to some significant human capital issues such as human resource planning, workforce restructuring, and knowledge management.  We have started a review of the first phase of the Department’s implementation of One-ED and a review of human capital action steps under the Blueprint for Management Excellence that have been identified as completed.  Based on our work, we will make recommendations to aid the Department in strengthening its human capital management.
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