
DETERMINATION AND FINDINGS: 
Class EDAR Deviation to Implement Department Information Security and  

Privacy Requirements 
 

Findings 
 

In June 2021, the Department of Education (ED) issued a class deviation from the EDAR. This 
deviation was necessary to establish separate contract clauses, for incorporation into the 
Department’s contracts, to convey ED’s cybersecurity and personnel security requirements. 
Prior to issuance of the June 2021 deviation, a single EDAR clause, conveyed all ED security 
requirements, whether cyber or personnel related. With regard to cyber security requirements, 
the June 2021 deviation enacted a separate prescription, provision, and clause. The June 2021 
prescription follows: 

 
  3439.702 Department Security and Privacy Requirements for Information Technology 
            Procurements  

         The contracting officer must include the provision at 3452.239-71 (DEVIATION) (JUN     
         2021) “Notice to Offerors of Department Security and Privacy Requirements for Information 
         Technology Procurements” in solicitations and clause at 3452.239–72 (DEVIATION) (JUN 
         2021) “Department Security and Privacy Requirements for Information Technology 
         Procurements” in contracts when it is anticipated that contractors will have access to ED 
         Information Technology (IT) systems and/or contractor systems operated with ED data or 
         interfacing with ED systems. 
 
Subsequent to June 2021, ED’s Office of the Chief Information Officer, advised that the 
prescription for use at EDAR 3439.702 was inadequate, in that the Department’s information 
security and privacy requirements must be included in all solicitations and contracts and not 
limited to procurement actions where contractors will have access to ED IT systems and/or 
contractor systems operated with ED data or interfacing with ED systems.     
 
Further, the title of clause 3452.239-72 is not accurate, as it implies the clause only applies to 
procurements for information technology; and the order of the paragraphs in the text of the 
clause does not follow a logical sequence. Lastly, the existence of a separate provision and 
clause is not administratively efficient, as there is no need for a separate notice to contractors 
when the clause itself will be included in all solicitations and contracts.  
 
This class deviation will: 

• Eliminate the separate duplicative provision at 3452.239-71, dated June 2021 
• Renumber and rename 3452.239-72 Department Security and Privacy Requirements 

for Information Technology Procurements, dated June 2021, to 3452.239-71 
Department Information Security and Privacy Requirements  

• Reorder the clause text paragraphs in a logical sequence, and  
• Revise 3439.702 to require that clause 3452.239-72 be included in all solicitations and 

contracts. 
 

Determination 
 

EDAR class deviation to Implement Updated Department of Education Cybersecurity 
Requirements, dated June 15, 2021, is rescinded. 
 



In accordance with FAR 1.404 and EDAR 3401.404, I hereby issue a class deviation to enact a 
revised prescription and clause for use in all solicitations and contracts. The approved EDAR 
deviated text is set forth in Attachment A. 
 
This class deviation will remain in effect until incorporated into the EDAR or rescinded. 
 
 
______________________                                                                 ___________  
Denise Carter                                                                                       Date 
Acting Chief Acquisition Officer 
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