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Privacy Impact Assessment

1. System Information. Describe the system - include system name, system acronym, and a
description of the system, to include scope, purpose and major functions.

The educational needs of migratory children present unique challenges for educators and our Nation’s
schools. Given the nature of their employment, migratory workers and their families often settle in a
single community for a short period of time. One consequence of this mobile lifestyle is that migratory
children frequently enroll in new schools and school districts without adequate, and in many cases any,
documentation of their educational and health history. School staff at all levels need basic enroliment
data, and typically proof of immunizations, to place students in the correct grade or course in a timely
manner. Migrant educators have stressed that students in secondary grades have the greatest need for
the timely exchange of records because they have limited time to correct mistakes that school officials
make if they lack information needed for proper grade placement, course selection, and accrual of
course credits required for high school graduation. Because migratory children may move at any time,
including during the summer term when many schools are closed, it is imperative to have a reliable
system with which the state education agency (SEA), local education agency (LEA), and local operating
agency (LOA) staff may access up-to-date educational and health information for migratory children in a
timely manner. Migrant Education Programs (MEPs) operate throughout the year, including during the
summer; having timely access to a migratory child’s educational and health information will help ensure
that MEPs can provide migratory children with services that appropriately address their unique needs.

The Migrant Student Information Exchange (MSIX) helps meet the needs of migratory children by
making current educational and health information on those children immediately available to school
and program staff where migratory children enroll after they move. MSIX uses the Minimum Data
Elements (MDEs) to provide a standard format for information that States must collect and maintain.
MSIX allows SEAs to upload the required MDEs from their own existing State student record systems
into a single data repository where information on each migratory child is maintained, organized, and
compiled. As a Web-based platform, MSIX allows authorized users to access a migratory child’s MSIX
record via a Web browser.

This is an updated PIA. It is being updated because the existing PIA did not reflect accurate information
about the system and was not aligned with ED’s current PIA template and guidance. This PIA addresses
new privacy requirements and reflects the current status of the MSIX system.

MSIX is built upon various customized commercial off-the-shelf (COTS) hardware and software tools.
The systems use a Relational Database Management System (RDBMS) in conjunction with an online
directory serving as a Lightweight Directory Access Protocol (LDAP). MSIX utilizes Flex technology to
generate reports on the migrant population.

MSIX uses an identification (ID) student matching engine to uniquely identify students. The system
develops a consolidated data record for each migrant student and provides views of each migrant
student’s educational record to authorized MSIX users. This data can be displayed to the authorized user
via reporting capabilities. Finally, MSIX provides querying capabilities, made available through the web
portal that enables authorized users to locate individual migrant students based on the MDEs.

MSIX was created to meet the requirements of section 1308(b) of the ESEA. The purpose of MSIX is to:
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e Link existing State record systems, allowing the free exchange of migrant student information

e Improve the efficiency of the data collection and management process by incorporating the
most current Internet-based technologies

e Improve the accuracy and timeliness of information exchanged between States for migrant
children

e Increase information utility by providing information relevant to migrant children and providing
authorized users with the appropriate analytic and reporting tools

o Allow for accurate, unduplicated counts of the number of migrant children on a Statewide and
national basis

e Create a partnership between the U.S. Department of Education (ED) and the States based on
common data standards and data exchange procedures that continually work toward more
efficient and effective information sharing methods that improve the educational opportunities
for migrant children

Major functions of MSIX include:
e Student Information — Retrieve and view student information

e Record Conflicts and Duplication — Identify and resolve student record conflicts and duplicate
counts

e Notification — Alert other jurisdictions of planned student moves

e Role-based — Create users based on ‘MSIX roles’ to allow appropriate access to MSIX functions
and student data

e Structure — Create regions within a state to manage MSIX activities and workflow

e Reporting — Provide various reports that captures data on records, information exchange, and
user and data administration

2. Legal Authority. Cite the legal authority to collect and use this data. What specific legal
authorities, arrangements, and/or agreements regulate the collection of information?

Section 1308(b) of the ESEA as amended, permits the collection of MDEs. This collection intends
to assist States in the electronic exchange of pertinent educational and health related
information. The valid Office of Management and Budget (OMB) control number for the
information collected by MSIX is 1810-0683.

3. Characterization of the Information. What elements of personally identifiable information
(PII) are collected and maintained by the system (e.g., name, social security number, date of
birth, address, phone number)? What are the sources of information (e.g., student, teacher,
employee, university)? How is the information collected (website, paper form, on-line form)?
Is the information used to link or cross-reference multiple databases?

MSIX data requirements are specified in the MDE document developed by ED and approved by
the OMB. Examples of data elements processed and stored within MSIX include, but are not
limited to: demographic information (birth date, birth country and/or state, parent name,
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gender, grade level, etc.), course history information (course names, grades, etc.), and school
information. For a complete list of MDEs see Appendix A.

Information processed by the system is part of an overall migrant information exchange system
that includes state-operated and owned databases. The information contained within MSIX is
not considered the authoritative source of the data. Furthermore, data entry is not allowed in
MSIX.

MSIX receives encrypted file feeds from State systems, which are considered the authoritative
data source for the records. MSIX consolidates the records from multiple State systems into a
consolidated replica of the information.

State systems interconnect with MSIX. The States are responsible for collecting and maintaining
the data and MSIX replicates the information provided by the States. MSIX links the State’s
migrant student record databases using secure communication protocols. Each State has signed
an interconnection agreement (lIA) and an interconnection security agreement (ISA) adhering to
system security compliance and other operational requirements.

The information contained in MSIX is reviewed for accuracy and timeliness through a variety of
activities. The States are the authoritative sources of data. Therefore, States are responsible for
performing data checks at the State level. After the data is loaded into MSIX, MSIX provides
States the capability to run data quality reports including load files, completeness, validity, and
potential duplicates. Also, the Office of Migrant Education (OME) offers technical assistance to
the States through data quality grants, data quality initiatives, technical documentation, and
helpdesk support.

Why is the information collected? How is this information necessary to the mission of the
program, or contributes to a necessary agency activity? Given the amount and any type of data
collected, discuss the privacy risks (internally and/or externally) identified and how they were
mitigated.

The information in MSIX is being collected to enhance the continuity of educational services and
academic success of migrant children. This resource is ensured by providing a mechanism for all
States to exchange educational records and health related information on migrant children who
move from State to State due to their migratory lifestyle. The use of MSIX improves both the
timeliness of school enrollments and the appropriateness of grade and course placements and
reduces incidences of unnecessary immunizations of migrant children. Further, MSIX facilitates
the accrual of course credits for migrant children in secondary school by providing accurate
academic information on the student’s course history and academic progress.

Social Security Number (SSN). If an SSN is collected and used, describe the purpose of the
collection, the type of use, and any disclosures. Also specify any alternatives that you
considered, and why the alternative was not selected. If system collects SSN, the PIA will
require a signature by the Assistant Secretary or designee. If no SSN is collected, no signature
is required.

This system does not collect SSNs.

Uses of the Information. What is the intended use of the information? How will the
information be used? Describe all internal and/or external uses of the information. What types
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of methods are used to analyze the data? Explain how the information is used, if the system
uses commercial information, publicly available information, or information from other Federal
agency databases.

The information will be used to facilitate the timely enrollment, grade and course placement,
credit accrual and Migrant Education Program (MEP) participation of migrant children who
move from one district or State to another, as well as to produce national statistics on the
migrant population. Internally, OME uses the information for producing national data on the
migrant population. Externally, State MEPs’ use of the information encompasses facilitating
enrollment, placement, and credit accrual, as well as producing state-level data on the migrant
population to support strategic planning and service delivery. The methods for analyzing the
migrant student data are restricted to a predefined reporting mechanism in the system. These
reporting features are divided into seven areas, including dashboards, student info, student
mobility, data quality, user accounts, worklist, and system usage. MSIX use the U.S. Department
of Education’s EDFacts system as the data source for public school ID and NCES ID numbers.
MSIX does not use commercial information, publicly available information, or information from
other Federal agency databases.

7. Internal Sharing and Disclosure. With which internal ED organizations will the information
be shared? What information is shared? For what purpose is the information shared?

The System of Records Notice (SORN) states that MSIX limits data access to ED and contract staff
on a “need to know’’ basis. OME is ED’s internal organization with access to the information in
the system. ED controls individual users’ ability to access and alter records within the system. A
limited number of OME staff has access to national statistical data on the migrant population
and restricted access to individual student records. National statistical data is reported to
Congress and is used to collaborate with States in measuring progress, pinpointing gaps,
improving practices, better addressing student needs, and strategic planning. For more
information, please reference the Routine Uses of Records Maintained in the System, Including
Categories of Users and the Purposes of Such Uses section in Appendix B (SORN Number 18-14-
04).

8. [External Sharing and Disclosure. With what external entity will the information be shared
(e.g., another agency for a specified programmatic purpose)? What information is shared? For
what purpose is the information shared? How is the information shared outside of the
Department? Is the sharing pursuant to a Computer Matching Agreement (CMA),
Memorandum of Understanding or other type of approved sharing agreement with another
agency?

SEAs, LEAs, and other MEP LOAs share the information in MSIX. Available information includes
migrant student enrollment and demographic information, course history, assessments, medical
alerts, availability of immunization records and other information, i.e., whether the student is
limited English proficient or should have priority for services. The information is shared to
support enrollment, placement, credit accrual and MEP participation as students move between
and amongst States. The information is shared with authorized users who have the credentials
to access the MSIX system. Users are authorized by the State MEP and agree to establish Rules
of Behavior. Participating States act in accordance with the terms outlined in the MSIX
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Interconnection Security Agreement (ISA). Both the MSIX Rules of Behavior and the ISA include
conditions under which MSIX information may be shared. For further information, please
reference the Routine Uses of Records Maintained in the System Including Categories of Users
and the Purposes of Such Uses section in Appendix B (SORN Number 18-14-04).

Notice. Is notice provided to the individual prior to collection of their information (e.g., a
posted Privacy Notice)? What opportunities do individuals have to decline to provide
information (where providing the information is voluntary) or to consent to particular uses of
the information (other than required or authorized uses), and how individuals can grant consent?

Individuals will be informed by notices published in the Federal Register. The notices published
include a SORN, two information collection notices (ICN), and a notice of proposed rulemaking
(NPRM). At the time of identification and recruitments into the program, States are also
responsible for notifying migrant children and their families before entering their information
into the States’ systems.

The MSIX SORN number is 18-14-04 and can be found in Appendix B. The information collection
notice for the MDEs collected by MSIX is approved under OMB Control No: 1810-0683. The
information collection for the data used to validate the identity of applicants to MSIX user
accounts is approved under OMB Control No: 1810-0686.

As stated in section 3, States signed a series of agreements (IA & ISA) consenting to the
information being collected and the conditions for the collection. Consent from the individuals
from which the data is being collected is managed at the State level by SEAs, LEAs, and/or LOAs.

Individuals can gain access to their information by requesting their record from their local SEAs,
LEAs, and/or LOAs. MSIX is in compliance with the Privacy Act and the Freedom of Information
Act (FOIA). Individuals can also make FOIA requests for their personal information to ED.

Web Addresses. List the web addresses (known or planned) that have a Privacy Notice.

MSIX is a closed system, accessible only to MEP-funded SEA and LOA staff, and non-MEP-funded
LEA staff, i.e., guidance counselors and registrars who have an immediate need for student data
contained on MSIX. Access to MSIX is controlled by the SEA, using a user id and password. No
privacy notice is necessary. MSIX can be accessed at https://msix.ed.gov/

Security. What administrative, technical, and physical security safeguards are in place to
protect the PII? Examples include: monitoring, auditing, authentication, firewalls, etc. Has a
C&A been completed? Is the system compliant with any federal security requirements?

MSIX determines which users may access the system through an account authorization and
creation hierarchical approach.

e The Applicant completes and signs the User Agreement form.

o The Verifying Authority is the Applicant’s direct supervisor or an individual that is above
the immediate supervisor in an official reporting structure. The Verifying Authority
completes his/her own information, reviews the entire application for completeness
and accuracy, confirms the Applicant’s identification, attests to the Applicant’s need of


https://msix.ed.gov/

Privacy Impact Assessment

an MSIX account, and confirms the appropriate level of access. Upon completion, the
Verifying Authority returns the form to the Applicant.

e The Applicant locates his/her State/Regional Authority for final approval.

e The State/Regional Authority reviews the Applicant and Verifying Authority portions of
the application for completeness, completes his/her information, signs the form, and
files it within his/her local records.

e The State/Regional Authority creates an MSIX account for the Applicant.

e The Applicant receives two emails: one with his/her MSIX User Name and the other with
his/her initial Password.

The process is documented in the MSIX User Access Guide and Application.

The systems within MSIX are configured to log user access and actions. Logs are reviewed
monthly and as needed. Administrative access is protected by the use of virtual private network
(VPN) technologies.

Accreditation and certification has been completed for the system. MSIX undergoes yearly self-
assessment and three-year accreditations in accordance to the National Institute of Standards
and Technology Special Publication (NIST SP) 800-53 Rev. 4.

A risk assessment has been completed for MSIX. Risk assessment are conducted quarterly and
as part of the yearly self-assessment.

MSIX follows all applicable Federal Information Security Modernization Act of 2014 (FISMA)
requirements, OMB Circular A-130, and NIST standards to ensure that information collected is
secured properly.

ED requires federal employees and contractors to complete a yearly Cyber Security and Privacy
Awareness Training. Personnel in supporting roles must complete role-based and incident
response training, which includes privacy. States are responsible for providing privacy training to
their staff.

12. Privacy Act System of Records. Is a system of records being created or altered under the
Privacy Act, 5 U.S.C. 552a? Is this a Department-wide or Federal Government-wide SORN?
If a SORN already exists, what is the SORN Number?

The MSIX uses a Department-wide SORN. The SORN number is 18-14-04 and can be found in
Appendix B. The information collection notice for the MDEs collected by MSIX is approved under
OMB Control No: 1810-0683. The information collection for the data used to validate the
identity of applicants to MSIX user accounts is approved under OMB Control No: 1810-0686.

13. Records Retention and Disposition. Is there a records retention and disposition schedule
approved by the National Archives and Records Administration (NARA) for the records created
by the system development lifecycle AND for the data collected? If yes — provide records
schedule number:
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Records are maintained and disposed of in agreement with the ED’s Records Disposition
Schedules as listed under ED 231—Public and Restricted Use Data Files—Studies. ED 231 defines
the data disposition as permanent

Disposal of all information will be conducted in accordance with ED policies and procedures and
in compliance with OMB and NIST guidelines.
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Appendix A — MSIX Minimum Data Elements

Data Element

MSIX Identification Number

Definition

A unique, system generated identification number assigned to
identify a migrant child's consolidated record.

State Student Identifier

A unique identification number assigned to a child by a State.

State Student Identifier Type

Identifies the origin of the State Student Identifier.

First Name A name given to a child at birth, baptism, or during another naming
ceremony, or through legal change.

Middle Name A secondary name given to a child at birth, baptism, or during
another naming ceremony, or through legal change.

Last Name 1 Student's legal last name (paternal). If child has multiple or
hyphenated last name, contains the first part.

Last Name 2 If appropriate, child's legal last name (maternal). If child has
multiple or hyphenated last name, contains the second part.

Suffix An appendage, if any, used to denote a child's generation in his
family (e.g., Jr., Sr., III, 3rd).

Sex The concept describing the biological traits that distinguish the
males and females of a species.

Birth Date The month, day, and year on which a child was born.

Multiple Birth Flag Indicates if child is a twin, triplet, etc.

Birth City The name of the city in which the child was born.

Birth State The ISO abbreviation code for a State (within the United States,
Mexico and Canada), Outlying Area, or State (in another country)
in which a child was born.

Birth Country The standard abbreviation code of the country in which a child was
born.

Birth Date Verification The evidence by which a child's date of birth is confirmed.

Male Parent First Name

The first name of the male parent. The term ‘parent’ includes a
legal guardian or other person standing in loco parentis (such as a
grandparent or stepparent with whom the child lives, or a person
who is legally responsible for the welfare of the child).
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Male Parent Last Name
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Definition

The last name of the male parent. The term ‘parent’ includes a legal
guardian or other person standing in loco parentis (such as a
grandparent or stepparent with whom the child lives, or a person
who is legally responsible for the welfare of the child).

Female Parent First Name

The first name of the female parent. The term ‘parent’ includes a
legal guardian or other person standing in loco parentis (such as a
grandparent or stepparent with whom the child lives, or a person

who is legally responsible for the welfare of the child)

Female Parent Last Name

The last name of the female parent. The term ‘parent’ includes a
legal guardian or other person standing in loco parentis (such as a
grandparent or stepparent with whom the child lives, or a person
who is legally responsible for the welfare of the child).

Qualifying Arrival Date

In general, the qualifying arrival date (QAD) is the month, day, and
year that the child completed a move with his or her parent to
enable the parent to find qualifying employment. (See exceptions
in NCLB Sec.1309 (2)). In some cases, the child and worker may
not always move together, in which case, the QAD would be the
date the child joins the worker who has already moved, or the date
when the worker joins the child who has already moved. The QAD
is the date that the child’s eligibility for the Migrant Education
Program begins.

Qualifying Move From City

The name of the city in which the child resided prior to the
qualifying move.

Qualifying Move From State

The postal abbreviation code for a State (within the United States)
or Outlying Area in which the child resided prior to the qualifying
move.

Qualifying Move From The abbreviation code for a country (other than the US) area in
Country which the child resided prior to the qualifying move.
Qualifying Move To City The name of the city in which the child resides following the

qualifying move.

Qualifying Move To State

The postal abbreviation code for a State (within the United States)
or Outlying Area in which the child's residence in the new school
district is located when the child made the last qualifying move.

10



Data Element

Eligibility Expiration Date
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Definition

The month, day, and year on which the child is no longer eligible
for the Migrant Education Program. This date should initially be a
date equal to 36 months from the Qualifying Arrival Date to
indicate the end of MEP eligibility or the date the student reaches
22 years of age, whichever comes first.

Immunization Record Flag

Indicates whether the school or MEP program has immunization
records on file for the student.

Enrollment Date

The month, day, and year on which a student is enrolled in a
school/MEP project.

Enrollment Type

The type of school/migrant education project in which instruction
and/or support services are provided.

School or Project Name

The full legally or popularly accepted name of a school (or MEP
project providing educational and/or educationally-related services)
in which the student was enrolled.

MEP Project Type

Indicates the type of MEP project based on the location where the
MERP services are held. This field will be automatically pre-
populated with the “01 School-based MEP Project” value if the
Enrollment Type is value “05 Basic School Program and Regular-
Term MEP-funded project.

School Identification Code

A unique national code assigned by the National Center of
Education Statistics (NCES) to each school providing educational
and/or educationally-related services. This data element is only
applicable to school enrollments or school-based MEP projects.

Facility Name

The name of a building where the school activity or MEP project
was conducted. In cases where the activity was conducted outside
of a building site, provide the name and address of an
administrative office where the MEP project staff can be contacted.

Facility Address 1

Line 1 of the mailing address. The street number and name or post
office box number of a facility’s address.

Facility Address 2 Line 2 of the mailing address. The building, office, department,
room, suite number of a facility's address.
Facility Address 3 Line 3 of the mailing address for a facility.

Facility City

The name of the city in which a facility is located.

11
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Definition

The full legally or popularly accepted name of a local educational
agency (i.e., school district or local operating agency).

Facility State

The postal abbreviation code for a State (within the United States)
or Outlying Area in which a school or other facility is located.

Facility Zip The five or nine digit zip code portion of a facility’s address.

Telephone Number The telephone number of the school or MEP project contact person
including the area code and extension, if applicable.

Grade Level The grade level in which a school/MEP project enrolls a student.

LEP Indicator Child meets the State’s definition of Limited English Proficient that
is based on Section 9101(25) of ESEA.

IEP Indicator Child has an individualized education program (IEP) because the

child meets the definition of Children with Disabilities in P.L. 108-
446, Section 602(3), 34 C.F.R. Part 300.8(a)(1).

Continuation of Services
Reason

Reason why student is being served under the continuation of
services provision of the MEP.

Med Alert Indicator

Alert indicator for a medical/health condition

PFS Flag

Indicates whether the child is eligible to be Priority for Service for
the duration of the enrollment period.

Designated Graduation School

The NCES school identification number that identifies the school
or facility from which a student expects to graduate. Only one
school may be designated for graduation at a time.

Withdrawal Date

The month, day, year on which a student withdrew from a school
or MEP project. Withdrawal reasons include: End of Project;
Moved cannot locate; Dropped out of school; Dropped out of MEP
project; End of school year.

Assessment Title

The title or description, including a form number, if any, that
identifies a particular assessment.

Assessment Content

The description of the content or subject area (e.g. mathematics,
reading) of an assessment.

Assessment Type

The category of an assessment based on format and content.

12
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Data Element Definition

Assessment Administration The month and year on which an assessment is administered.
Date

Assessment Reporting Method | The method that the instructor of the class uses to report the
performance and achievement of all students. It may be a
qualitative method such as individualized teacher comments or a
quantitative method such as a letter or a numerical grade. In some
case

Score Results A score or statistical expression of the performance of a student on
an assessment.

Assessment Interpretation The assessment proficiency level attributed to the Score Results

Course Title The name of a course (e.g., Algebra II, Art I, English III, Problems
in Democracy, English-10).

Subject Area Name The name of the subject area (e.g., History, English) that
corresponds to the course title.

Course Type An indication of the general nature and difficulty of instruction
provided throughout a course.

Academic Year Academic year in which the student last attended the course (e.g.
2004-2005)

Course Section The prescribed duration of course taken.

Term Type The prescribed span of time that a course is provided, and in which

students are under the direction and guidance of teachers and/or an
educational institution.

Clock Hours For courses that have NOT been completed (or credit granted), the
number of clock hours to date that the student has completed.

Grade-to-Date For courses that have NOT been completed (or credit granted), a
numerical grade (percentage) of student performance for the grade-
to-date that the student has completed at the time of withdrawal.

Credits Granted The credits granted to the student in Carnegie units for completing
a given course or a section of a course (e.g., 1.0, .50, .33, .25, .20).

Final Grade For courses that have had credit granted, a final indicator of student
performance in a class at the time of withdrawal as submitted by
the instructor.

13
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Definition

The LEA NCES ID of a local educational agency (i.e., school
district or local operating agency) in which the student is enrolled.

District of Residence

The full legally or popularly accepted LEA NCES ID of the school
district where the migrant student resides.

Home School Indicator

Indicates the whether the child is being home-schooled.

Residency Date

If the “Residency Date” is different from the QAD, record the
month, day and year that the child entered the present school
district. If the child qualified for the MEP on a move prior to the
move to the present school district, the residency date will be later
than the QAD. If the child moved prior to the worker’s move, the
residency date would precede the QAD.

If the “Residency Date” is the same as the QAD, enter the QAD.

Enrollment Comment

A comment pertinent to a student’s enrollment record indicating
special circumstances or information. For example, the child was
granted credits from a foreign school or while not enrolled in the
migrant program or exceptions for assessment requirements.

Out of State Transcript
Indicator

Transcripts indicator that indicates that a State has student
transcripts from a State or country that is not their own.

Residency Verification Date

The month, date, and year on which a student's residency has been
confirmed by the school/MEP project.

Graduation/HSE Date

Month, Date, and Year in which the student either graduated or
received their HSE.

Graduation/HSE Indicator

Graduation/HSE indicator that indicates whether the student has
either graduated from High School or received their HSE.

Algebra 1 or Equivalent
Indicator

Indicates whether the student has received full credit in a
mathematics course that is Algebra 1 or its equivalent.

14
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