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I.I. SystemSystem Information.Information. DescribeDescribe thethe systemsystem -- includeinclude systemsystem name,name, systemsystem acronym,acronym, andand aa descriptiondescription ofof thethe 
system,system, toto includeinclude scope,scope, purposepurpose andand majormajor functions.functions. 

TheThe ACSACS EducationEducation ServicingServicing SystemSystem (ACES)(ACES) isis usedused byby ACSACS toto serviceservice FederalFederal StudentStudent AidAid (FSA)(FSA) TitleTitle IVIV 
StudentStudent LoanLoan ProcessingProcessing environment.environment. OperationalOperational capabilitiescapabilities ofof thethe systemsystem includeinclude borrowerborrower accountaccount 
management,management, loanloan conversion/de-conversion,conversion/de-conversion, interim/repaymentinterim/repayment servicing,servicing, paymentpayment posting,posting, defermentdeferment andand 
forbearanceforbearance processing,processing, letterletter generation,generation, callcall scheduling,scheduling, loanloan transfer/putlun-puttransfer/putlun-put activities,activities, collection,collection, skip­skip­
tracing,tracing, claimsclaims andand correspondencecorrespondence historyhistory files.files. ACESACES communicatescommunicates withwith thethe internalinternal FSAFSA platforms,platforms, 
borrowers,borrowers, educationaleducational institutions,institutions, lendinglending institutions,institutions, otherother loanloan servicers,servicers, third-partythird-party datadata providers,providers, 
consumerconsumer reportingreporting agencies,agencies, guarantorsguarantors andand governmentgovernment agenciesagencies (as(as permittedpermitted byby thethe FederalFederal PrivacyPrivacy ActAct ofof 
1974).1974). ChannelsChannels ofof communicationcommunication includeinclude mail,mail, phonephone calls,calls, aa securesecure borrowerborrower website,website, emailemail andand securesecure datadata 
transfertransfer links.links. 

2.2. LegalLegal Authority.Authority. CiteCite thethe legallegal authorityauthority toto collectcollect andand useuse thisthis data.data. WhatWhat specificspecific legallegal authorities,authorities, 

arrangements,arrangements, and/orand/or agreementsagreements regulateregulate thethe collectioncollection ofof information?information? 


TitlesTitles II,II, IV-A,IV-A, IV-B,IV-B, IV-D,IV-D, IV-EIV-E andand V-CV-C ofof thethe HEAHEA (20(20 U.S.c.U.S.c. 1024,1024, 1070a,1070a, 1070b--l070b-4,1070b--l070b-4, 1070c-1070c­
1070c--4,1070c--4, 1070c-3a,1070c-3a, 1071-1087--4,1071-1087--4, 1087a-l087j,1087a-l087j, andand 1087aa-l087ii,1087aa-l087ii, andand 11041104 (1998);(1998); 3131 U.S.c.U.S.c. ChapterChapter 37).37). 
HigherHigher EducationEducation ActAct ofof 19651965 asas amendedamended §428§428 andand §484(b)(4)§484(b)(4) andand CodeCode ofof FederalFederal Regulations:Regulations: 3434 CFRCFR §668§668 
andand §682§682 

3.3. CharacterizationCharacterization ofof thethe Information.Information. WhatWhat elementselements ofof PersonalPersonal IdentifiableIdentifiable InformationInformation (PII)(PII) areare 
collectedcollected andand maintainedmaintained byby thethe systemsystem (e.g.,(e.g., name,name, socialsocial securitysecurity number,number, datedate ofof birth,birth, address,address, phonephone 
number,number, etc.)?etc.)? WhatWhat areare thethe sourcessources ofof informationinformation (e.g.,(e.g., student,student, teacher,teacher, employee,employee, university)?university)? HowHow isis thethe 
informationinformation collectedcollected (website,(website, paperpaper form,form, on-lineon-line form)?form)? IsIs thethe informationinformation usedused toto linklink oror cross-referencecross-reference 
multiplemultiple databases?databases? 

TheThe followingfollowing elementselements ofof PersonalPersonal IdentifiableIdentifiable InformationInformation (PH)(PH) areare receivedreceived fromfrom thethe priorprior servicerservicer atat thethe timetime 
thethe loanloan isis convertedconverted toto ACESACES forfor servicingservicing ofof governmentgovernment ownedowned loans.loans. InformationInformation isis maintainedmaintained throughthrough 
changeschanges requestedrequested byby thethe borrowerborrower viavia writtenwritten correspondence,correspondence, borrowerborrower callcall oror borrowerborrower electronicelectronic requestrequest 
usingusing ManageManage MyMy Account.Account. 

ACESACES collectscollects andand maintainsmaintains thethe followingfollowing PHPH datadata pertainingpertaining toto borrowers/co-borrowers/cosignors/students:borrowers/co-borrowers/cosignors/students: 
fullfull name,name, maidenmaiden name,name, SocialSocial SecuritySecurity NumberNumber (SSN),(SSN), driver'sdriver's licenselicense numbernumber andand state,state, homehome streetstreet address,address, 
workwork streetstreet address,address, emailemail address,address, homehome andand workwork phonephone number,number, datedate ofof birth,birth, loanloan number,number, bankbank accountaccount 
numbers,numbers, andand otherother borrowerborrower informationinformation suchsuch as:as: disbursementdisbursement amount,amount, outstandingoutstanding loanloan paymentpayment amount,amount, 
monthlymonthly loanloan paymentpayment amount,amount, loanloan status,status, forbearanceforbearance status,status, defermentdeferment status,status, separationseparation date,date, gracegrace period,period, 
andand delinquencydelinquency statusstatus 

TheThe informationinformation isis obtainedobtained fromfrom sourcessources suchsuch asas borrowers,borrowers, students,students, co-borrowers,co-borrowers, co-signors,co-signors, educationaleducational 
institutions,institutions, lendinglending institutions,institutions, otherother loanloan servicers,servicers, employers,employers, referencesreferences andand externalexternal databasesdatabases (e.g.,(e.g., 
DirectoryDirectory Assistance,Assistance, NationalNational ChangeChange ofof AddressAddress (NCOA).(NCOA). 

InformationInformation isis collectedcollected viavia thethe followingfollowing channels:channels: phonephone callscalls withwith ACSACS customercustomer serviceservice agents,agents, entriesentries viavia 
thethe ACSACS InteractiveInteractive VoiceVoice ResponseResponse (IVR)(IVR) service,service, incomingincoming correspondencecorrespondence (e.g.,(e.g., viavia U.S.U.S. mail,mail, email,email, etc.),etc.), 
entryentry viavia thethe ManageManage MyMy AccountAccount borrowerborrower website,website, bulkbulk filefile transferstransfers fromfrom third-partythird-party datadata providersproviders (e.g.,(e.g., 
DirectoryDirectory Assistance,Assistance, NationalNational StudentStudent Clearinghouse),Clearinghouse), educationaleducational institutionsinstitutions andand otherother loanloan servicers,servicers, asas 
required,required, securesecure datadata transmissiontransmission fromfrom EDED applicationsapplications suchsuch asas thethe NationalNational StudentStudent LoanLoan DataData SystemSystem 
(NSLDS)(NSLDS) andand thethe DebtDebt ManagementManagement CollectionCollection SystemSystem (DMCS)(DMCS) andand securesecure datadata transmissiontransmission fromfrom thethe U.S.U.S. 
DepartmentDepartment ofof TreasuryTreasury (Treasury).(Treasury). 
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4.4. WhyWhy isis thethe informationinformation collected?collected? HowHow isis thisthis informationinformation necessarynecessary toto thethe missionmission ofof thethe program,program, oror 
contributescontributes toto aa necessarynecessary agencyagency activity.activity. GivenGiven thethe amountamount andand typetype ofof datadata collected,collected, discussdiscuss thethe privacyprivacy 
risksrisks identifiedidentified andand howhow theythey werewere mitigated.mitigated. 

TheThe informationinformation isis necessarynecessary toto thethe missionmission ofof thethe AgencyAgency inin orderorder toto complycomply withwith thethe HEAHEA policies,policies, regulationsregulations 
andand statues.statues. 

TheThe PHPH isis necessarynecessary toto properlyproperly serviceservice loansloans accordingaccording toto thethe regulatoryregulatory requirementsrequirements ofof TitleTitle IVIV servicing.servicing. 
TheThe borrowerborrower name,name, address,address, emailemail address,address, andand phonephone numbersnumbers areare essentialessential forfor communicatingcommunicating withwith thethe 
borrowerborrower andand performingperforming collectioncollection activities.activities. EndorserEndorser name,name, address,address, andand phonephone numbersnumbers areare usedused toto reachreach 
thethe borrowerborrower whenwhen conventionalconventional methodsmethods fail.fail. 

TheThe riskrisk isis thatthat PHPH maymay bebe obtainedobtained byby anan unauthorizedunauthorized partyparty toto commitcommit fraudfraud andand identifyidentify theft.theft. TheThe followingfollowing 
areare mitigationmitigation stepssteps inin place.place. 

•• 	 TheThe NelnetNelnet CorporateCorporate SecuritySecurity PolicyPolicy isis inin placeplace whichwhich includesincludes procedural,procedural, technologicaltechnological andand physicalphysical 

controlscontrols toto ensureensure requiredrequired andand necessarynecessary securitysecurity protocolsprotocols areare continuouslycontinuously maintained.maintained. 


•• 	 AssociatesAssociates withwith thethe abilityability toto accessaccess thisthis informationinformation requirerequire aa personnelpersonnel securitysecurity clearanceclearance beforebefore accessaccess isis 

granted.granted. 


•• 	 SystemSystem accessaccess isis assignedassigned basedbased onon jobjob functionfunction requirementsrequirements andand areare maintainedmaintained throughthrough accessaccess controls.controls. 
•• 	 TheThe changechange managementmanagement processprocess includesincludes segregationsegregation ofof duties.duties. 
•• 	 AssociatesAssociates areare alsoalso requiredrequired toto completecomplete aa SecuritySecurity andand AwarenessAwareness TrainingTraining annually.annually. 
•• 	 PhysicalPhysical accessaccess toto areasareas wherewhere PHPH datadata isis availableavailable isis securedsecured withwith aa securitysecurity badgebadge systemsystem toto limitlimit physicalphysical 

accessaccess toto areasareas asas required.required. 
•• 	 AnnualAnnual riskrisk assessmentsassessments areare performed.performed. 
•• 	 AllAll securitysecurity vulnerabilitiesvulnerabilities areare identifiedidentified andand tracktrack andand mitigatedmitigated thruthru thethe OperationalOperational VulnerabilityVulnerability 

ManagementManagement SystemSystem (OVMS).(OVMS). 

5.5. SocialSocial SecuritySecurity NNurnurn bersbers -- IfIf anan SSNSSN isis collectedcollected andand used,used, describedescribe thethe purposepurpose ofof thethe collection,collection, thethe 
typetype ofof use,use, andand anyany disclosures.disclosures. AlsoAlso specifyspecify anyany alternativesalternatives thatthat youyou considered,considered, andand whywhy thethe alternativealternative 
waswas notnot selected.selected. 

TheThe SSNSSN isis thethe uniqueunique identifieridentifier forfor TitleTitle IVIV programsprograms andand usedused byby programprogram participantsparticipants andand theirtheir tradingtrading 
partnerspartners toto satisfysatisfy borrowerborrower eligibility,eligibility, loanloan servicing,servicing, andand loanloan statusstatus reportingreporting requirementsrequirements underunder lawlaw andand 
regulations.regulations. TradingTrading partnerspartners includeinclude thethe DepartmentDepartment ofof Education,Education, InternalInternal RevenueRevenue Service,Service, institutionsinstitutions ofof 
higherhigher education,education, nationalnational creditcredit bureaus,bureaus, lenders,lenders, andand servicers.servicers. 

BorrowersBorrowers (and(and endorsers,endorsers, ifif applicable)applicable) areare advisedadvised ofof thethe collectioncollection andand useuse ofof thethe SSNSSN inin thethe promissorypromissory notenote 
materialsmaterials ofof theirtheir TitleTitle IVIV programprogram loans.loans. InIn accordanceaccordance withwith statestate lawslaws regardingregarding thethe useuse ofof SSN's,SSN's, aa 
proprietaryproprietary accountaccount numbernumber isis assignedassigned byby NelnetNelnet andand utilizedutilized forfor allall borrowerborrower andand endorserendorser communicationscommunications inin 
lieulieu ofof thethe SSNSSN exceptexcept wherewhere aa SSNSSN isis requiredrequired onon aa federalfederal form.form. TheThe proprietaryproprietary accountaccount numbernumber isis alsoalso usedused 
forfor thethe purposespurposes ofof internalinternal reportingreporting andand communications.communications. 

TheThe HEAHEA ActAct ofof 19651965 andand PrivacyPrivacy ActAct ofof 19741974 provideprovide thethe disclosuredisclosure information.information. 

6.6. UsesUses ofof thethe Information.Information. WhatWhat isis thethe intendedintended useuse ofof thethe information?information? HowHow willwill thethe informationinformation bebe 
used?used? DescribeDescribe allall internalinternal and/orand/or externalexternal usesuses ofof thethe information.information. WhatWhat typestypes ofof methodsmethods areare usedused toto analyzeanalyze 
thethe data?data? ExplainExplain howhow thethe informationinformation isis used,used, ifif thethe systemsystem usesuses commercialcommercial information,information, publiclypublicly availableavailable 
information,information, oror informationinformation fromfrom otherother FederalFederal agencyagency databases.databases. 
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TheThe internalinternal usesuses toto thethe infonnationinfonnation includeinclude fullyfully satisfYsatisfY allall loanloan servicingservicing andand reportingreporting requirementsrequirements ofof TitleTitle 
IVIV programsprograms andand otherother applicableapplicable lawslaws andand regulations.regulations. ThisThis includesincludes thethe following:following: verificationverification ofof identity;identity; 
detenninationdetennination ofof benefits,benefits, suchsuch asas defennent,defennent, forbearance,forbearance, discharge,discharge, oror forgiveness;forgiveness; loanloan statusstatus reporting;reporting; 
locationlocation effortsefforts forfor aa skipskip borrower;borrower; andand collectioncollection ofof aa delinquentdelinquent loan.loan. 

7.7. InternalInternal SharingSharing andand Disclosure.Disclosure. WhichWhich internalinternal EDED organizationsorganizations willwill thethe informationinformation beingbeing shared?shared? 
WhatWhat informationinformation isis shared?shared? ForFor whatwhat purposepurpose isis thethe infonnationinfonnation shared?shared? DescribeDescribe thethe risksrisks toto privacyprivacy forfor 
internalinternal sharingsharing andand disclosuredisclosure andand describedescribe howhow thethe risksrisks werewere mitigated.mitigated. 

TheThe internalinternal EDED organizationsorganizations thisthis infonnationinfonnation isis sharedshared withwith includeinclude thethe NationalNational StudentStudent LoanLoan DataData SystemSystem 
(NSLDS)(NSLDS) andand thethe DebtDebt ManagementManagement CollectionCollection SystemSystem (DMCS).(DMCS). 

TheThe infonnationinfonnation sharedshared isis sensitivesensitive PHPH datadata studentstudent datadata andand isis sharedshared forfor thethe purposepurpose ofof fullyfully satisfYsatisfY allall loanloan 
servicingservicing andand reportingreporting requirementsrequirements ofof TitleTitle IVIV programsprograms andand otherother applicableapplicable lawslaws andand regulationsregulations 

8.8. ExternalExternal SharingSharing andand Disclosure.Disclosure. WithWith whatwhat externalexternal entityentity willwill thethe informationinformation bebe sharedshared (e.g.,(e.g., 
anotheranother agencyagency forfor aa specifiedspecified programmaticprogrammatic purpose)?purpose)? WhatWhat infonnationinfonnation isis shared?shared? ForFor whatwhat purposepurpose isis 
thethe infonnationinfonnation shared?shared? HowHow isis thethe infonnationinfonnation sharedshared outsideoutside ofof thethe Department?Department? IsIs thethe sharingsharing pursuantpursuant toto aa 
ComputerComputer MatchingMatching AgreementAgreement (CMA),(CMA), MemorandumMemorandum ofof UnderstandingUnderstanding (MOU)(MOU) oror otherother typetype ofof approvedapproved 
sharingsharing agreementagreement withwith anotheranother agency?agency? DescribeDescribe thethe risksrisks toto privacyprivacy fromfrom externalexternal sharingsharing andand disclosuredisclosure andand 
describedescribe howhow thethe risksrisks areare mitigated.mitigated. 

TheThe DepartmentDepartment maymay disclosedisclose infonnationinfonnation containedcontained inin aa recordrecord inin thisthis systemsystem ofof recordsrecords underunder thethe routineroutine 
usesuses listedlisted inin thisthis systemsystem ofof recordsrecords withoutwithout thethe consentconsent ofof thethe individualindividual ifif thethe disclosuredisclosure isis compatiblecompatible withwith thethe 
purposespurposes forfor whichwhich thethe infonnationinfonnation inin thethe recordrecord waswas collected.collected. TheseThese disclosuresdisclosures maymay bebe mademade onon aa case-bycase-by 
casecase basisbasis or,or, ifif thethe DepartmentDepartment hashas compliedcomplied withwith thethe computercomputer matchingmatching requirementsrequirements ofof thethe PrivacyPrivacy Act,Act, 
underunder computercomputer matchingmatching agreements.agreements. 

(1)(1) ProgramProgram DisclosuresDisclosures 
(2)(2) FeasibilityFeasibility StudyStudy DisclosureDisclosure 
(3)(3) DisclosureDisclosure forfor UseUse byby OtherOther LawLaw 
(4)(4) EnforcementEnforcement Disclosure.Disclosure. 
(5)(5) LitigationLitigation andand AlternativeAlternative DisputeDispute 
(6)(6) Employment,Employment, Benefit,Benefit, andand ContractingContracting DisclosureDisclosure 
(7)(7) EmployeeEmployee Grievance,Grievance, ComplaintComplaint oror ConductConduct DisclosureDisclosure 
(8)(8) LaborLabor OrganizationOrganization Disclosure.Disclosure. 
(9)(9) FreedomFreedom ofof InfonnationInfonnation ActAct 
(10)(10) DisclosureDisclosure toto thethe DO]DO] 
(11)(11) ContractContract DisclosureDisclosure 
(12)(12) ResearchResearch DisclosureDisclosure 
(13)(13) CongressionalCongressional MemberMember DisclosureDisclosure 
(14)(14) DisclosureDisclosure toto OMBOMB forfor CreditCredit RefonnRefonn ActAct (CRA)(CRA) SupportSupport 

TheThe systemsystem sharesshares informationinformation withwith thethe followingfollowing externalexternal entities:entities: U.S.U.S. DepartmentDepartment ofof TreasuryTreasury (Treasury),(Treasury), 
InternalInternal RevenueRevenue Service,Service, (IRS),(IRS), institutionsinstitutions ofof higherhigher education,education, nationalnational creditcredit bureaus,bureaus, lenders,lenders, andand servicers.servicers. 

PIIPII isis sharedshared forfor thethe purposepurpose ofof servicingservicing borrowerborrower accountaccount management,management, loanloan conversion/de-conversion,conversion/de-conversion, 
interim/repaymentinterim/repayment servicing,servicing, paymentpayment posting,posting, defennentdefennent andand forbearanceforbearance processing,processing, letterletter generation,generation, callcall 
scheduling,scheduling, loanloan transfer/putlun-puttransfer/putlun-put activities,activities, collection,collection, skip-tracing,skip-tracing, claimsclaims andand correspondencecorrespondence historyhistory files.files. 
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TheThe infonnationinfonnation sharingsharing isis pursuantpursuant toto MOU'sMOU's andand ISA'sISA's andand havehave beenbeen authorizedauthorized andand approvedapproved priorprior toto 
sharingsharing datadata withwith thesethese externalexternal entities.entities. 

NelnetNelnet Servicing,Servicing, LLCLLC hashas MemorandumsMemorandums ofof UnderstandingUnderstanding (MOU)(MOU) andand InterconnectionInterconnection SecuritySecurity AgreementAgreement 

(ISA)(ISA) withwith thethe DepartmentDepartment ofof TreasuryTreasury FinancialFinancial ManagementManagement ServicesServices (FMS),(FMS), CoSentry,CoSentry, FiservFiserv andand IronIron 

Mountain.Mountain. 


9.9. Notice.Notice. IsIs aa noticenotice providedprovided toto thethe individualindividual priorprior toto collectioncollection ofof theirtheir informationinformation (e.g.,(e.g., aa postedposted 
PrivacyPrivacy Notice)?Notice)? WhatWhat opportunitiesopportunities dodo individualsindividuals havehave toto declinedecline toto provideprovide infonnationinfonnation (where(where providingproviding 
thethe infonnationinfonnation isis voluntary)voluntary) oror toto consentconsent toto particularparticular usesuses ofof thethe infonnationinfonnation (other(other thanthan requiredrequired oror 
authorizedauthorized uses),uses), andand howhow individualsindividuals cancan grantgrant consent?consent? 

IndividualsIndividuals areare providedprovided withwith aa noticenotice asas requiredrequired byby thethe PrivacyPrivacy ActAct ofof 19741974 asas partpart ofof thethe promissorypromissory notenote 
materials.materials. TheThe noticenotice explainsexplains whatwhat typestypes ofof PIIPII isis beingbeing collected,collected, whywhy it'sit's beingbeing collectedcollected andand howhow itit willwill bebe 
used.used. TheThe PrivacyPrivacy ActAct providesprovides thethe individualindividual thethe abilityability toto accessaccess theirtheir accountaccount andand thethe rightright toto requestrequest anan 
amendmentamendment ofof anan yy inaccurateinaccurate infonnationinfonnation inin theirtheir record.record. 

IndividualsIndividuals areare providedprovided withwith thethe DepartmentDepartment ofof Education'sEducation's privacyprivacy policypolicy inin accordanceaccordance withwith thethe Gramm­Gramm­
Leach-BlileyLeach-Bliley ActAct (GLBA),(GLBA), andand annuallyannually thereafter.thereafter. 

10.10. 	WebWeb Addresses.Addresses. ListList thethe webweb addressesaddresses (known(known oror plannedplanned thatthat havehave aa PrivacyPrivacy Notice.Notice. 

TheThe NelnetNelnet Servicing,Servicing, LLCLLC privacyprivacy policypolicy willwill bebe availableavailable onon www.Nelnet.com.www.Nelnet.com. 

11.11. Security.Security. WhatWhat administrative,administrative, technical,technical, andand physicalphysical securitysecurity safeguardssafeguards areare inin placeplace toto protectprotect 
thethe PIT?PIT? ExamplesExamples include:include: monitoring,monitoring, auditing,auditing, authentication,authentication, firewalls,firewalls, etc.etc. HasHas aa CertificationCertification andand 
AccreditationAccreditation (C&A)(C&A) beenbeen completed?completed? IsIs thethe systemsystem compliantcompliant withwith anyany federalfederal securitysecurity requirements?requirements? IfIf so,so, 
whichwhich federalfederal securitysecurity requirements?requirements? 

PhysicalPhysical accessaccess toto areasareas wherewhere PIIPII datadata isis availableavailable isis securedsecured withwith aa securitysecurity badgebadge systemsystem toto limitlimit physicalphysical 
accessaccess toto areasareas asas required.required. 

NelnetNelnet alsoalso employsemploys thethe followingfollowing technicaltechnical safeguards:safeguards: 

•• 	 FirewallsFirewalls andand existingexisting proxyproxy serversservers areare inin placeplace toto controlcontrol externalexternal accessaccess toto internalinternal resourcesresources 
•• 	 ConnectionsConnections toto thethe Internet,Internet, oror otherother externalexternal networksnetworks oror infonnationinfonnation systems,systems, occuroccur throughthrough controlledcontrolled 

interfacesinterfaces (e.g.,(e.g., proxies,proxies, gateways,gateways, routers,routers, firewaIls,firewaIls, encryptedencrypted tunnels).tunnels). TheThe operationaloperational failurefailure ofof thethe 
boundaryboundary protectionprotection mechanismsmechanisms doesdoes notnot resultresult inin anyany unauthorizedunauthorized releaserelease ofof informationinformation outsideoutside ofof 
thethe NelnetNelnet boundary.boundary. 

•• 	 NelnetNelnet physicallyphysically allocatesallocates publiclypublicly accessibleaccessible infonnationinfonnation systemsystem componentscomponents (e.g.,(e.g., publicpublic webweb 
servers)servers) toto separateseparate sub-networkssub-networks withwith separate,separate, physicalphysical networknetwork interfaces.interfaces. TheThe organizationorganization preventsprevents 
publicpublic accessaccess intointo thethe organization'sorganization's internalinternal networksnetworks exceptexcept asas appropriatelyappropriately mediated.mediated. 

•• 	 AllAll routers,routers, switchesswitches andand firewallfirewall areare configuredconfigured toto allowallow onlyonly specificallyspecifically authorizedauthorized servicesservices andand 
traffictraffic (Deny-By-Default).(Deny-By-Default). 

•• 	 AllAll EDED datadata accessaccess isis availableavailable toto authorizedauthorized andand approvedapproved usersusers withwith aa 5C5C oror 6C6C securitysecurity clearanceclearance 
withwith thethe exceptionexception ofof infonnationinfonnation accessaccess byby individualindividual borrowersborrowers throughthrough ManageManage MyMy AccountAccount (MMA).(MMA). 

•• 	 PrivilegedPrivileged accessaccess toto ACESACES isis limitedlimited toto onlyonly 6C6C securitysecurity clearedcleared personnel.personnel. 
•• 	 SignedSigned RulesRules ofof BehaviorBehavior andand SecuritySecurity AwarenessAwareness trainingtraining forfor allall employees.employees. 
•• 	 OMBOMB ClearancesClearances 
•• 	 SystemSystem requiredrequired UserUser IDsIDs andand passwordspasswords 
•• 	 AnnualAnnual auditingauditing andand continuouscontinuous monitoringmonitoring 
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12.12. PrivacyPrivacy ActAct SystemSystem ofof Records.Records. IsIs aa systemsystem ofof recordsrecords beingbeing createdcreated oror alteredaltered underunder thethe PrivacyPrivacy 
Act,Act, 55 U.S.c.U.S.c. 552a?552a? IsIs thisthis aa Department-wideDepartment-wide oror FederalFederal Government-wideGovernment-wide SORN?SORN? IfIf aa SORNSORN alreadyalready 
exists,exists, whatwhat isis thethe SORNSORN Number?Number? 

ACESACES isis coveredcovered underunder thethe SystemSystem ofof RecordsRecords Notice,Notice, CommonCommon ServicesServices forfor BorrowersBorrowers (CSB)(CSB) Contract,Contract, 18-11-18-11­
16,16, 7171 FRFR 3503-3507.3503-3507. 

13.13. RecordsRecords RetentionRetention andand Disposition.Disposition. IsIs therethere aa recordsrecords retentionretention andand dispositiondisposition scheduleschedule approvedapproved 
byby thethe NationalNational ArchivesArchives andand RecordsRecords AdministrationAdministration (NARA)(NARA) forfor thethe recordsrecords createdcreated byby thethe systemsystem 
developmentdevelopment lifecyclelifecycle ANDAND forfor thethe datadata collected?collected? IfIf yesyes -- provideprovide recordsrecords scheduleschedule number:number: 

RecordsRecords areare coveredcovered underunder EDED 072072 FSAFSA Application,Application, OriginationOrigination andand DisbursementDisbursement Records,Records, NaraNara DispositionDisposition 
AuthorityAuthority NN1-441-09-23.1-441-09-23. CutCut offoff annuallyannually uponupon endend ofof applicationapplication cyclecycle year.year. Destroy/deleteDestroy/delete 1515 yearsyears afterafter 
finalfinal repaymentrepayment oror auditaudit ofof studentstudent financialfinancial obligation,obligation, oror afterafter studentstudent recordrecord informationinformation isis transferredtransferred toto 
alternatealternate recordkeepingrecordkeeping systemsystem (i.e.,(i.e., loanloan servicingservicing system),system), whicheverwhichever isis sooner.sooner. 
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