Bidder’s Security Package: Security Requirements for Contractors Doing Business with the Department of Education

Bidder’s Security Package: Security Requirements for Contractors Doing Business with the Department of Education


Bidder’s Security Package: Security Requirements for Contractors Doing Business with the Department of Education

All Department of Education contractors must comply with the policies listed in the shaded box (these documents are all referenced within the Department’s Handbook for Information Assurance Security Policy; also note that this list is not all-inclusive—additional requirements are listed at the end of this document).  It is strongly recommended that you read the Handbook for Information Assurance Security Policy first—all security requirements flow from this main document.

In the following sections, the documents listed in the box are broken down by subject area. At the end of this document, the documents are again broken down, this time by the phases in the system development life cycle—that is, which policies are required at each phase of the system life cycle. 

Policies Broken Down by Subject Area

Comprehensive Approach to Information Assurance 

The Department requires that a comprehensive, programmatic approach to information assurance be established and maintained. 

Related Document: Handbook for Information Assurance Security Policy. 
Risk Assessments and Reviews of Security Controls

Risk Assessment

The Department requires that all systems have a risk management process in place that follows the methodology and reporting format defined by NIST SP 800-30, Risk Management Guide for Information Technology Systems.  

Related handbook: The Department’s Handbook for Information Technology Security Risk Assessment Procedures

Certification and Accreditation

Certification and Accreditation (C&A) is used to ensure that information systems have adequate security commensurate with the level of risk. The certification is a comprehensive evaluation of the technical and non-technical security features of an IT system and other safeguards (e.g., physical, personnel, procedural, and environmental) to establish the extent to which a particular design and implementation meet a set of specified security requirements. The accreditation is a formal declaration by a Designated Approving Authority (DAA) that an IT system is approved to operate in a particular security mode, using a prescribed set of safeguards and at an acceptable level of risk.  

All Departmental information systems must undergo certification and accreditation every three years, or whenever there is a major change to the system. 

Related Handbook: The Department’s Handbook for Information Technology Security Certification and Accreditation Procedures.
Security Testing and Evaluation

Security testing & evaluation (ST&E) is conducted as part of the certification and accreditation process for a new system, before it goes into operation, or as part of an existing system. This testing must occur at least every three years, or whenever there is a major change to the system.  As outlined in the Department’s Handbook for Information Technology Security Certification and Accreditation Procedures, an ST&E will be performed during the certification process to verify that the system configuration and operational environment is compliant with the baseline security requirements.  

Related handbook: The Department’s Handbook for Information Technology Security Certification and Accreditation Procedures

Annual Security Assessments

System owners/managers must complete annual reviews, or self-assessments, of systems under their responsibility following the checklist developed by the NIST SP 800-26, Security Self-Assessment Guide for Information Technology Systems. 

Related handbook: NIST SP 800-26, Security Self-Assessment Guide for Information Technology Systems
Inventory/Security Categorization

System Impact-Level Categorization

The Department requires system owners/managers categorize the system and the information processed, stored, or transmitted by the system in accordance with FIPS 199, Standards for Security Categorization of Federal Information and Information Systems, and documents the results (including supporting rationale) in the system security plan. Designated officials within the organization review and approve the security categorizations.

Related handbook: The Department’s Handbook for General Support System and Major Application Inventory Procedures; FIPS 199, Standards for Security Categorization of Federal Information and Information Systems
Data Sensitivity Classification

Information that is determined to be “Confidential”, “Secret” and/or “Top Secret”, shall be handled in accordance to the Department’s Handbook for Classified National Security Information and other applicable Federal laws and standards.

Related handbook: The Department’s Handbook for Classified National Security Information
Security Documentation

System Security Plan

All Department systems must have a system security plan that describes the security controls in place to secure the information system. This plan must comply with NIST SP 800-18 and NIST 800-53, Revision 1.

Related documents: NIST SP 800-18 Rev 1, Guide for Developing Security Plans for Federal Information Systems; Departmental templates for system security plans, configuration management plans, and contingency plans. 

Contingency Plan

The Department requires that system owners/managers develop and implement a contingency plan for the systems under their control addressing contingency roles, responsibilities, assigned individuals with contact information, and activities associated with restoring the system after a disruption or failure.  

Related Handbooks: NIST SP 800-34, Contingency Planning Guide for Information Technology Systems; and Departmental contingency plan template

Acceptable Use of Information Resources

Users shall use e-mail for Government business.  However, users may occasionally make personal use of e-mail that involves minimal expense to the Government and does not interfere with Government business, and consistent with the Departmental directive on Personal Use of Government Equipment.

Related Handbook: Departmental Directive on Personal Use of Government Equipment.
Security Design Principles/System Development Life Cycle

The Department requires that system owners/managers design and implement the information system using security engineering principles as recommended by NIST SP 800-27A, Engineering Principles for Information Technology Security (A Baseline for Achieving Security) Revision A.
Security must be considered in all phases of the system development life cycle and treated as an integral part of any system development or implementation project, including system modifications.  All Departmental systems must comply with and be consistent with the Department’s established Lifecycle Management (LCM) Framework into the system development life cycle from conception through disposal.  

Related Handbooks: NIST SP 800-27A, Engineering Principles for Information Technology Security (A Baseline for Achieving Security) Revision A; the Department’s Lifecycle Management (LCM) Framework.  
Contractor Employee Personnel Background Screening

The Department requires that a risk designation is assigned to all positions and that screening criteria are established for individuals filling those positions.  Principal Offices must comply with the requirements of the Departmental Directive - Contractor Employee Personnel Security Screenings, which provide criteria for public trust positions and for national security positions.

Related Handbook: Departmental Directive - Contractor Employee Personnel Security Screenings
System Interconnection/Information Sharing

A system interconnection is defined as the direct connection of two or more information systems for sharing data and other information resources.  Before interconnecting its information systems, each organization should ensure that its respective system is properly certified and accredited in accordance with Federal certification and accreditation guidelines.  

Related Handbook: NIST SP 800-47, Security Guide for Interconnecting Information Technology Systems.
Configuration Management

The process of configuration management ensures the systematic completion of authorized changes to the configuration, or structure, of a system.  The Department’s Handbook for Information Technology Security Configuration Management Planning Procedures provides a comprehensive approach to developing a configuration management plan (CMP).  

Related Handbook: The Department’s Handbook for Information Technology Security Configuration Management Planning Procedures.
Incident Response

Incident Handling

The Department requires all systems implement an incident handling capability for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery, in accordance with the Department’s Handbook for Information Security Incident Response and Reporting Procedures.
The Department will adhere to the NIST guidance as set forth in NIST SP 800-61, Computer Security Incident Handling Guide, and subsequent publications, as well as relevant guidance from U.S. Computer Emergency Readiness Team (US-CERT).  Criminal activity must be reported to the OIG’s General Computer Crimes and Investigation Division (CCID). 

Related Handbooks: The Department’s Handbook for Information Security Incident Response and Reporting Procedures; and NIST SP 800-61, Computer Security Incident Handling Guide.
Incident Reporting

All reported incidents should be handled in accordance with the Department’s Handbook for Information Security Incident Response and Reporting Procedures.  All incidents involving personally identifiable information must be reported to US-CERT within one hour by the EDCIRC Coordinator or designee as mandated by OMB Memorandum M-06-19.

Related Handbooks: The Department’s Handbook for Information Security Incident Response and Reporting Procedures; OMB Memorandum M-06-19.

Additional Security Requirements

Contractors are also required to comply with the “Special Publications 800 series” guidelines published by the National Institute of Standards and Technology (NIST), Federal Information Processing Standards (FIPS), and the requirements of the Federal Information Security Management Act (FISMA). In particular, contractors must comply with the minimum security controls set forth in NIST Special Publication 800-53, Revision 1, Recommended Security Controls for Federal Information Systems.
Policies Broken Down by System Life Cycle Phase

The table on the following page shows which policies are required at each phase of the system development life cycle.  The life cycle phases are taken from the Department’s Lifecycle Management (LCM) Framework.
	Required Policy/Directive
	Life Cycle Phase

	
	Vision 
	Definition 
	Construction and Validation
	Implementation
	Support and Improvement
	Retirement

	Handbook for General Support System and Major Application Inventory Procedures
	X
	X
	X
	
	
	

	FIPS 199, Standards for Security Categorization of Federal Information and Information Systems

	X
	
	
	
	
	

	Departmental Directive: Acquisition Planning (OCFO: 2-107)


	X
	
	
	
	
	

	Departmental Directive: Procuring Electronic and Information Technology (EIT) in Conformance with Section 508 of the Rehabilitation Act (OCIO: 3-105)
	X
	
	
	
	
	

	Departmental Handbook for IT Security Risk Assessment Procedures (OCIO-7)


	X
	X
	X
	
	
	

	Departmental Handbook for IT Security Contingency Planning Procedures (OCIO-10); Departmental contingency plan template

	X
	X
	X
	
	
	

	Departmental Handbook for IT Security Configuration Management (CM) Planning Procedures (OCIO-11)
	X
	X
	X
	X
	X
	X

	NIST SP 800-18 Rev 1, Guide for Developing Security Plans for Federal Information Systems; Departmental template for system security plans 


	
	X
	
	
	
	

	Handbook for Information Technology Security Certification and Accreditation Procedures.

	
	X
	X
	X
	X
	

	Departmental Handbook for Information Assurance Security Policy
	X
	X
	X
	
	
	

	NIST SP 800-26, Security Self-Assessment Guide for Information Technology Systems


	
	
	
	X
	X
	

	Handbook for Information Security Incident Response and Reporting Procedures
	
	
	
	X
	X
	


Required Security Policies for Education Contractors (note: list is not all-inclusive)





NIST/FIPS Policies





NIST 800-53, Revision 1, Recommended Security Controls for Federal Information Systems


NIST SP 800-47, Security Guide for Interconnecting Information Technology Systems.


NIST SP 800-34, Contingency Planning Guide for Information Technology Systems


NIST SP 800-30, Risk Management Guide for Information Technology Security Risk Assessment Procedures for Information Technology Systems


NIST SP 800-27A, Engineering Principles for Information Technology Security (A Baseline for Achieving Security) Revision A


NIST SP 800-26, Security Self-Assessment Guide for Information Technology Systems


FIPS 199, Standards for Security Categorization of Federal Information and Information Systems


NIST SP 800-18 Rev 1, � HYPERLINK "http://csrc.nist.gov/publications/nistpubs/800-18-Rev1/sp800-18-Rev1-final.pdf" ��Guide for Developing Security Plans for Federal Information Systems�





Education Policies





Handbook for Information Assurance Security Policy


Handbook for Information Technology Security Certification and Accreditation Procedures


Handbook for General Support System and Major Application Inventory Procedures


Handbook for Classified National Security 


Handbook for Protection of Sensitive But Unclassified Information


Handbook for Information Technology Security Configuration Management Planning Procedures


Handbook for Information Security Incident Response and Reporting Procedures


Personal Use of Government Equipment


Lifecycle Management (LCM) Framework (OCIO: 1-106)


Departmental Directive: Contractor Employee Personnel Security Screenings (OM: 5-101)


Departmental Directive: Acquisition Planning (OCFO: 2-107)


Departmental Directive: Procuring Electronic and Information Technology (EIT) in Conformance with Section 508 of the Rehabilitation Act of 1973 (OCIO: 3-105)
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